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Abstract

Public Key Infrastructure is the state-of-the-art credential management solution on the Internet. However,
the millions of constrained devices that make of the Internet of Things currently lack a centralized, scalable
system for managing keys and identities. Modern PKI is built on a set of protocols which were not designed
for constrained environments, and as a result many small, battery-powered IoT devices lack the required
computing resources. In this paper, we develop an automated certificate enrollment protocol light enough for
highly constrained devices, which provides end-to-end security between certificate authorities (CA) and the
recipient IoT devices. We also design a lightweight profile for X.509 digital certificates with CBOR encoding,
called XIOT. Existing CAs can now issue traditional X.509 to IoT devices. These are converted to and from the
XIOT format by edge devices on constrained networks. This procedure preserves the integrity of the original
CA signature, so the edge device performing certificate conversion need not be trusted. We implement these
protocols within the Contiki embedded operating system and evaluate their performance on an ARM Cortex-
M3 platform. Our evaluation demonstrates reductions in energy expenditure and communication latency.
The RAM and ROM required to implement these protocols are on par with the other lightweight protocols in
Contiki’s network stack.
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1. Introduction

Public key infrastructure (PKI) is ubiquitous
throughtout a wide variety of networked systems for
centralized credential management and key distribu-
tion. The Internet of Things (IoT) has been slow to
adopt PKI due to reasons both economic and tech-
nical. Instead, embedded systems often rely on pre-
shared keys (PSK), which become problematic when
those systems are connected to the Internet and be-
come globally adressable. The keys must be installed
before deployment, and because centralized resources
must share a key with each device in order to com-
municate, a single server compromise can put the
entire network at risk. Moreover, many basic secu-
rity guarantees such as proof-of-origin, access con-
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Figure 1: An illustration of PKI-protected IoT setup with end-
to-end security between IoT devices and back-end service, with-
out intermediate trusted gateways

trol, non-repudiation and authentication are simply
not possible with PSK systems.

Regardless of the simplicity of each individual de-
vice, the IoT presents great security risks due to its
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