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a  b  s  t  r  a  c  t

With  Internet  service  providers  (ISPs)  increasingly  demanding  personal  information  to
develop  personalized  services,  people  have  become  more  vulnerable  to privacy  infringe-
ment.  As  a way  to  protect  individuals’  privacy,  industrialized  countries  have  implemented
a “notice-and-consent”  requirement,  meaning  an ISP must  obtain  users’  consent  to  collect
personal information  in  the course  of  the ISP’s  business.  Drawing  on  prospect  theory  and
earlier  work  on  information  privacy  and behavioral  science,  in this  study,  we  administered
an online  survey  experiment  to  test  whether  the giving  of  consent  differs  between  ‘opt-in’
and  ‘opt-out’  frames.  The  framing  effect  was  found  to be  moderated  by personal  informa-
tion type,  people’s  attitudes  toward  privacy,  and  people’s  privacy  infringement  experience.
The  results  indicate  that  the  opt-in  frame  better  protects  users’  information  privacy,  and
the framing  effect  is magnified  when  the  targeted  information  concerns  online  activities,
when  users  have  weakly  held  privacy  attitudes,  and  when  users  have less  experience  of
privacy infringement.

©  2014  Western  Social  Science  Association.  Published  by Elsevier  Inc.  All  rights  reserved.

1. Introduction

In recent years, personalized technologies such as rec-
ommendation systems and behavioral targeting have been
touted as new engines for the Internet economy (Anderson,
2006; Mayer-Schönberger & Cukier, 2013; The White
House, 2012). Such technologies, operated by Amazon,
Google AdWords, and other online commercial companies,
gather users’ personal information to create customized
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services fitted to users’ preferences (Berger, 2010; Goldfarb
& Tucker, 2011; Riedl, 2001). For more effective customized
services, Internet service providers (ISPs) must collect more
personal information. In the Web  2.0 era, personal infor-
mation has become the fuel of ISPs (Mayer-Schönberger &
Cukier, 2013; The White House, 2012).

However, indiscriminate gathering of personal infor-
mation not only generates annoyances such as spam and
marketing calls but can also lead to identity theft or online
stalking, destroying people’s privacy (Goldfarb & Tucker,
2011; Riedl, 2001). In spite of the convenience of cus-
tomized services, concerns over unfair or deceptive use of
personal information have escalated in industrialized soci-
eties (Andrews, 2011; Dinev, Xu, Smith, & Hart, 2013; Hong
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& Thong, 2013). To achieve a balance between the benefits
and risks of personal information use, the Obama adminis-
tration in 2012 unveiled a Consumer Privacy Bill of Rights.
In the bill of rights, one of the most important principles
for protecting information privacy is the individual control
principle, by which consumers “have a right to exercise con-
trol over what personal data companies collect from them
and how they use it” (The White House, 2012, p. 10). Under
this principle, an ISP can use a person’s personal informa-
tion only after obtaining the person’s consent.

Although the individual control principle might be a
reasonable solution to balance information privacy and
the legitimate use of personal information by ISPs, ordi-
nary Internet users still fall victim to privacy infringement
because of consent form design flaws and user careless-
ness. First, subtle differences in the design of consent forms
have a substantial influence on the perceived importance of
information privacy. Some studies (Jamal, Maier, & Sunder,
2005; Johnson, Bellman, & Lohse, 2002) show that it is
easier for an ISP to obtain consent for use of personal infor-
mation under an opt-out frame, a format where a user is
assumed to give consent unless explicitly declining, than
under an opt-in frame, a format where a user is assumed
to decline unless giving explicit consent. In other words,
by adopting a seemingly fair but shrewd answer format,
an ISP could threaten information privacy. Second, users
do not pay sufficient attention to the fine print of ISP pri-
vacy policies. For example, an experiment by McDonald
and Cranor (2008) demonstrates that most people simply
skim the terms of privacy policies and hastily give con-
sent for the use of personal information. In short, carelessly
giving consent may  endanger information privacy.

Only two studies (Jamal et al., 2005; Johnson et al., 2002)
test how differences in consent forms influence people’s
decisions regarding their own information privacy. Even
those studies are limited, as the experiments examine only
e-mail address. In fact, according to research on Social Net-
work Service (SNS) users’ privacy management (Lenhart
& Madden, 2007; Rainie, Kiesler, Kang, & Madden, 2013),
people pay more attention to privacy regarding certain
sensitive items like social security number and physical
address while exhibiting less concern about other items
like views on issues or products or chats on SNS. Thus,
there is between-item variance in privacy perceptions.
Additionally, opinion polling finds that people with more
strongly held privacy beliefs and those with prior privacy
infringement experience tend to put more emphasis on
information privacy (Baek, Kim, & Bae, 2014; Dinev et al.,
2013; Westin, 2003). Thus, between-people variance in pri-
vacy perceptions should be investigated.

This study, therefore, examines whether the frame of
consent forms influences the giving of consent, and it inves-
tigates the presence of between-item and between-people
variance in the framing effect. Unlike prior studies that find
a framing effect for one personal information item (Jamal
et al., 2005; Johnson et al., 2002), this experiment examines
an extensive range of 17 items in order to identify which
items are vulnerable to the framing effect. Additionally, this
study investigates how the framing effect varies depending
on two personal characteristics: attitudes about informa-
tion privacy and prior experience of privacy infringement.

Guided by the framework of prospect theory (Kahneman,
2011; Kahneman, Knetsch, & Thaler, 1991; Kahneman &
Tversky, 1979) as applied in information privacy research
and the behavioral sciences, an online survey experiment
was  conducted with representative Korean Internet users.

2. Information privacy, consent forms, and status
quo bias as a framing effect

A basic, commonly adopted method of protecting online
privacy is to implement a legal mandate for an ISP to obtain
user consent for use of personal information in the course of
the ISP’s business (The White House, 2012). Such a notice-
and-consent requirement (Peppet, 2012, p. 1153) allows
people to either protect their online privacy by declining
consent or to knowingly accept the risk of privacy infringe-
ment by consenting to the ISP’s request. In other words,
with the notice-and-consent requirement, users choose
between consenting and taking the risk of privacy infringe-
ment or declining and taking no risk.

How people make decisions under risk and uncer-
tainty has been studied actively by scholars in the fields
of cognitive psychology (Gilovich & Griffin, 2010), behav-
ioral economics (Sunstein, 2013; Thaler & Sunstein, 2008),
and other behavioral sciences (Druckman & Nelson, 2003;
Kim, 2012; Krosnick, 1999). One of the dominant theo-
ries with regard to judgment under risk is prospect theory
(Kahneman & Tversky, 1979). Given that Internet users are
forced either to consent or decline under risk, prospect the-
ory is a good theoretical framework.

One of the key arguments of prospect theory is that
people tend to overweight “outcomes that are obtained
with certainty,” which “leads to inconsistent preferences
when the same choice is presented in different forms”
(Kahneman & Tversky, 1979, p. 47). This insight bears rele-
vance to the two  frames—opt-in and opt-out—that Internet
consent forms use (Peppet, 2012; Schwartz, 2013; Sovern,
1999). In essence, consent forms with an opt-in frame
require people to give explicit consent for an ISP to use
their personal information; declining consent is the default
choice. Users, in other words, must consciously accept the
risk of privacy infringement under the opt-in frame. On  the
other hand, consent forms with an opt-out frame require
people explicitly to decline consent if they wish to pro-
tect their privacy; giving consent is the default choice. In
this case, users must pay additional attention to the privacy
policy terms if they wish to protect their own  information
privacy.

According to prospect theory (Kahneman, 2011;
Kahneman et al., 1991), information privacy is assessed dif-
ferently in these two frames. Although the mathematically
expected privacy outcomes may  be logically equivalent
because the probability of choosing protection is the same
as that of choosing no protection, prospect theory does not
treat the two frames as identical because they adopt differ-
ent default information privacy choices. Under the opt-in
frame, people must make an effort to give consent, but this
consent leads to a loss in privacy. Under the opt-out frame,
people must consciously decline to give consent, leading to
a gain in information privacy. Therefore, the default state
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