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ABSTRACT

Imaging hiding schemes play important roles in now big data times. They provide copyright protections
of digital images. In the paper, we propose a novel image hiding scheme based on computational ghost
imaging to have strong robustness and high security. The watermark is encrypted with the configuration
of a computational ghost imaging system, and the random speckle patterns compose a secret key. Least
significant bit algorithm is adopted to embed the watermark and both the second-order correlation
algorithm and the compressed sensing (CS) algorithm are used to extract the watermark. The experi-
mental and simulation results show that the authorized users can get the watermark with the secret key.
The watermark image could not be retrieved when the eavesdropping ratio is less than 45% with the
second-order correlation algorithm, whereas it is less than 20% with the TVAL3 CS reconstructed algo-
rithm. In addition, the proposed scheme is robust against the ‘salt and pepper’ noise and image cropping

degradations.

© 2016 Elsevier B.V. All rights reserved.

1. Introduction

Image hiding and watermarking techniques could embed the
secret information (or the watermark) in a host image and retain
them in their original forms to hide the existence of the secret
information [1]. They can achieve secure message storage and
transmission to avoid the attention of the eavesdropping. They
have attracted increasing interests [2-4] because the enormous
data and images have been transmitted through the Internet in
now big data times.

In a different context, ghost imaging (GI), also known as cor-
related imaging [5-16], is an intriguing optical technique to allow
the imaging of objects to be located in optically harsh or noisy
environments. In a standard two-detectors pseudo-thermal GI
configuration, there are two optical beams. One beam, called sig-
nal beam, crosses the object and is detected by a bucket detector
without any spatial resolution. The other beam, named reference
beam, is detected by a spatially resolving detector. The image is
retrieved when the bucket detector signals are correlated with
that signals in the reference beam [8]. Then, Shapiro [10] proposed
a computational ghost imaging (CGI) scheme, which is a modified
version of the standard two-detectors pseudo-thermal GI
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configuration, and the intensity detected in the reference beam is
computed offline. The past years have witnessed a rapidly growing
interest in applications of ghost imaging ranging from laser radars
[17,18], microscopes [19,20], marked ghost imaging [30] and se-
cure key distribution [21,22] to optical encryption schemes [23-
26,31].

In this paper, we present an image hiding scheme based on CGI
system. In the scheme, each detection result of an original wa-
termark image is created by the bucket detector with the aid of the
CGI system, and is transformed to a floating point number with
32-bits. Later, M 32-bits detection results construct a binary-gray-
scale encrypted watermark image. Here, the random speckle pat-
terns to create the detection results compose a secret key. The
encrypted watermark image is embedded in a host image by least
significant bit (LSB) algorithm. With the key, the authorized users
can decrypt and reconstruct the original watermark image by the
second-order correlation algorithm or the compressed sensing
(CS) algorithm.

The advantages of the proposed scheme are the following.
Firstly, comparing with LSB algorithm, the encrypted watermark
image produced with the aid of the CGI system, instead of the
original watermark image, is embedded in a host image in the
proposed scheme, which is complete noise even if eavesdropper
has known the proper reconstruction mechanism but has no se-
cret keys. Secondly, the proposed scheme is robust against ‘salt
and pepper’ noise and image cropping degradations. Thirdly, the
proposed scheme is secure by taking advantage of the optical
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encryption scheme based on CGIL

The organization of the paper is as follows. In Section 2, the
image hiding scheme based on CGI system is presented. In Section
3, the performances of the image hiding scheme based on CGI
system are discussed. Finally, Section 4 concludes the paper.

2. Optical image hiding based on computational ghost
imaging
The schematic configuration of the proposed scheme is illu-

strated in Fig. 1, where Fig. 1(a) is for getting an encrypted wa-
termark, Fig. 1(b) is for a watermark embedding, and Fig. 1(c) is for

Watermark Embedding

the watermark extracting. Fig. 1(a) and (b) comprise the water-
mark embedding procedure. An encrypted watermark can be ob-
tained with the aid of CGI system, where a random speckle pattern
I;(x, y) illuminates a watermark image, and the total intensity
transmitted through the watermark image is collected and de-
tected by a bucket detector, generating a detection result B;:

Bi = f dx dy i(x, )T, y), )

where T (x, y) is the distribution function of the watermark image.
Here, the detection result B; is a real decimal number and can be
transformed into a floating point number with 32-bits by IEEE 754
standard [27], where the first bit is for the sign, the next eight bits
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Fig. 1. The schematic configuration of the proposed image hiding scheme. (a) is for getting an encrypted watermark, (b) is for a watermark embedding, and (c) is the
watermark extracting procedure. (a) and (b) comprise the watermark embedding procedure.
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