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a b s t r a c t

In this paper, a new optical interference-based encryption method using off-axis circular harmonic
component (CHC) expansion and iterative phase retrieval algorithm in gyrator transform (GT) domain is
proposed. Off-axis CHC expansion is employed to divide the inverse GT spectrum of primitive image into
two parts: the zero-order CHC and the sum of the other CHCs. The sum term of CHCs is further encrypted
into a complex image whose amplitude constraint is devised to be the amplitude of zero-order CHC by
the iterative retrieval GT algorithm. The amplitude part of CHC is the final ciphertext which has rotation-
symmetric distribution. Three phase-only keys, the main keys of this proposal, are also calculated during
the digital encryption process. To recover the primitive image correctly, two identical ciphertexts placed
in the two interference branch should be illuminated by two spherical waves with required parameters
(wavelength and radius). Moreover, rotational center of ciphertexts must be placed in a predefined
position, which is off the optical axis. The transform angles of GTs, the propagation parameters of
spherical waves and the relative position of rotational center of ciphertext are sensitive additional keys
for correct retrieval. Numerical simulation tests have been carried out to verify the effectiveness of the
proposed scheme.

& 2015 Elsevier B.V. All rights reserved.

1. Introduction

In the past two decades, optical systems have been extensively
studied and designed for the applications of information proces-
sing, such as pattern recognition and image security due to its
parallel ability and high-speed processing [1–3]. One of the most
popular optical encryption techniques is double random phase
encoding (DRPE) proposed by Refregier and Javidi [1], which en-
ables one to encode a primary image into a stationary white noise
by placing two random phase keys in the input and Fourier planes,
respectively. Due to its huge key space and robustness against
brute force attack, a number of extensions of DRPE in the fractional
Fourier domain (FrFT) [4,5], the Fresnel transform (FrT) domain [6]
and the gyrator transform [GT] domain [7,8] have also been re-
ported recently to further strengthen the security level with ad-
ditional keys. Moreover, by combining with wavelength multi-
plexing based on lensless FrT holograms, a security-strengthened
configuration for color image encoding can be easily constructed
[9]. To alleviate the strict optical alignment, some DRPE systems
based on configuration of joint transform correlator (JTC) [10,11]

or joint fractional Fourier transform correlator (JFTC) [12,13] have
been proposed. On the other hand, some modified schemes use
structured instead of random phase mask to overcome the pro-
blem of axis alignment, and to enlarge the key space with some
structure parameters [14,15]. These structured phase masks (SPM),
generally, have a rotationally symmetric distribution and are made
from a spiral phase plate [14] or a devil's vortex Fresnel lens (DVFL)
[15].

Recently, Zhang and Wang reported a very simple interference-
based method to encode a primitive image into two phase-only
masks (POMs) without any time-consuming iterative computation
involved [16]. The authorized users can retrieve the primitive
image directly in an intensity recording device (CCD) by means of
the interference of the two analytically obtained POMs. The earlier
interference-based encoding (IBE) algorithm has an inherent
problem, in which the silhouette information of the primitive
image can be discerned when only one POM is employed for de-
cryption. The silhouette problem is mainly because the phase in-
formation of transform spectrum of the primitive image is com-
pletely retained in the POMs [17]. To eliminate the silhouette
problem, a number of algorithms have been proposed. However,
most of them require time-consuming computation for post pro-
cessing or a greater number of POMs [18,19]. With the expectation
to thoroughly resolve this problem at the source, two different
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triple-POM based methods have been reported recently, which do
not need any time-consuming digital computation or post pro-
cessing of POMs [17,20]. Furthermore, some IBE schemes have
been devised for multiple-image or color image encryption by
combining with polarized light encoding [21], POM multiplexing
[22], position multiplexing [23] and phase-only encoding techni-
ques [24]. Chen et al. devised a novel IBE scheme using three-di-
mensional phase retrieval and an FrFT-based IBE scheme [25], in
which a series of random and fixed phase-only masks are applied
in the optical paths, to enhance the security of conventional IBE
algorithms [26,27]. Chen et al. proposed a method to encode
pseudo color image using three-beam interference principle and
common vector composition [28]. An encryption method based on
multiple-beam interference principle and vector composition has
also been introduced by them recently [29]. In this scheme, one
can retrieve the original image only when all the phase-only keys
are known. In addition, to alleviate the optical alignment and
stability requirement in the encryption setup, a novel IBE scheme
based on single-beam illumination has also been proposed in a
recent work [30].

In this paper, we will propose a novel optical IBE scheme based
on circular harmonic expansion technique and phase retrieval al-
gorithm in the GT domain. To the best of the authors' knowledge,
this is the first time that the circular harmonic expansion is
adopted to design the optical IBE algorithms. It is well known that
a single order circular harmonic component (CHC) of a reference
image is extracted to generate the circular harmonic filter (CHF)
for in-plane rotation-invariant pattern recognition [31,32]. It is
worthy to be noted that a CHC has a central-symmetric config-
uration that is advantageous for optical axis alignment. Moreover,
these CHCs are strongly related with the choice of the center of
circular harmonic expansion. Shifting the coordinates of expansion
center slightly, one can get totally different CHCs from the same
image, which suggests that the relative position of CHC center to
the optical axis of system can be considered as additional key to
enhance the security level of encryption.

During the encryption process of our proposal, the primitive
image combined with a random phase mask is inverse gyrator
transformed digitally. Then the resultant spectrum is expanded
into the sum of CHCs by off-axis CHC expansion, in which the CHC
expansion center is selected to be at a predefined off-axis position
that is only known by authorized user. Zero-order CHC of the in-
verse GT spectrum, amplitude of which will serve as the ciphertext
of the first interference branch, is separated from the other non-
zero-order CHCs. Next, using an iterative phase retrieval GT algo-
rithm, we encrypt the rest part of the inverse GT spectrum into a
complex field distribution, which will be used in the second in-
terference branch for decryption. To realize the iteration, the
amplitude of the target image is constrained to be the amplitude
of the zero-order CHC intentionally. Meanwhile, during the above
encoding process, we can get three phase-only functions that can
be considered as the main decryption keys. For generation of the
main phase keys, two spherical propagation factors with specific
wavelength and radius are also involved as modulation factor. The
encryption procedures should be completed digitally. To recover
the secret image, both identical ciphertext (the amplitude of the
zero-order CHC) are displayed in the input planes of two inter-
ference branches respectively with two phase-only keys placed
behind immediately. Two coherent spherical waves with specific
parameters are generated to illuminate the ciphtexts. In the sec-
ond interference branch, the diffraction beam is gyrator trans-
formed at certain transform angle and then modulated by the
third phase-only key. The modulated result is combined with the
diffraction beam in the first branch by a beam splitter and un-
dergoes the second gyrator transform. The final decryption result
is recorded by a CCD in the output plane. The decryption phase

keys, the transform angles of GTs, the relative position of the ro-
tational center of CHC to the optical axis, the wavelength and ra-
dius of spherical waves are the keys for decryption. The decryption
procedures can be implemented at an optoelectronic hybrid plat-
form. Numerical simulations have been conducted to demonstrate
the feasibility of the system theoretically.

This article is arranged as follows. The encryption and de-
cryption processes are presented in Section 2. The simulation re-
sults and discussions are given in Section 3. A brief conclusion is
presented in Section 4.

2. Encryption principle

2.1. Gyrator transform

It is well documented in literature that canonical integral
transforms are utilized for image encryption because the trans-
form parameters, as additional keys, can enlarge the key space of
encryption system greatly. As one of the canonical transforms, the
GT was firstly introduced in the field of optical information pro-
cessing by Rodrigo et al. [33,34]. The GT of a two-dimensional
complex field function o x y( , ) can be mathematically expressed as
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where {}α denotes the GT operator at transform angle α, and x y( , )
and u v( , ) are the input and output coordinates, respectively. In
recent years, the GT has also been used for optical encryption in a
variety of ways [7]. The GT can be implemented optically by using
a cascaded architecture of three generalized lens [35]. Each
generalized lens is a combination of two convergent thin cylind-
rical lenses of the same power. One can vary the transform angle
conveniently by properly rotating the cylindrical lenses. The digital
implementation of GT can be found in the studies of Pei [36] and
Liu [37].

2.2. Image encryption and decryption

In our optical IBE algorithm, the encryption process is per-
formed digitally while the decryption process can be implemented
optically or digitally. Let the function o x y( , )0 0 represent the nor-
malized intensity distribution of the primitive image, which is first
modulated by a random POM as below

⎡⎣ ⎤⎦o x y o x y j x y( , ) ( , ) exp 2 rand( , ) , (2)0 0 0 0 0 0π′ =

where x yrand( , )0 0 represents a random function with uniform
distribution in the range of [0, 1]. Note that here the origin of
coordinate point (0,0) is located in the center of the image. Optical
axis of instruments will pass this point at the decryption platform.
Then the modulated primitive image o x y( , )0 0′ is processed with an
inverse gyrator transform at the transform angle α− :

⎡⎣ ⎤⎦{ }m x y o x y m x y j x y( , ) ( , ) ( , ) exp ( , ) , (3)m1 1 0 0 1 1 1 1φ= ′ =α−

where denotes the modulus operator and x y( , )1 1φ is the phase of
the inverse gyrator transform spectrum. As pointed out by Wang
[17], inherent silhouette problem in the previous IBE schemes is
mainly due to the phase information of m x y( , )1 1 . To smooth away
the side effect of x y( , )m 1 1φ , we introduce another RPM

⎡⎣ ⎤⎦j x yexp ( , )1 1ϕ , where x y( , )1 1ϕ is a random phase distribution
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