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A hybrid attack method, which is based on an iteration process and the decisive role of phase in the
propagation process of light, is proposed to break the double image encryption system based on a
nonlinear algorithm. The whole attack process contains three steps. First, an approximate value of the
encoded image is achieved by using the phase retrieval algorithm when the encryption key, placed in the
Fourier spectrum plane, and the ciphertext are used as the two constraints. Then, an approximate value
of the joint power spectrum (JPS) is obtained based on the result of the first step. Finally, two
approximate values of the original images are obtained by the use of the approximate value of the JPS
and other two encryption keys. The simulation results show that the hybrid attack is valid and the
cryptosystem is vulnerable to this attack.

© 2013 Elsevier B.V. All rights reserved.

1. Introduction

With the rapid development of modern communication techni-
ques and computer network techniques information security has
become an important issue. Optical image encryption technology is
an attractive alternative in information security owing to its inherent
ability of multiple parameters and parallel operation. Various optical
image encryption methods have been proposed [1-13] since the
double random phase encoding technology was reported by Refregier
and Javidi [13]. However, to be the best our knowledge, most of these
encoding methods belong to the linear symmetric encrypting system,
in which the encryption key is the same as the decryption key.
From the point of view of cryptography, the linear encrypting system
would suffer from several problems such as all kinds of attacks. In
order to overcome these problems, a nonlinear cryptosystem based on
phase-truncated Fourier transforms (PTFTs) was proposed by Qin and
Peng [11]. And then some nonlinear cryptosystem methods based on
PTFTs have been proposed [14-20]. Although the nonlinear crypto-
system has very high robustness against existing attacks owing to the
nonlinear operation of phase truncation, the PTFI-based encoding
system recently has been found to be vulnerable to a specific attack
based on the iterative Fourier transforms [21]. To avoid the specific
attack and realize double-image encryption, Wang and Zhao proposed
a double-image encryption technique based on a nonlinear algorithm,
in which the encryption process is different from the decryption and
the encryption keys are also different from the decryption keys [22].
In this nonlinear encrypting method, phase truncation of a joint
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Fourier transform is used to transform two images into a noise image
in the encryption process [22]. The authors claimed that the crypto-
system has a high level of robustness against some common attacks,
including brute force attacks, known plaintext attack and known
encryption key attack [22]. However, the cryptosystem will still be
placed into a more exposed and vulnerable position if one tries to use
the encryption keys to recover the plaintexts.

In this paper, we propose a hybrid attack method to try to
reveal the encrypted information based on an iteration process
and the decisive role of phase in the propagation process of light
[23]. In the attack method discussed in this paper, an approximate
value of the encoded image is first achieved by using the phase
retrieval algorithm when the encryption key, placed in the Fourier
spectrum plane, and the ciphertext are used as the two con-
straints. Then, an approximate value of the joint power spectrum
(JPS) is obtained based on the approximate value of the encoded
image. Finally, two approximate values of the original images are
obtained by the use of the approximate value of the JPS and other
two encryption keys. Unfortunately, the simulation results show
that the cryptosystem is vulnerable to this attack. Because the
whole attack process contains two different attack ways, we refer
to this as a hybrid attack. In the following sections, we will show
how the cryptosystem is vulnerable to the hybrid attack. It is
worth pointing out that in this paper the three phrases “asym-
metric algorithm”, “public key”, and “private key”, which appear in
Refs. [11,21,22], have been changed to the three phrases “nonlinear
algorithm”, “encryption key”, and “decryption key”, respectively,
the purpose of which is to avoid confusion because the crypto-
systems mentioned in Refs. [11,21,22] are not real asymmetric
cryptosystems.
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Fig. 1. Flowchart of the double images encryption based on nonlinear algorithm.

2. Double images encryption based on a nonlinear algorithm

First, let us briefly review the double images encryption based
on a nonlinear algorithm [22], the encrypting process can be
shown in Fig. 1. Two original images f;(x), f,(x) that located in the
position (aq, 0), (—ay,0) are combined with r1(x) and r;,(x), respec-
tively. Thus the input image can be expressed as

fe=1f1(0) x 1 (X)Bk6(x —ar) +[f(x) x r2X)=3(x +ay), M

where ry(x) and r,(x) are two random phase masks, and the
symbol = denotes convolution operation. After the operation of
joint Fourier transform, the Fourier spectrum FT[f(x)] can be
obtained. Then by performing phase truncation in the Fourier
domain, the amplitude part and phase part can be separated from
the Fourier spectrum and expressed as

g(u) =PT{FTIf ()1}, 2

Po(u) = PR{FTIf (x)1}, 3

where the operators PT{e}, FT{e} and PR{e} denote phase trunca-
tion, Fourier transform and phase reservation, respectively [22].

By the same way, the final encrypting image E(x) and its phase
part P{(x) can be written as

E(x) = PT{IFT[g(w) - r3w)]}, “)

P1(x) = PRUFT[g(w) x r3(w)]}, (3)

where [FT{e} denotes inverse Fourier transform and rs(u) is
another random phase mask.

It is can be seen from the above encrypting process that the
encrypted images can be recovered if we use P;(x) and Py(x) as
decryption keys. It also can be seen that the position parameter a;
and rq(x), r2(x) and r3(u) (encryption keys) are not required for a
correct decryption.

As mentioned in Ref. [22], the double images encrypting system
can resist some common attacks, such as brute force attacks,
known plaintext and chosen plaintext attacks because the crypto-
system is based on a nonlinear algorithm. Meanwhile, the crypto-
system also can resist the special attack because there are two
primary images rather than one image in the input plane [22].
However, the cryptosystem will still be placed into a more exposed
and vulnerable position if one tries to use the following attack to
recover the plaintexts.

3. A hybrid attack on ‘the double images encryption scheme
based on a nonlinear algorithm’

The flowchart of the hybrid attacking algorithm is shown in
Fig. 2. The hybrid attack can be described as the following three
steps. The first step is to access g’(u), which is an approximate
value of the encoded image g(u), by using the encryption key r3(u)
and the ciphertext E(x) based on the phase retrieval algorithm.
The second step is to calculate g’2(u) which is an approximate
value of the JPS. The third step is obtain the approximate values of
the original images by using the approximate value g’?(u) of the

JPS and other two encryption keys r1(x) and r,(x). In the following
section, we will describe the three steps in detail.

Similar to the special attack discussed in Ref. [21], an iteration
process is used to achieve the aim of the first step, where the
encryption key r3(u) and the ciphertext E(x) are used as the
constraints in the input and output planes, respectively. After n
rounds of iterations, an approximate value g’(u) of the encoded
image g(u) can be obtained. The second step is to calculate g'2(u)
which is an approximate value of the JPS. Because g'(u) is an
approximate value of g(u), the approximate value g'2(u) of the JPS
can be approximately expressed as

g2~ g2(u) = |Fr (WyR (w)]* + [Fa(wysRo W)
+ [F1 ()R (W)]*[F2(u)%R2 ()] exp (4zja; u)
+[F1 (upR W][F2(w%R W)]* exp (—4zjaru),  (6)

where the superscript * denotes the complex conjugate, and F;(u),
F,(u), Ry(u) and R, (u) are the Fourier transformations of f;(x), f,(x),
r1(x) and r,(x), respectively. It can be seen from (6) that the above
expression actually represents the ciphertext of the joint trans-
form correlator cryptosystem if f;(x) (or f,(x)) is a constant [2].
In such a case, f;(x) (or f,(x)) can be easily recovered by using the
public key r5(x) (or r(x)) as the decrypting key [2]. Although here
f1(x) and f,(x) are not constants, we can still approximately
recover f;(x) and f,(x) respectively with the encryption key r,(x)
and ri(x) as the decryption keys. The detailed analyses are as
follows.

As we known, the Fourier frequency spectrum of the positive
image is usually more concentrated, and the phase plays a decisive
role in the propagation process of light [23]. So the Fourier
transformation of f;(x)r;(x)(or f,(X)r2(x)) is mainly determined
by r1(x) (or r»(x)) if f1(x) and f,(x) are positive functions. Thus, we
can obtain the following two approximate expressions

F1 (%R (u) & 5(w)#Rq (1) = Ry (), )

Fa(u)xRa (1) ~ 5(1)*Ry (1) = Ry (). (8)

In order to recover f;(x), the encryption key r,(x) is placed in
the centre of the input plane of the 4f system and Fourier
transformed. And then the Fourier transformation of ry(x) is
multiplied with Eq. (6) in Fourier plane to get the filtered result

g2 WRy(U) ~ g2 (WR (W) = {|[F1 (wyR: W) [* + [F2(w)#Ro (W) 1Ry (1)

+ Ro(W[F1 (w)%R1 (W)T*[F2(w)%Rz (1)) exp (4rjaju)
+ Ry (W)[F1(w)%R1 (W)][F2(w)=Ry(W)]* exp (—4zjau). (9)

According to Eq. (8), the third term in Eq. (9) can be approxi-
mately rewritten as

g3(1) ~ g'3(1) = Ry(w)[F1 ()R (W)IR*2 (1) exp (—4zjaiu)
= F1(w)%Rq(u) exp (—4zjaiu). (10)

After the operation of inverse Fourier transform, an approx-
imation of f;(x) can be obtained and expressed as

fr1=IFT[g s = |[f®)ri (0] ® 6(x—2a)| =f;(x—2a). an

By the same way, an approximation of f,(x) can be obtained by
using the other encryption key rq(x) and expressed as

20 = |[f,(0r2(0] ® 5(x+20a)| =f,(x+2a). (12)

It can be seen from the above analyses that the two original
images can be approximately recovered by the hybrid attack if an
attacker knows the three encryption keys and the ciphertext.
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