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We present a controlled three-party communication protocol using Greenberger-Horne-Zeilinger (GHZ)-like
state and imperfect Bell-state measurement. Using the idea of controlled quantum teleportation, it can realize
the secret information transmission between the legitimate participants under the control of the controller. It
needs no unitary operation to recover the original state for the receiver, and it saves half of communication
cost publicized by the sender. The order rearrangement of particles and data block transmission ensure the
security of communication. With imperfect Bell-state measurement, it is tolerant of some noise effects and is
feasible by using the present optical technique.
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1. Introduction

Quantum cryptography [1] is one of the most striking develop-
ments in quantum communication, which enables legitimate partici-
pants to communicate in private using the principle of quantum
mechanics. Among many of its applications, quantum key distribution
[2-8] is a mature process that legitimate participants are able to
transmit secret information based on the shared secret key.
Particularly, quantum secure direct communication [9-15] and
deterministic secure quantum communication [16-27] permit the
participants to transmit secret information without establishing a key
beforehand.

In some communication protocols, it is necessary to send the
particles carrying secret information in a public channel. An
eavesdropper has a chance to attack the particles in transmission.
However, using quantum teleportation [28] which transmits the
state of a quantum system from some place to other place with-
out transmitting the system itself, no particle carrying secret infor-
mation is transmitted, so it can avoid the attacks on the transmitted
particles.

In practical situation of communication, the transmission of
information should be supervised. Only with the help of a controller,
a sender and a receiver can communicate successfully. Many
controlled quantum communication protocols are proposed [29-35]
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where the communicators are incapable of the communication
without the controller's agreement and cooperation.

Bell-state measurement is a crucial step in quantum teleportation.
Bouwmeester et al. [36] proposed a method to identify two of four Bell
states in their experiment of quantum teleportation. Liitkenhaus et al.
[37] showed that no experimental setup using only linear elements
can implement perfectly a Bell-state analyzer. It is limited to a 50%
overall success rate without using auxiliary photons [38]. Houwelin-
gen et al. [39] presented a linear Bell-state analyzer without auxiliary
photons. It can distinguish three of the four Bell states for polarization
qubits or time-bin qubits using today's technology, but this happens
only half of the time on average. Using imperfect Bell-state
measurement, Xiu et al. [40] proposed an information transmission
protocol, where Bouwmeester's method to analyze Bell state works
well.

In this paper, based on Bell-state analyzer of Bouwmeester et al.,
we propose a controlled quantum communication protocol using
GHZ-like state. There is no particle with secret information to be
transmitted and the eavesdropper has no access to the encoded
particle. Two participants can communicate under the control of the
controller. Using imperfect Bell-state measurement, it is tolerant of
some noise effects. Moreover, it can be realized by using today's
optical technique and consumes lesser resources than the communi-
cation protocols using general quantum teleportation. Even further, in
the protocol, the particles as quantum channel are transmitted in the
mode of data block [8] and order rearrangement [25-27], which
ensures the security of the communication.
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2. Controlled three-party communication using GHZ-like state
and imperfect Bell-state measurement

The controlled three-party communication using GHZ-like state
and imperfect Bell-state measurement can be achieved with the
following steps.

(1) The controller (Charlie) prepares ordered GHZ-like states |$)azc,
which can be denoted as

1
|[@anc, = 5 (1000 + [110) + [011) + [10D), 5. (1)

which can be also obtained by the following method. Charlie
introduces an EPR pair ‘¢+>BC = (|OO> + |1D)g and an
auxiliary particle with 12 (10> + \1>) . Then, he sends partlcles
(A;,G) or particles (Al,B) through a CNOT gate (the particle A;
is used as the controller, the particle B;( G;) is the target), which
can be expressed as CNOT = [(|0X O] + |1){(1])|0X 0] +
(10X 1] + |10 [ 1XT|].
Charlie remains C-sequence (particle C;) and transmits A-
sequence (particles A;) and B-sequence (particles B;) to the
sender (Alice) and the receiver (Bob) by the data block mode.
For insuring the control role, before he distributes the particles,
Charlie changes their order.
(3) Alice and Bob confirm Charlie that they receive all the particles
through classical channel.
(4) Bobselects randomly a sufficiently large subset in each transmitted
block as checking group {A.BC.}, which can be used to check
whether there is eavesdropping in transmission line or not. He
randomly chooses one of two sets of orthogonal basis
{0, 10}{] +) = H(0 + 1), [ = = H(0=[1)} to
measure his particles in the checking group. And then, Bob
publicizes which particles he selected and which basis measure-
ment he performed.
Charlie publicizes the right order of the particles chosen by Bob
so that Alice can correctly perform the measurement on the
particles in the checking group. Alice and Charlie measure the
corresponding particles in checking group under the same
orthogonal basis as what chosen by Bob. The state |$)4 p ¢, can
also be described as
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After that, they compare the measurement outcomes publicly.
If there is no eavesdropping, the measurement outcomes
should correspond with Eq. (2) in perfect transmission path.
In the imperfect channel, Alice and Bob will evaluate first the
adverse effect. If the detection probability in security check is
below the limit they evaluated beforehand, Alice and Bob
consider that there is no eavesdropping and transmit secret
information using the other particles in the transmitted blocks.
Or else, they abandon this block and check other blocks.

(7) If the security of quantum channel is ensured, Alice and Bob
communicate under the control of Charlie. If he permits their
communication, Charlie performs measurements along the
measurement bases {|0),|1} on his particles, and publicizes the
right order of transmitted particles and his measurement
outcomes.

After they receive the information from Charlie, Alice and Bob
learn of the explicit states shared by them. Following the idea of
teleportation, Alice prepares the encoded particle, E-sequence
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(particles E;), in the states correspond to the secret information
bits (J0> — ‘0’ and |1) — ‘1’).

Alice performs Bell-state measurements on particles (E;,A;).
After measurements, their states collapse to anyone of the
following states,

(9
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Alice needs not distinguish all Bell states, but ascertain that it is
in either [W=)g, »; state or [P*)g »; state which can be realized
perfectly [36]. Subsequently, she publicizes the information
concerning Charlie's and her measurement outcomes. The
measurement outcomes |dE) (|¥*)) and Alice's publicized
information have the correlation denoted as Table 1.

(10) After receiving the information, Bob performs the measure-
ments on his particles using the bases of {|0),]1)}, and registers
the recorded information ‘0’ (‘1’) corresponds to his measure-
ment outcomes |0) (|1)). Based on Alice's publicized informa-
tion and his measurement outcomes, Bob extracts the secret
information according to the addition of binary system. If
Alice's publicized information is ‘0’, Bob's recorded information
is unchanged, but if it is ‘1’, the corresponding bit should be
reversed (‘0" — ‘1, and ‘1’ — ‘0’).

So far the process of controlled quantum communication completes.
3. The security and feasibility of the present protocol

In perfect quantum channel of GHZ state, the security of the
communication protocol has been proved [41]. Moreover, based on
the method of quantum data block transmission and particle order
rearrangement, the present protocol is secure. An eavesdropper
outside of the three participants is incapable of obtaining the secret
information.

As a receiver, Bob wants to obtain Alice's secret information
without the control of any one. So he attempts to bypass Charlie by
taking the following strategies to attain his objective.

Bob prepares the product state of single particles as auxiliary particles
b;. After Charlie sends all the particles out, Bob intercepts all the particles
and entangles his auxiliary particles b; by CNOT operations with the
intercepted particles as control particles. His action can be represented
by >_ |A[B)|CY|bp— 2_ |Ap)| By |G |bi@A;®B;) under the compu-
tational basis. It can be deduced that the state of Bob's auxiliary particles
b; is identical to the state of particle C; according to Eq. (2). Therefore,
when he measures his auxiliary particles b; along computational basis,
Bob will obtain the same measurement outcomes as Charlie's. More
important, Bob's entanglement and measurement will not introduce any
error in the security check. In this way, the control role of Charlie is
removed unknowingly, and Bob can deduce Alice's secret information no
matter whether Charlie would like to help him.

However, in the present protocol, Bob fails to achieve the right
order of the particles if Charlie does not publicize it. So Bob's evil
purpose is unable to realize.

Table 1

Based on Charlie's computational basis ({|0),|1)}) measurement outcomes (C. M. Os.)
and her Bell-state measurement outcomes (A. M. Os.), Alice informs Bob of the
publicized information (A. P. L.).

C.M.0s. AM.Os. APL
0 |D*) 0
0 [w) 1
1 [*) 1
1 [w+) 0
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