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The crucial issue of quantum communication protocol is its security. In this paper, we show that in secure
quantum telephone protocol proposed by Wen et al. [X. Wen et al., Opt. Commun. 275 (2007) 278-282]
the dishonest server can obtain full information of the communication with zero risk of being detected.
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1. Introduction

Quantum key distribution (QKD) is an ingenious application of
quantum mechanics, in which two remote legitimate users (Alice
and Bob) establish a shared secret key through the transmission
of quantum signals and use this key to encrypt (decrypt) the secret
messages [1-3]. Since BB84 scheme, the first quantum key distri-
bution scheme first proposed by Bennett and Brassard in 1984
[1], quantum key distribution has attracted much attention of
the researchers [2-5]. Quantum secure direct communication
(QSDC) [6-9] is a branch of quantum cryptography, which allows
the sender to transmit directly the secret message (not a random
key) to the receiver in a deterministic and secure manner. Quan-
tum secret sharing (QSS) [10,11] is another important application
of quantum mechanics, which allows a secret to be shared among
many participants in such a way that only the authorized groups
can reconstruct it. Bostrm and Felbinger [12] put forward a ping-
pong QSDC scheme by using Einstein-Podolsky-Rosen (EPR) pairs.
Based on the idea of a ping—pong QSDC scheme, Nguyen [13] pro-
posed a quantum dialogue scheme by using EPR pairs. However, an
eavesdropper who adopts the intercept-and-resend attack strategy
can steal the secret messages without being detected. A quantum
telephone protocol including the dialing process and the talking
one has been proposed by Wen et al. in 2007 [14]. In this protocol
in the dialing process, with their respective secret keys, the legiti-
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mate communicators, Alice and Bob, can pass the authentication
by Charlie acting as a telephone company. In the talking process,
Charlie provides the authenticated Alice and Bob with a quantum
channel sequence, on which Alice and Bob can communicate with
each other directly by virtue of some encoding operations.

In this paper we show that in secure quantum telephone proto-
col, the dishonest server can obtain full information of the commu-
nication with zero risk of being detected. Here a fake entangled
photons eavesdropping (FEP) scheme is presented, which reveals
that the protocol is insecure under the dishonest server’s fake
entangled photons eavesdropping attack. This paper is organized
as follows.

In the next section, we discuss the brief description of the se-
cure quantum telephone protocol. A fake entangled photons eaves-
dropping (FEP) scheme is presented in Section 3. Finally, in Section
4, some conclusions and discussion are presented.

2. Secure quantum telephone

Let us start with the brief description of the secure quantum
telephone protocol of Wen et al. [14].

The protocol is separated in two processes, dialing process and
talking one. If Bob wants to call Alice privately, he asks Charlie
(telephone server) to provide quantum channels. Once Alice and
Bob have passed Charlie’s authentication, they can talk with each
other in the quantum talking process.

In dialing process, Bob asks Charlie to provide quantum chan-
nels between Alice and him. On receiving Bob’s request, Charlie
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prepares an ordered set of N qubits authentication sequences
B = [P1(B),P2(B),...,Py(B)] to identify Bob and an ordered set of
N qubits authentication sequences A = [P;(A),P2(A),...,Pn(A)] to
identify Alice, where B(A)-authentication sequence used to identify
Bob(Alice) is prepared using bases (B, = [1),|0)) or (Bx = |+),|—))
according to the telephone key IDy(IDs). If the ith value of
IDg(ID,) is 1, Charlie prepares the ith qubit of the B(A)-authentica-
tion sequence using the bases (|1),|0)); or else, he prepares it using
the bases (|+),]—)).

To verify Bob’s and Alice’s identity, Charlie sends the B-authen-
tication sequence and A-authentication sequence to Bob and Alice.
As the legitimate users Bob and Alice know their IDg and ID, se-
quences, therefore, they can accurately choose bases B, or B, to
measure B-authentication sequence and A-authentication se-
quences according to their IDg and ID, sequences; so Charlie can
check their measuring results. If their results are the same as those
prepared by Charlie, their authentications are succeeded and Char-
lie provides quantum channels to them and the talking process be-
gins. If not, he informs Bob and denies the service requested by
Bob.

If the authentication to Alice and Bob has succeeded in the
quantum dialing process, the talking process begins. In the
talking process, if Alice has a secret message consisting of
2M secret classical bits {(i1,j;), (i2,42)s- - - (nsdn)s - - -5 (msdng) b
where (in,j, € (0,1)), and Bob has another secret 2M secret
classical bit message {(ki,h), k2, ), .., (insdn)s- - -> (knty o)}
where (ky,l, € (0,1)), Charlie prepares a random sequence of

M Bell states (|yq)pes [Wadnes------ Wadne) @ M quantum chan-
nels from the following four Bell states:

1 1
|¢>(i)>m:72(\00>i|11>),m \lﬂ(ﬂ)m:ﬁ(\m)i\m))np (1)

After preparing random sequence of M Bell states, to each quantum
channel |y,),,, Charlie keeps one photon, qubit h, (home photon) in
his hands, and sends the other photon, qubit t, (travel photon) to
Bob.

Once Bob receives qubit t,, he encodes his secret bits (k;,l,;) by
applying Cy, on it. Where Cy, denotes the following four
transformations:

Coo =1"=10)(0] +[1)(1], Coy = 7} =[0)(1] +[1){O],
Clo = igy, = [0)(1] = [1)(0],  C3y = 0} = 0){0] — [1)(1], (2)

where the operation of these four kinds of transformations is pre-
sented in Table 1, which shows the relationship between the initial
Bell states, the final Bell states and the corresponding operator Cy: ;,
applied on the travel qubit, where the initial states of the quantum
channel are given in the row, four kinds of transformations are gi-
ven in the column and the he final states of the quantum channel
appear in the box.

After Bob’s encoding operation, he pings the encoded qubit ¢, to
Alice. Then Alice encodes her secret bits (i,,j,) by performing the
transformation Ci; j, on the encoded qubit t, received from Bob,
and pongs it back to Bob.

After Bob’s and Alice’s encoding operations, the state of quan-
tum channels become |y, , )., where:

Table 1
The relationship between the initial Bell states, the final Bell states and the
corresponding operator Cin‘y" applied on the travel qubit.

Quantum channel  [y*) W) ) )

Coo [Yoo) =) [oo)=W")  [oo) =197  |Woo) =1¢7)
Co. [Wo1) =16")  Wo1)=167) o) ="  |bo1)=I¥")
Cio Wi0)=167)  Wio)=1¢") 1o =l¥") [W10) = [¥")
Cia Waa) =167 W) =Wh) W) =) W) =160

|¢xn.yn>hr = Ci‘n.j” C;q,,l,, |‘//n>m- (3)

When Bob receives qubit t, from Alice, he requests Charlie for the
qubit h, of initial quantum channels |y, ). Once receiving Bob’s re-
quest, Charlie sends qubit h,, to him and publicly announces the ini-
tial Bell state of the quantum channel |/,,),,. So Bob performs a Bell
measurement on the entangled two qubits with the result in state
[¥4,y,)ne» @and decodes Alice’s bits as (iy = |Xn — knl,j, = [V — ln).
Also he publicly announces the results of his measurements,
(Xn,Y,), to Alice, and lets her to decode his secret bits as
(kn = ‘Xn - inl:ln = ‘YH 7jn‘)'

In order to detect eavesdropping, Alice and Bob may publish
some of their bits to estimate the quantum bit error rate. For this,
after receiving qubit t,, from Alice, Bob can switch to the control
mode, i.e., measures the final state of some quantum channels
[V,.), and publicly reveals (kn,l,) and (x,,y,) and asks Alice to pub-
licly reveal (in,j,) to check the eavesdropping. If both
(kn = |Xn —in|,ln = [y, — Jjn|) hold, there would be no eavesdropping.

In the original paper, it is explicitly stated (Ref. [14] p. 279 first
column third paragraph) that Charlie is not necessarily trusted and
it is claimed that he has no chance to overhear the content of dia-
logue. Unfortunately, it will be shown in the next section that in
the secure quantum telephone protocol the dishonest server, Char-
lie, can obtain full information of the communication with zero risk
of being detected.

3. Eavesdropping on secure quantum telephone protocol with
dishonest server

In this section fake entangled photons eavesdropping (FEP)
scheme is presented, in which, the dishonest server can gain full
information of the communication without being detected. Con-
sider the talking process of the nth bit string. Our attack scheme
can be described as follows.

In talking process, when Bob sends the travel photon to Alice
after his encoding operation, in line B to A, the dishonest server,
Charlie, captures this photon and performs a Bell measurement
on qubits, t, and h, with the results in state [y ), where the values
of k,I rely on the initial state and the final state of the quantum
channel, as presented in Table 1. So Charlie can draw Bob’s encod-
ing message easily. After drawing Bob’s message, Charlie prepares
a fake EPR pair in the state |y,,);, = [¥,)ye and instead of the pho-
ton t,, sends Alice the photon t. So Alice will take photon ¢, for
photon t,, then she encodes her secret bits on photon t;, and sends
it back to Bob.

For a second eavesdropping try, in line A to B, Charlie can cap-
ture this photon and make a Bell-state measurement on the pho-
tons h, t, to obtain all the information about the operations
done by Alice. Then he prepares another fake EPR pair in the state
[¥n)rer = |Wy e and keeps one photon, qubit hj in his laboratory,
and sends the other photon, qubit ¢, to Bob. On the other hand,
when Bob requests Charlie for the qubit h, of quantum channel
[¥.)p he sends him a qubit h; of quantum state |y, ). SO Bob
will take qubit h), for the initial home qubit h, and finally performs
a Bell measurement on encoded fake entangled state |y, ), for
the state [y,,),. In this way, it is needless to say that, Charlie’s
eavesdropping introduces no errors in the outcomes of the mea-
surements done by Bob and Alice and cannot be detected.

As an example, for the sake of simplicity for the talking process
of the nth bit string, suppose that Bob wants to send bits (1,0) se-
cretly to Alice and also Alice wants to send bits (0,1) to Bob.

If the authentication to Alice and Bob succeeds in the quantum
dialing process, Charlie will prepare a random Bell state as a quan-
tum channel from the four Bell states (1). Suppose Charlie provides
the quantum channel |y,),, = [¢*),.- Then Charlie keeps qubit h,
with him and sends qubit t, to Bob. So Bob encodes his secret bits
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