CrossMark

ELSEVIER

Available online at www.sciencedirect.com

ScienceDirect

Manufacturing Letters 6 (2015) 1-4

sme”

Making the future. Together.”

www.elsevier.com/locate/mfglet

Research Letter

Identifying performance assurance challenges for smart manufacturing

Moneer Helu ", Katherine Morris, Kiwook Jung, Kevin Lyons, Swee Leong

Engineering Laboratory, National Institute of Standards and Technology, 100 Bureau Drive, Stop 8260, Gaithersburg, MD 20899, USA

Received 27 July 2015; accepted 1 November 2015
Available online 10 November 2015

Abstract

Smart manufacturing has the potential to address many of the challenges faced by industry. However, the manufacturing community
often needs assistance to leverage available technologies to improve their systems. To assure the performance of these technologies, this
paper proposes a shared knowledge base that collects problem areas, solutions, and best practices for manufacturing technology. An
Implementation Risk Assessment Framework (IRAF) is also described to identify the primary weaknesses of technologies in specific
manufacturing contexts. Such approaches have the potential to stimulate new ideas and drive standardization activities critical to scale
up and deploy smart manufacturing technologies successfully and quickly.
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1. Smart manufacturing

Many concerns drive manufacturing innovation, includ-
ing increased global competition; increased demand for a
greater variety of products that are created faster, better,
and greener; and increased scarcity of technical manufac-
turing talent [1-4]. Smart manufacturing addresses these
concerns through the combination of advanced manufac-
turing capabilities and digital technologies introduced into
every phase of the product life cycle [1,4,5]. Digital tech-
nologies have enabled the development of cyber-physical
systems that promote interoperability between systems
across the enterprise [1,5,6]. Such capability allows manu-
facturers to generate more and better intelligence through
the efficient and effective use of data and information
across many manufacturing systems [7]. This provides
manufacturers with one of the primary benefits of smart
manufacturing:  decision-making  support  through
improved monitoring, analytics, modeling, and simulation.
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A growing challenge for smart manufacturing is that
manufacturers often require technical insight to navigate
the breadth and type of technologies now available to
improve their systems [3]. Preliminary technology develop-
ment and validation often occur in research environments,
which can impede commercialization and use of technology
because of implementation barriers that may be unknown
to the developer [8]. To assure that smart manufacturing
technologies work well together and with existing manufac-
turing systems, it is critical that manufacturers and solution
providers collaborate to identify problem areas and pool
solutions and best practices [3]. This shared understanding
can enable successful deployment and more widespread
adoption of smart manufacturing technologies to benefit
the entire manufacturing community. Such a knowledge
base can also help identify standardization opportunities
and define the requirements for these standards.

2. Enabling technologies and implementation barriers for
smart manufacturing

Developing a knowledge base of common problem areas
and solutions for smart manufacturing requires that we
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first classify and understand the technologies and imple-
mentation barriers that currently exist in the manufactur-
ing environment. We begin by focusing on a fundamental
aspect of smart manufacturing: using operational data to
make informed decisions. Enabling technologies that pro-
vide this capability may be considered using a general
decision-making process, which involves scoping the deci-
sion, identifying the data to collect, collecting data, trans-
mitting and assessing the collected data, acting on the
results of the assessment, and learning from this process
to support future decisions. Fig. 1 displays the cyclical nat-
ure of the decision-making process and maps examples of
enabling technologies for sustainability assessment that
support each step of the process.

Fig. 1 also highlights the fact that each enabling technol-
ogy may be hindered by a set of implementation barriers.
For example, ISO 14000 may be very difficult to implement
without expert guidance; networked devices may need to
integrate with several interfaces and data protocols;
wireless networks may experience interference from machi-
nes, structures, or other wireless networks; and cloud-
manufacturing may incur the risk of loss of intellectual
property. In general, many of the implementation barriers
to smart manufacturing technologies can be clustered
around resource and training requirements, cybersecurity
risks, physical characteristics of the manufacturing envi-
ronment, and limited standards and common interfaces
and protocols.

Formally organizing implementation barriers for smart
manufacturing into a knowledge base can enable a risk
assessment framework that allows manufacturers and solu-
tion providers to identify the primary weaknesses of a tech-
nology within the context of a particular manufacturing
system. This framework can help identify priority areas
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Fig. 1. Examples of enabling technologies for sustainability assessment
that support each step of the decision-making process; each technology
may be limited by a number of implementation barriers.

for deployment and testing objectives for individual orga-
nizations. It can also help identify areas of higher risk in
terms of criticality and frequency, which can determine
where the standardization of both interfaces and practices
may be appropriate. To accomplish these goals, the frame-
work should be community developed and comprehensive
for all manufacturing domains. One of the major goals of
the research introduced here is to generate an Implementa-
tion Risk Assessment Framework (IRAF) to ensure the
viability and success of new manufacturing technologies.

3. Implementation Risk Assessment Framework

An exemplary approach upon which to model the IRAF
is the Common Weaknesses Enumeration (CWE) orga-
nized by the MITRE Corporation [9]. The CWE is a for-
mal classification of weaknesses and security flaws
exhibited by software. It has been developed by the soft-
ware community and contains over 800 weaknesses. The
CWE has two companions: the Common Weakness Scor-
ing System (CWSS) and the Common Weaknesses Risk
Analysis Framework (CWRAF). The CWSS provides a
standard score for software weaknesses that captures the
likelihood and prevalence of the weakness [10]. It includes
factors such as the inherent risk of the weakness, the
strength of the controls against the weakness, the barriers
that must be overcome to exploit the weakness, and the
characteristics of the weakness unique to specific environ-
ments. The CWRAF prioritizes weaknesses based on the
appropriate business context [11]. Its methodology is based
on the observation that all software weaknesses lead to
eight classes of technical impacts (e.g., modify data or exe-
cute unauthorized code) that may occur at one of the four
layers of the system in which they operate (e.g., network or
application). This observation allows one to rank each soft-
ware weakness consistently by assessing the significance of
the impacts of the weakness on each layer of the system
and using this analysis to weight its CWSS score.

An analogous observation may be made in manufactur-
ing since all of the types of implementation barriers may
be clustered based on their impact on the manufacturing
system. For example, these impacts may be to personnel
(e.g., more training required to use technology); capital
(e.g., more time or money required to set up technology);
infrastructure (e.g., more equipment required to run tech-
nology); or intellectual property (e.g., technology requires
more protection against cyberattacks). These impacts will
also occur in one of the layers of the manufacturing hier-
archy (i.e., process, machine, cell, line, factory, and enter-
prise). Thus, one may rank implementation barriers using
the IRAF by assessing the significance of a barrier’s
impacts on each layer of the manufacturing system analo-
gously to the CWRAF methodology for software
weaknesses.

Fig. 2 provides an overview of the IRAF methodology
to rank implementation barriers for manufacturing
technology. This methodology may be illustrated by
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