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a b s t r a c t

In this paper, a communication scheme that could use a nonlinear dynamical system to
create encrypted keys with an additional dimension is proposed, and the scheme could
keep encrypted keys not to diverge. Since the divergence of encrypted keys (nonlinear sig-
nals) easily happens in non-linear systems coupled with other systems, the adaptive
control approach, proposed in this paper, uses the universal state-space adaptive obser-
ver-based fault diagnosis/estimator and the high-performance tracker to eliminate the
divergence of encrypted keys. At the same time, the receiver of communication retrieves
informal messages by the universal state-space adaptive observer-based fault diagnosis/
estimator and the high-performance tracker. Thus, this paper takes advantage of the merit
of digital redesign methodology for a practical implementation of secure-communication,
and the estimator solves the problem of secure communication. Thus developed a new
approach could add more dimensions into nonlinear secure-communication systems with-
out having the problem of divergence of encrypted keys.

� 2014 Elsevier Inc. All rights reserved.

1. Introduction

Chaotic-secure-communication system is to use the feature of chaos which produces irregular and unpredictable signals
by different parameters. The parameters of chaotic system are the encryption key in the transmitter and the receiver. Two
chaotic systems with the same parameters can synchronize to produce identical signals in the transmitter and the receiver
[1]. Thus, the signals of encryption have the features of chaotic systems, irregular and unpredictable, and, at the same time,
the signals could be good encryption-keys because of identical trajectories. So, a secret message is encoded in chaotic signals,
produced from state of chaotic systems such as Lerenz, Chau etc. However, it should be noticed that encrypted messages,
which are created by chaotic systems with high dimensions, are easily diverged, so traditional chaotic systems do not have
many dimensions. In this paper, we redesign a communication scheme that could create secure signals with additional
dimensions, and the scheme could keep encrypted keys not to diverge. Since the divergence of encrypted keys (or nonlinear
signals) easily happens in non-linear systems coupled with other systems, the adaptive control approach, proposed in this
paper, is using the universal state-space adaptive observer-based fault diagnosis/estimator and the high-performance
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tracker to eliminate the divergence of encrypted messages. And, the same method using in the receiver could retrieve infor-
mal messages. So, the communication scheme provides a higher security-degree.

Firstly, the additional dimension of encryption in this paper is using the linear time-varying uncertain system in commu-
nication systems. The study of robust stability of linear time-varying uncertain system has gained increasing attention in
recent years. The Lyapunov function can be homogeneous of arbitrary degree in the state. It is worthwhile to mention that
the class of methods are based on piecewise quadratic Lyapunov function [2]. The demand on reliability for safety–critical
systems grows. For example, spacecraft and probes require robust control and fault tolerant capabilities, because these sys-
tems are potentially subjected to unexpected anomalies and faults in actuators, sensors, components, or subsystems. The
problem of fault detection, isolation, and recovery (FDIR) for the satellite’s orbital and attitude models through construction
of residual generators based on least-squares parameter estimation techniques has been proposed [3].

Since we couple an additional nonlinear system to create signals, the encrypted keys induced by created signals are easy
to diverge. We use the fault detection and diagnosis (FDD) for actuator and state faults to eliminate the divergence of en-
crypted keys, and, on the other hand, the receiver of secure communication could use the same method to retrieve what
is eliminated, the informal signal. FDD areas have been thriving enormously over the past 30 years, particularly in applica-
tions such as aerospace, electric power, robotics, automobiles, etc. The practical FDD problem along with prognostics from
control engineering perspective and the potential software agent solutions are proposed in [4].

Many passive [5] and/or active [6,7] actuator fault tolerant controls (FTC) have been developed, such as a sufficient condition
for the solvability of the stabilizing output feedback control problem [8], sliding mode designs [9], adaptive technique designs
[10–13], fault detection and diagnosis designs [14,15], multiple-model designs [16], neural network designs [17–19] and so on.

A parameter adaptation algorithm for observer has been offered through the overall estimation of error equations [20].
Some results in the design of adaptive observers with an arbitrary exponential convergence rate are also presented. Joint
state and bias estimation has been studied [21]. Besides, the adaptive observer of the continuous-time system has been pro-
posed to estimate unanticipated decay factors for a linear time-varying MIMO system [22]. Fault detection and identification
is an active research field in several application areas. When the typical actual faults occur, it is possible to create suitable
fault detection and isolation approaches [23] to detect them. Also, a Kalman filter-based adaptive observer has been pro-
posed in [24] for actuator fault detection/estimation and performance recovery, but the state fault has not been considered.

Theoretically, an analog controller with the high-gain property for a continuous-time system can be well-designed for the
high-performance tracking purpose. However, the excessive amplitude of the analog control input often exceeds the so-
called limit of control input saturation in actual systems, so it may not be implemented in practice. Nevertheless, based
on the digital redesign method [25], in theory, we can determine a realizable low-gain sampled-data controller and make
high design performance as efficient as the original analog controller.

This paper is to propose the prediction-based adaptive observer and tracker, an application of FDD, for the sampled-data
linear time-varying system, with an additional dimension of secure communications, so that it (i) improves the traditional
adaptive observer methodology in literature [23,24] to yield a high-performance adaptive observer; (ii) presents an universal
mechanism for both the fault detection/estimation and fault-tolerant tracker for the occurrence of unanticipated fault either
in state, induced by system component fault in integrator, or input of a given sampled-data linear time-varying system; (iii)
applies to eliminate the divergence of nonlinear signals and retrieve messages in secure communications.

This paper takes advantage of the merit of digital redesign methodology to convert a theoretically well-designed analog
controller/observer for linear systems into its corresponding digital controller/observer for a practical implementation, and
the estimator solves the problem of secure communication. The effectiveness and efficiency of proposed design methodology
are illustrated through tracking control simulation examples. In the conclusion, we try to develop a new approach to add
more dimensions into the nonlinear secure-communication system induced by the added nonlinear signals to be synchro-
nized at both the transmitter and receiver without having the problem of divergence of encrypted keys.

2. An improved prediction-based adaptive observer

Firstly, the analog/digital adaptive observer and its robustness analysis in literature [22,23,25] is summarized. Secondly,
based on the digital redesign approach, the prediction-based adaptive observer for state estimation and actuator fault detec-
tion and diagnosis for a sampled-data linear time-varying system and its robustness analysis will be proposed, where the
estimated state and FDD at time index t ¼ kT depends on measurement up to the same time index t ¼ kT. Finally, the pre-
diction-based adaptive observer is proposed to enhance the estimation efficiency and speed up the compensation for slowly-
changing time-varying actuator fault.

2.1. Adaptive observer

Literature [22] considers the linear time-varying (LTV) multiple-input-multiple-output (MIMO) system in the state-space
form

_xðtÞ ¼ AðtÞxðtÞ þ BðtÞuðtÞ þKðtÞhðtÞ; ð1aÞ
yðtÞ ¼ CðtÞxðtÞ; ð1bÞ
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