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1. Introduction and preliminaries

Let F} be the n-dimensional vector space over the Galois field F, = {0, 1}, and set {ey, ..., e,} as its standard basis,
that is,
e;=(1,0,...,0),e, =(0,1,0,...,0),...,,=(0,...,0,1). (1)
For two vectors x = (X1, ...,X,) € Fyandy = (¥1, ..., ys) € F}, we can define the XOR addition operation as follows:
XQy=X DYy1,.... X @yn) € . (2)

An n-variable boolean function is a map of the form f : F; — F,. The set of all n-variable boolean functions is denoted
by 8, and its cardinality is |BF ;| = 22" The vector

tr = (f (Vo) ,f (1), ....f (vm_1)) €F3, 3)

where vp = (0,...,0),v; = (0,...,0,1),...,v;m_q = (1,..., 1), is called the truth table of f. Note that for 1 < i <
2™ — 1, v; is the binary representation of i written as a vector of length 2".

The usual representation of a boolean function f is by means of its algebraic normal form (ANF for short) which is the
n-variable polynomial representation over F», that is,

f(xh"'vxn) =ay® @ ai],iz,...ikvxilsxizs"'7Xik9 (4)

1<k<n
1<iq,ig i <n
where ag, a;,,.;, € F». The degree of the ANF is the algebraic degree of the function. The simplest boolean functions,
considering their ANF, are the affine boolean functions: f (X1, ..., X;) = ap@a1X1 P arx, B - - - P ax,, whereag, a, ..., ad, €
F,.If ap = 0, we have the linear boolean functions and they are denoted by I, (x) witha = (a1, ..., a,) € F5.
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The Hamming weight of a boolean vector x is denoted by wt (x) and is defined as the number of ones in the vector x. In
this sense, the Hamming weight of a boolean function f is the Hamming weight of its truth table t;. An n-variable boolean
function f is said to be balanced if its weight is exactly 2"~ !, that is, if the number of ones equals the number of zeros of its
truth table.

2. The partial derivative of a boolean function
The notion of the boolean derivative was introduced by Vichniac (see [1]) and it is defined as follows:

Definition 1. The partial derivative of an n-variable boolean function f with respect to the ith variable x; is another
n-variable boolean function, D;f, defined as follows:

Dif:Fy — T, 5

x—>Df ) =f@dfxde), )
that is,

Dif @) =f X1, ..., %X, e X)) Bf X1, ..., 5D 1,...,%). (6)

The notion of the boolean derivative is very important and useful in, for example, cryptography (see [2]).
Example 1. Let us consider the four-variable boolean function whose ANF is f (x1, X2, X3,X3) = 1 @D X3 D X1X2 D X2X3 D
X1X2X3 D XpX3X4; then, as simple CALCULATIONS show, D1f (x1, X2, X3, X4) = X3 @ X>X3.

This definition allows one to state a derivation rule similar to the derivation rule for multivariate polynomials over real
numbers:

Lemma 1. Let f be an n-variable boolean function whose ANF is (4). Then for each variable x; we have
fx) = gi (x ® xie;) D xih; (x ® x;e7) (7

where h; and g; are (n — 1)-variable boolean functions which do not depend on the variable x;. Moreover, if f does not depend
on the variable x; then h; = 0.

Proof. Set 1 < i < n; then the n-variable boolean function f can be factored by taking the common factor x;, and
consequently f can be written as follows:

f) =g &y Xiy oo X)) @ Xihi (X1, . Xiy o X)) (8)

where g; and h; are (n — 1)-variable boolean functions which do not depend on x;. For the sake of simplicity we set
X @ xie; = (X1, ..., X, ..., Xp); then,

f(®) =g x®xie) ©xh; (x D xie:) 9)
thus finishing the proof. 0O

Example 2. Let us consider the four-variable boolean function whose ANF is f (x1, X2, X3, X4) = X1 @ X2X3 D X3X4 D X2X3X4.
Then,

[ (%1, X2, X3, X4) = XoX3 @ X3X4 D XoX3X4 D X1
= X1 © X3X4 D X2 (X3 D X3X4)
= X1 D X3 (X2 D X4 D XzX4)
= X1 @ Xpx3 D X4 (X3 D X2X3) . (10)

Proposition 1. Let f be an n-variable boolean function. Then,

Dif (x) = h; (x ® x;e;) . (11)

Proof. By definition, Dif (x) = f (x) ® f (x @ e;), and taking into account the last lemma, this yields
Dif (x) = gi (x @ xie;) D x;h; (x D x;1) D & (x ® xie;) © (x; © 1) by (x ® xie;) = h; (x D x;¢;) (12)
thus finishing the proof. 0O

As a consequence, the partial derivative (with respect to one variable) reduces the algebraic degree of the boolean
function by 1.
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