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Abstract

This letter contributes to the investigation of the linear complexity of generalized cyclotomic sequences with the period p™,
which are contained by the sequences constructed by C. Ding and T. Helleseth in 1998, as a representative special case. The results
obtained confirm that all of these sequences have high linear complexity.
© 2007 Elsevier Ltd. All rights reserved.
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1. Introduction

Pseudo-random sequences used for stream ciphers are required to have the properties of unpredictability. Balance

and linear complexity are two main components that indicate this feature. If a sequence s = (sg, 51, ..., Si,...)
satisfies

sjteisj—1+--+ersj- =0, j=L, ey
where L is a positive integer, ¢y, ¢2, ..., cr € GF(p"), GF(p") denotes a Galois field of order p”, then the least L

is called the linear complexity of the sequence s°°, denoted by L(s°°). The Berlekamp—Massey algorithm [1] states
that if L(s*°) > N/2 (N is the least period of s°°), s*° is considered good with respect to its linear complexity. The
characteristic polynomials of the sequences s* = (sq, s1, ..., S, ...) and sN = (s0,51,...,s5ny_1) are defined as
s(x) =so+six 4+ +sixi o= Z?iosixi and sV (x) = so 4+ s1x + -+ + sy_1xV ! respectively. If N is a
period of s°°, then m(x) = (1 —x")/ged(s™ (x), 1 —x") is called the minimal polynomial of s>, yielding the classic
equation [2]

L(s*) = deg(m(x)) = N — deg(ged(x™ — 1, 5" (x))). @)

We refer readers to [3,4] for details.
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In this work, xA = {xala € A}, x+A = {x+ala € A}, ordy (x) denotes the order of x modulo N, gcd(a(x), b(x))
denotes the largest common factor of a(x) and b(x), and ¢(x) is the Euler function. If g is an element of a group G,
then (g) denotes a subgroup generated by the element g in G.

2. Generalized cyclotomy and sequences
Here we introduce a fact which we use in the sequel:

Lemma 1 ([5]). Let p be a prime; then the following three assertions are equivalent:

1. g is a primitive root of p and g"~' # 1 (mod p?).
2. g is a primitive root of p*.
3. For every e > 2, g is a primitive root of p°.

Assume p to be an odd prime and m a natural number larger than 1. By Lemma 1, if g is a primitive root of p? and

n = g mod p", then g, is a primitive root of p” wheren = 1,2, 3,...,m, and go = g. Moreover, by the Chinese
Remainder Theorem, ord,n (g,) = ¢(p") = p"‘l(p —1).

Foreachn,n = 1,2,3,...,m, deﬁne Z5 = (gn). Dy = (g2, D{" = gD{" . R™ = {0, p.2p. ... (p""' —

1) p} = PZ 15 then Z;‘;n and D0 are multiplicative groups and the residue class ring Z,» possesses the following
partitions:

Zpn D(") U D(ﬂ) UR® — Z* UR®M. (3)

For ny, ny (n1 < ny), it is easy to prove that D("z) mod p"l = Dl.('“), R™) mod p'l = RM j=0,1.
Thus we obtain the m partitions of the res1due ring Z pm:

Zyn = D" UD{™ UpZm
= (D(()'") U pD(()m_l)) U (D§’") U pD](m_l)) U p*Z -2

m m
— U pm—nD(()n) U U pm—nDin) U {0}). 4)

n=1 n=1

If we assume that

m m
co=Jpr" "Dy, ci=Jp" "D U0} (5)
= n=1
then Co U Cy = Z,m, Co N Cy = ¥, where ¢ denotes the empty set.
The binary generalized cyclotomic sequence s*° = (so, 51, - - -, Si, . . .) of order 2 is defined as
_ 0, ifi mod p" e Co,
s’_{l, if i mod p” eCl’forallz>0 (6)

Its balance is guaranteed by the definition. Since p" (n < m) is not a period of s°°, then it possesses the least period
p™. This sequence is introduced in [6] and can be considered as a representative special case of the sequences defined
by Ding and Helleseth [7], of which the generalized cyclotomic sequence with the period pq is another representative
special case, the linear complexity of which was determined by Bai et al. in 2005 [2].

3. Linear complexity of generalized cyclotomic sequences

Lemma 2 ([7, Lemma 7). If a € D", thenaD\"” = D{!)

(t+/)mod2’0§i’j§1,1§n§m.

Let k = ord,»2 and 6, be a p"'th primitive root of unity in GF(2X). Assume 6, = 0™~"; then 6, is a p”th primitive
root of unity in GF (25).
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