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A scheme for implementing secure communication based on chaotic maps and strong tracking filter
(STF) is presented, and a modified STF algorithm with message estimation is developed for the special
requirement of chaotic secure communication. At the emitter, the message symbol is modulated by
chaotic mapping and is output through a nonlinear function. At the receiver, the driving signal is received
and the message symbol is recovered dynamically by the STF with estimation of message symbol.

PACS: Simulation results of Holmes map demonstrate that when message symbols are binary codes, STF can
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effectively recover the codes of the message from the noisy chaotic signals. Compared with the extended
Kalman filter (EKF), STF has a lower bit error rate.
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1. Introduction

In the past decades chaos has been an interesting topic in the
field of nonlinear science. It is well known that chaotic systems
are highly sensitive to initial conditions, and they can be regarded
as the carrier of messages in the application to secure commu-
nication. So far, many ideas and methods have been proposed to
resolve the problem of chaotic secure communication, such as the
inverse system method [1], the observer method [2] and [3], the
system theory method [4], the extended Kalman filtering method
[5] and [6], the particle filtering method [7] and [8]. In Refs. [9,10]
and [11], we also utilized the concept of equivalent control to di-
rectly recover the messages hidden in chaotic systems, which is a
useful supplement for chaotic secure communication.

Another progress in signal processing is the strong tracking fil-
ter (STF) that Zhou and Frank (1996) proposed [12] for the state
estimation of nonlinear processes, with its name coming from the
fact that (i) it has strong tracking ability to the states no mat-
ter whether the states change abruptly or slowly, and whether the
process has reached steady state or not, and (ii) it has definite ro-
bustness against model uncertainties. STF is in fact the extension
of the Extended Kalman Filter with introducing sub-optimal fading
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factors. STF is especially applicable for estimating the states and
parameters of nonlinear time-varying random systems.

In this Letter, we apply STF to the problem of chaotic secure
communication. To begin with, a scheme for implementing se-
cure communication based on chaotic maps and STF is proposed.
Then, a modified STF algorithm, namely a STF with message esti-
mation, is developed to meet the special requirements of chaotic
secure communication. At last, the modified STF algorithm is used
to dynamically estimate the messages hidden in chaotic Holmes
map, when message symbols are binary codes, the modified STF
can effectively recover the codes of the message from the noisy
chaotic signals, simulation results demonstrate the effectiveness of
the proposed approach.

The rest of this Letter is organized as follows: Section 2 pro-
vides a scheme for implementing secure communication based on
chaotic maps and strong tracking filter. Section 3 presents message
estimation with a Bayesian classifier and a modified strong track-
ing algorithm which estimation message on line. Section 4 gives
some numerical simulations. In the end, Section 5 concludes the
Letter.

2. A scheme for implementing secure communication
Consider the following chaotic maps in the form of

x(k+1) = f(x(k)) +sk) + wk),
y(k) = h(x(k)) + v (k) (1)
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Fig. 1. The STF-based secure communication scheme.

where integer k > 0 is the disperse time index variable, x € R"
is the state vector, y € R™ is the output vector, f(-):R" — R"
is the nonlinear function, and h(-): h(-): R" — R™ stands for the
nonlinear output function. Further, the system noise w € R" is
zero-mean Gaussian white noise with variance Q, the measure-
ment noise v € R™ is also zero-mean Gaussian white noise with
variance R.

In the above system, the vector s € R" stands for the mes-
sage vector. At the kth step each element of the message vector
s, belongs to the set S = {01,6,,...,0)} where 61,60,,...,0y
are different constant vectors. Here, we assume that the vectors
01,0, ...,0) do not change the chaos nature of map (1).

In the field of chaotic secure communication, the chaotic
map (1) can be regarded as the emitter, and the output signal
y(k) is the driving signal, which is sent to the receiver through
public channels. Therefore, our problem in this Letter is to dy-
namically estimate the modulated message s(k) using the driving
signal y(k), even if the driving signal is arbitrarily nonlinear and
there exist noises in the emitter (1).

In order to realize the above task, we first illustrate our scheme
for implementing secure communication based on chaotic maps
and STF. And then, a modified STF algorithm which estimates mes-
sage on line is developed to meet the special requirements of
chaotic secure communication in the subsequent section. The com-
munication scheme is shown in Fig. 1. At the emitter, the message
s(k) is modulated by the chaotic map x(k + 1) = f(x(k)) with the
nonlinear output y(k) = h(x(k)), which are disturbed by noises wy
and vy. At the receiver, if the driving signal y, is received, the par-
ticle filters will dynamically estimate the messages.

3. Strong tracking filters with message estimation

In this section, we first introduce the message estimation with
an approximate Bayesian classifier, and then we propose a mod-
ified STF algorithm with message estimation using the above-
mentioned Bayesian classifier.

3.1. Message estimation with a Bayesian classifier

The probability of each element of the set S, which is denoted
as Pr(s(k) =6 for [=1,2,..., M, is assumed to be known as
prior knowledge. In order to maximize the channel efficiency in
our communication scheme, the encoding is designed to achieve
the maximum entropy of the messages to be transferred, which is
used in many other communication systems. Therefore, the prior
probability of each element is 1/M, when the maximum entropy
is attained. On receiving the driving signal y(k + 1), according to
Bayesian formula [13], we have

Pr(s(k) =6)ly(k + 1))
_ p(yk + 1)|s(k) = 6) Pr(s(k) = 6))
29/1:1 p(y(k+ 1)|s(k) = 0j) Pr(s(k) = 0))

forl=1,2,..., M. Then we approximate the prior probability den-
sity p(y(k + 1)|s(k) =)

(2)

p(¥k+Dlsk) =6)) ~ py (y(k +1) — h(xq (k +1[K))) 3)

forI=1,2,..., M, xg(k + 1|k) = f(x(k|k)) + 6, where p,(-) is the
probability density function of the measurement noise. Hence, the
posterior probability can be approximated by

Pr(s(k) =0lyk+ 1)
_ _ pyk+Distk) = 6) Pr(sk) = 6)
Z?/Izl p(yk+ 1)[s(k) = 0j) Pr(s(k) = 0;)
~_ Pv(yk+T1) —hxg k+11k))) Pris(k) = 6)
29/’:1 pv(¥(k+1) — h(xg; (k + 1]k))) Pr(s(k) = 0;)
o py(y(k +1) — h(xg (k + 11k))) Pr(s(k) = 6;) (4)

for=1,2,..., M. An approximate Bayesian classifier is formed to
estimate the message s'(k) by

s'(k) = arg  max Mpv(y(k + 1) — h(xg (k + 1]k))) Pr(s(k) = 6).
L 1=1,2,...,
(5)

3.2. The modified strong tracking filter algorithm

The core of the STF is to introduce a time-varying sub-optimal
fading factor [12] into the Extended Kalman Filter, to adjust the co-
variance matrix and the corresponding gain matrix with the state
prediction error in real time. The goal is to make the least num-
ber for the error variance of the state estimation, together with
estimation of the chaos.

To apply STF to chaotic secure communication, we introduce a
few necessary improvements on the original STF algorithm pro-
posed in Ref. [12]. We summarize the modified STF algorithm as
the following Algorithm 1. In the subsequent section, this algo-
rithm will be used to estimate the modulated message s(k).

Algorithm 1.
Step 1: Initialization. Choose the initial state X(0]0) and P(0|0).
Step 2: Message estimation and state prediction. On receiving
the driving signal y(k + 1), the approximate Bayesian classifier is
formed to estimate the message s'(k) by

s’(k):arg6 nax Mpv(y(k—l—l)—h(xg,(k—i-llk)))Pr(s(k) =)
1, 1=1,2,...,

(6)
state step prediction:
x(k+ 1]k) = f (R(klk)) + 5" (k). (7)
Step 3: Part linearization:
N k
F(x(k|k)) = oy ) : (8)
X |xgo=ktki)
N h(x(k+1
H(x(k+ 1k) = dh@(k+ 1) ) (9)
0 (k1) =R(k+1]0)

Step 4: The error vectors sequence:
yk+1)=yk+1) — h(Xk + 1]k)). (10)

Step 5: The sub-optimal fading factor matrix Ak + 1) =
diag{i1(k+ 1), Aa(k+2), ..., An(k + 1)}, where A;(k + 1) by:

. _ )\0, )\.0>1,
ritk+1) = L e<l (11)
fori=1,2,...,n, where Ag by:
tr[N(k + 1
0= [N( )] (12)

T uMk+ 1]
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