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Abstract

Based on Baptista’s chaotic cryptosystem, we propose a secure and robust chaotic cryptographic scheme after investigating the problems found
in this cryptosystem as well as its variants. In this proposed scheme, a subkey array generated from the key and the plaintext is adopted to enhance
the security. Some methods are introduced to increase the efficiency. Theoretical analyses and numerical simulations indicate that the proposed

scheme is secure and efficient for practical use.
© 2006 Elsevier B.V. All rights reserved.
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1. Introduction

Chaotic systems possess a number of interesting and useful
properties such as sensitivity to initial condition and system pa-
rameter, ergodicity and mixing (stretching and folding), which
are analogous to the confusion and diffusion properties of a
good cryptosystem.

In [1], Baptista proposed a chaotic cryptographic scheme
governed by the logistic map:

F: xiv1=bx;(1—x;), 1

where b € [3.57,4], x; € (0,1),and i €{0,1,2,...}.

The plaintext is assumed to be composed of a number of
m-bit plaintext blocks. Accordingly, a portion of the attractor
(usually the interval [0.2,0.8] as first selected by Baptista) is
divided into N (= 2™) equal-width sites. Each site is associated
with a plaintext block. Let ¢ = (0.8-0.2)/N be the width of
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each site, S; be the site in the range [0.2 +ig, 0.2 + (i + 1)¢]
and g; the corresponding plaintext block. The above association
can be represented as follows:

H:S={S,81,....8,....,8;,....,5v-1}
— A ={agp, a1, . ., aN—1}. 2

Let p; € A denote the ith plaintext block, x;_1 be the last
chaotic state of Eq. (1) satisfying x;_1 € S; and H(S;) = p;_1,
F€i(x;_1) represent the ¢; times chaotic iteration of Eq. (1) de-
parting from x;_1. Then ¢; is the corresponding ciphertext unit
if it satisfies F< (x;—1) = x; where x; € S; and H(S;) = p;.
It is an integer within the region [200, 65535] as the minimum
number of iterations is chosen as 200 and each ciphertext unit is
represented by two bytes. For simplicity, in the remaining part
of this manuscript, we will use H (x;) = p;, to represent x; € S
and H (Sy) = p;i.

The secret key of this scheme is the association map H(S),
the initial condition xg and the control parameter b of the logis-
tic map. Since there always exist many possible choices for ¢;,
a probabilistic coefficient n is introduced in Baptista’s scheme
to generate different ciphertexts for a fixed plaintext. However,

..,ai,...,aj,.
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we always set n = 0 in this Letter as the security is sufficiently
high even without incorporating this step.

The chaotic cryptographic scheme proposed in [1] leads
to an unbalanced distribution of ciphertext that favors attacks
based on statistical knowledge, a modified version [2] is pre-
sented to improve it at the expense of efficiency. However,
based on some useful information revealed by the ciphertext
stream {c;}, i.e., the stream of number of iterations, these
two chaotic cryptographic schemes are easily cracked by the
keystream attacks described in [3-5]. From then on, a variety
of countermeasures against the keystream attack have been pro-
posed [6-13]. After studying them, we find that they do not
trace back the inherent cause that leads to the keystream attack,
but are only proposed for resisting specific keystream attacks.
As a result, it is doubtful whether the countermeasures can re-
sist other attacks even resulted from the same cause.

In the remaining part of this Letter, we will first explore the
inherent problem of Baptista’s scheme, and then propose a more
secure and efficient cryptographic scheme that is built on the
rectification to Baptista’s scheme.

2. Method for enhancing security

Suppose that P = p1pops--- is the plaintext. For a stream
cipher algorithm, the keystream 17,13 - - - originating from the
secret key is used to encrypt the plaintext according to the rule:

C=cicoc3 = E(p1)Er,(p2)Es(p3) - - - 3)

It is well known that as long as the keystream is indepen-
dent of the plaintext in a stream cipher algorithm, the attacks
presented in [14, p. 25] become very efficient in breaking the
algorithm. Unfortunately, this is just the inherent cause that
makes Baptista’s scheme very vulnerable to the keystream at-
tacks [3-5]. The orbits for encrypting different plaintexts have
no difference if Eq. (1) is iterated from the same initial point
xo with the same parameter b. Certainly, a natural and effec-
tive solution to this problem is to render the orbit dependent
on the plaintext as much as possible. However, all the remedial
modifications introduced in [6-13] are engaged in complicating
the mapping procedures and it is doubtful whether the security
loopholes rooted on the invariant chaotic orbit are completely
remedied, especially when the schemes presented in [7,8] are
broken by the attack in [15] with similar analyzing principle
but more intricate procedures than those in [3-5].

All the attacks suggested in [3-5,15] focus on the cipher-
text array. This is because the ciphertext array itself not only
provides information about the ciphertext distribution, but also
leaks the indexing information of each ciphertext unit. In fact,
not only the attacks presented in [3-5,15], but also most of the
current reasoning attacks or the so-called unpredicted attacks
operate on the ciphertext array. For Baptista’s scheme and its
variants, the ciphertext array associates a certain key essentially
for the correct decryption by the intended receiver. Obviously, if
we can find a method that not only makes the keystream depen-
dent on the plaintext, but also renders the association mentioned
above as indirectly as possible, the security of this scheme will
be enhanced substantially.

Based on the above analysis, here we propose a modi-
fied version of Baptista’s scheme. It is based on updating the
value of the control parameter » in Eq. (1). Suppose that
the current chaotic state is x; and its binary representation is
0.b1by ---b; - --. By defining three variables whose binary rep-
resentation is x; = by - - - b1s, X, = b1+ - b3g, xp = b3y - - - bus,
respectively, we obtain two equations as well as a judgment:

fxi) =x1 ® xp ® xp, 4)
gxi)=fx1)® f(x2) @+ @ f(xi), 5)
f(x;) < B Unop > 200, (6)

where @ denotes the bitwise exclusive-OR (XOR) operation, U
the logical OR operation, variable nop is the number of plain-
text blocks that have been encrypted since the last update of b,
B € [0, 32767] is a coefficient that determines the updating fre-
quency of b. Eq. (4) states that the 15 bits of x; will be XORed
bit-by-bit with those of x,, i.e., b1 XOR b1g, b2 XOR b17, etc.
The result will then be bitwise XORed with those of x; to ob-
tain f(x;). In Eq. (5), the 15-bit value f(x;) will be XORed
bit-by-bit with the 15-bit value accumulated from the first block
S0 as to obtain g(x;). In Eq. (6), the decimal value of the 15-bit
f(x;) will be compared with g. If its value is smaller or there
are already 200 plaintext blocks encrypted since the last update
of b, Eq. (6) will then give a TRUE value to update the control
parameter b.

The requirement of nop > 200 guarantees better dynamical
properties of the chaotic system (1) when the cycle length of
chaotic orbit is much smaller than 2& (Assume that the finite
precision is L (bits) and fixed-point arithmetic is adopted. For
detail, readers may refer to [11].) In the final step of encrypting
the ith plaintext block, if the output of Eq. (6) turns out to be
true, the control parameter of Eq. (1) will be updated according
to the following formula:

Brew = bo + (bmax — bo) x g(x;)/2%°, ©)

where by and bmax are the two boundary values of the interval
[bo, bmax] within which the logistic map behaves chaotically.
As there exists a period-3 periodic window when the control
parameter falls in the interval [3.83, 3.86] of the logistic map,
we suggest bg = 3.88 and bmax = 4.

Since by and bmay are fixed, Eq. (7) leads to the case that no
matter what the key (b, xg) and the plaintext are, the real control
parameter of Eq. (1) belongs to the fixed set B:

B = {bnew | bo + (bmax — bo)/2*° x i, i =0,1,2, ..., 32767}.

However, the time and the number of occurrence that the ele-
ments of B appear in the course of encryption depend on the
key (b, xp) as well as the plaintext.

As periodic windows appear at finite probability in chaotic
systems [16], the set B contains elements correspond to peri-
odic windows and should be avoided. Examples are

3.90632507324219, 3.88607940673828,
3.96143920898438, etc.,



Download English Version:

https://daneshyari.com/en/article/1863035

Download Persian Version:

https://daneshyari.com/article/1863035

Daneshyari.com


https://daneshyari.com/en/article/1863035
https://daneshyari.com/article/1863035
https://daneshyari.com

