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Abstract

By use of the idea of fault detection and identification, this Letter proposes a new scheme to resolve the problem of chaotic private commt
cation. From the point of view of fault detection and identification the scalar message signal hidden in the chaotic systems can be regarded a:
component fault signal, thereby it can be detected and recovered using the model-based methods of fault detection and identification. The far
Duffing oscillator is used to illustrate and verify the effectiveness of this scheme.
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1. Introduction fault-detection techniques always utilized the concept of equiv-
alent control to generate the residuals which act as indicators of
In the past decades the synchronization of chaotic systemgits in real application proce§$8,21] Though many meth-
has been a topic in the field of chaos conffb5]. One im- g for fault detection and identification have been proposed in
portant reason is the successful application of chaos to privai@e past decades, scarce papers consider their applications to
communicatiof6—14]. In fact, chaotic private communication private communication.
can be considered as the problem of designing generalized Thjs Letter tries to apply the idea of fault detection and iden-
state-space observdfsl] or the problem of system identifica- tjication to chaotic private communication. From the point of
tion [24]. Furthermore, many ideas and methods in control theogjew of fault detection and identification the message signal
ries can be applied to chaotic private communication, includingyidden in the emitter can be regarded as the component fault,
the observer methofi1,14] the inverse system methti3]  then it can be detected and identified at the receiving end by
and the system methdd?2]. This means that it is necessary to yse of the model-based methods of fault detection and identi-
study possible applications of control theories to the problem Ofication. In this Letter the famous Duffing oscillator is chosen
chaotic private communication. to be the benchmark to explain this application. For Duffing
In the nonlinear control theory the problem of fault detec-qggillator (the emitter) we can choose two driving signals and
tion and identification attracts lots of interest to stiti§—22]  construct a receiver with discontinuous control laws. Under the
This is because there is an increasing demand for high reliahe|p of the driving signals and some discontinuous laws, the
bility in many industrial processes. Various methods have beeRiqden message signal can be detected and identified by use
proposed, among which the model-based fault-detection tecly the concept of equivalent control, one of the model-based
niques have yielded the best resll6—22] The model-based methods of fault detection and identification. Simulation results
show that the hidden message signal can be recovered approx-
mpondmg author. imgtely even if driving signals are contaminated by channel
E-mail address: maoyinchen@163.coifM. Chen). noises.
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2. Problem statement Z=z+4s5—kix —koy —Z+ v, (5)

wherev; (i = 1,2) and v, are discontinuous control laws,
which make the states y andz of Eq.(5) approach, y andz,
i=y, respectively. It is these discontinuous control laws that make the
hidden message be recovered using the idea of fault detection
and identification.

The dynamics of Duffing oscillator is described by

y=x—ay— x>+ bcogwt), (1)

wherea, b andw are parameters. Though Duffing oscillator is
a simple deterministic non-autonomous system, it can exhibi8.1. Analysis of error dynamics

complex behaviors such as bifurcation and chaos when para-

metersa, b andw are chosen suitably. Typically, if = 0.15, Define the estimation error as follows:
b =0.3 andw = 1.0, the Duffing oscillator is chaotic.

In this Letter Duffing oscillator is used to illustrate a new €1 _ T 6
private communication scheme. Suppose that the scalar mes= | €2 y—y ©)
sage signati(¢) is applied to the first and second equations of €z iz
Eq.(1),i.e., From Egs(2)—(6), the dynamics of the error is given by
x=y+dum(t), é1=ex—v1+dim,

Jy=x —ay — x>+ bcoSwt) + dam(1), (2)  é3=—kie1 — koep — v2 + dom,
whered; (i = 1,2) are two modulated constants of messageé, = —kie1 — koep —e; — v, + 2. @)

m(t). Notice that these two constants shouldn't be zero.

In the framework of private communication E) is re-
garded as an emitter. Therefore, our problem in this Letteristg _ 45 _ ; +dm,
choose one or more suitable driving signals and to design a re- T ]
ceiver such that at the receiving end the hidden message sigrfal= —K ‘¢ —ez: —vz +2, 8)
m(t) can be recovered. Here suppose that this signal is boundgghere
by a positive constarit

. - A= ; e= , U= ,
3. The new scheme of private communication —k1 —k2 €2 v2

In compact notation one can write E) as follows:

- d1 k1
In the past decades the problem of fault detection and iderf. = (dz) ’ K= (kz) : )
tification has been a topic in the nonlinear control fiflé— o ) .
22]. Though many control ideas and methods can be applieli|ere it is worth noting that nonzero constamis (i = 1,2)
to chaotic private communication, scarce papers consider th%homd be chosen such t_hat th_e mat«mx_s stab!e.
application of the idea of fault detection and identification to Suppose that the emitt¢?) is chaatic, which means there

chaotic private communication. Here this Letter first appliesexIStS a positive consta} such thatiz| < ;. In the sequel

this idea to private communication. From the point of view of W€ will prove that Eq(8) can be exponentially stable at origin
fault detection and identification the paetsn(r) and dom (t) provided that some discontinuous control laws are constructed.

in the first and second equations of E2) can be considered as Let
component faults of Eq2). Vie)=éT Pé + 2 10
In this Letter two driving signals are defined by (e)=e Pete; (10)
be a Lyapunov function of E{8), where matrixP is positive-
s(t) = kix + k2y, (3)  definite. Along the solution of Eq8), the derivative ofV (1)
2(t)=x —ay — xX34b coqwr), (4) with respect to time is described by

wherek; (i =1, 2) are two nonzero constants to be determined.y = 25T[ATP + pA]g +2"P(—0+dm)
Eqg. (4) means that the right-hand side of the second equation
in Eq. (2), except for the hidden message, can be regarded as a
scalar signal, which is seen in REE5]. In addition to the signal  Applying the following inequality
z(t), this Letter also utilizes the signalr) to recover the mes-

sage signah (). Therefore, the private communication scheme_zggT77 <yETE+ lﬂTﬁ,

in this Letter needs two channels to send necessary driving sig-

nals. . o in which &, n are vectors with same dimensions gnds an
At the receiving end the receiver is constructed as follows: arpitrary positive constant, we have

- 26? — ZeZKTé — 2e.v, + 2e.7.

X=7+v1, B 1. B
. yrn _ _ —Ze;rKTe < uezz—i— Ze'KK'e (11)
y=z+s—kix —kay + vz, 2
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