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Abstract

An approach to generate multiple pseudorandom-bit sequences from a single spatiotemporal chaotic system is proposed in this Letter. A cou
map lattice is adopted as a prototype of a spatiotemporal chaotic system. The cryptographic properties of the pseudorandom-bit generator t
on the coupled map lattice (CML-MPRBG) are analyzed. It is observed from simulation results that the CML-MPRBG has good cryptograpt
properties. Basic security analysis of a stream cipher based on the CML-MPRBG is also discussed. The results show that the CML-MPRBG
be a good candidate for constructing a secure cipher.
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1. Introduction precision. However, since the period of a chaotic orbit with a
sufficiently large number of chaotic coupled oscillators is too

Recently, spatiotemporal chaos has been attracting m0|18ng to be.reacr_]ed in rfaal communicatiqns, periodicity is prac-
and more interests from researchers in the fields of mathdically avoided in spatiotemporal chaotic systems. Moreover,
matics, physics and computer engineering. Much research hg§1ce spatiotemporal chaotic sb){stg'rf?s 'have Igrge ?ur_nbers of
been devoted to controlling and synchronizing spatiotempordf®S!tive Lyapunov exponents, bit diffusion and confusion are
chaos using various methods. Especially, synchronization 0qionducted in muIUp_Ie directions of h|gh-_d|men5|onal variable
spatiotemporal chaos has been applied to secure communicipaces, therefore ciphers based on spatiotemporal chaos can be
tions [1-3], where the information is masked and transmittegmade very strong]. . :
simultaneously, and as a result, the communication efficiencbg‘;/ Most chaos-based pseudorandom-bit generators are obtained

is greatly enhanced. This motivates the research of applyin irectly byhsamp;:m%It?hBe orbit of a smgle.c?ntlnuqus cgaotlch
spatiotemporal chaos to generate multiple pseudorandom- stem, where the S exposes some information about the

sequences (PRBSs) at one time, thus to provide a fast muIt?-haOt'C system; consequently, it becomes not so appropriate for

ple pseudorandom-bit generator (MPRBG) with good Crypto_encryption. From this point of view, spatiotemporal chaotic sys-

graphic properties for encryption tems as high-dimensional chaotic systems have potential to be

In fact, spatiotemporal chaos has its evident advantages Msed to generate more secure PRBS. In addition, chaos-based

cryptography. It is well known that any chaotic orbit will even- pseuhdorandom-bit genebratorfs mostly genebratebon!y odne_PRIBS.
tually become periodic in computer realizations with a finite ON the contrary, a number of PRBSs can be obtained simulta-

neously from a spatiotemporal chaotic system, which provides
a more secure and faster solution for generating keystreams
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(CML-MPRBG) is proposed. It possesses very good cryp-
tographic properties, such as long period, balance, large lin-
ear complexityg-like auto-correlation and close-to-zero cross-
correlation, all of which will be analyzed in this Letter. Spi = { 1,
The rest of the Letter is organized as follows. Secfate- ’ 0,
scribes the construction of the CML-MPRBG. In Secth Method 2 Xn.i can be represented as a binary Sequeﬂge:
cryptographic properties of the CML-MPRBG are investigated (0.by.i1.bni2.....baip), P stands for a certain
numerically, and the security of a stream cipher based on the precision. Therefore,(b1im, b2.im: .-+ bpims---},
CML-MPRBG is analyzed. Finally, conclusion is drawn in 1< m < P, consist a PRBS. In this metho#,chaotic
Sectiond. binary sequences can be deriJ8d 3-23] In the case
that the chaotic orbit is ergodic, the PRBS, which is
generated by digitizing the original chaotic numbers
in this method, has a uniform distributi¢h5].
Method 3 For x,,; = (0.bn.i1,bn.i2, ..., bsnip), @ PRBS can
be generated as follow:

[C, b], wherex,, ; € [a,b] andC is a threshold. Then,
a PRBS is defined 45,12]

if x,; €la, Cl,

it x. € [C, bl. 3)

2. Constructing a MPRBG based on spatiotemporal chaos
2.1. A spatiotemporal chaotic system

Spatiotemporal chaotic systems are often modeled by par-
tial differential equations (PDE), coupled ordinary differential
equations (CODE), or coupled map lattices (CM4). These
systems exhibit chaotic properties both in time and in space.

In this Letter, CML is adopted as the basic model of a spa-

gol\;imgﬁrea:sc?ﬁ;tngfﬂyf 'f;nﬁ}z(;r?hzreestg:nrt?sl?ergg rrtss”;fu:”ﬁ Based on any of the above the digitization methods, a PRBS
: P Patan be generated from the output of a lattice site of the CML.

tiotemporal chaos; another is that CML can be easily handle@y simultaneously obtaining, PRBSs from the outputs df

both an_alytlcally and numgrlcaIM]_. . lattice sites, a MPRBG can be constructed based on the CML.
Spatiotemporal chaos in CML is created by local nonlinear

dynamics and spatial diffusion. By adopting various nonlin- _

ear mappings for local chaos and various discretized diffusiort- " OPertiesof theMPRBG

processes, which are also regarded as coupling, various forms )

of CML can be obtained. The logistic map as the local map and 10 9&t & cryptographically good PRBS, the CML must sat-
the nearest-neighbor coupling are popularly used. isfy some basic requirements from both chaotic dynamics the-

A general nearest-neighbor coupling CML can be describe@"Y @nd cryptographic analysis.

(4)

where @ means an exclusive OR operation. The
method is similar to that d23].

Sn,i = bn,i,l @ bn,i,Z D---D bn,i,P,

as
it = (L= €) f () + g[f(xn,im +femin]. @)

wheren =1,2,...isthetimeindex; =1,2,..., L is the lat-
tice site index, with a periodic boundary conditighjs a local
chaotic map in the interval, ande € (0, 1) is a coupling con-
stant. Here, the logistic map is taken as the local map, that is,

J&x)=rx(1-x), )

wherer € (0, 4] is a constant.
2.2. Construction of the MPRBG via digitization

A PRBS is generated here by digitizing the chaotic output
of a lattice site of the CML. Define the chaotic orbit generated
from theith lattice site agx, ;}. By digitizing {x, ;}, a PRBS,

Si = {sn.i,n =1,2,...}, can be generated. Three digitization
methods proposed in the literature are applied in the Letter.

Method 1 By dividing the interval visited by the chaotic or-
bit into m parts and labeling them with definite inte-
gers belonging t¢0, m — 1], a pseudorandom number
takes an integer € [0, m — 1] whenx, ; enters the-th
subinterval[5-11]. A special case is = 2, that is,
the interval[a, b] is divided into two partga, C] and

3.1. Some good dynamic properties of the CML

Since the CML is used to generate multiple PRBSs, it should
have suitable dynamic properties as follows.

e Avoiding chaos synchronization

All local maps of the CML must avoid being synchronized,
otherwise, the PRBSs generated from all the sites will be
same. The chaos synchronization of the CML has been in-
vestigated by using Lyapunov exponent spectfR4j.

As we know, the Lyapunov exponent for the logistic map is
In(r/2), the Lyapunov exponent sectrum for the synchro-
nous chaos of Eq1) are derived af24]

r=In(r/2),
A2=A1+In[1—€+e-cos2r/L)],

if L even

it Lodd

L [*+In@—2e),
L=V a4+ InN[A=€—€-cog2n/L)],

To avoid the coupled maps getting into synchronization,
A2 must be bigger than 0, that is,

A1+In[1—e+e-cos(2n/L)] >0, (6)
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