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Abstract

In recent years research in formal verification of hardware and software has
reached important progresses in the development of methodologies and
tools to meet the increasing complexity of systems. The explicit role of For-
mal Verification is to find errors and to improve the reliability on the accura-
cy of system design, which implies a challenge for software engineering of this
century. The purpose of this research is to perform a systematic review of
the literature to establish the state of the art of research in formal verification
during the last 10 years and to identify the approaches, methods, techniques
and methodologies used, as well as the intensity of those research activities.
During the process it was found that research in this field has doubled since
2005, and that the mean value of researches conducted year after year re-
mains the same and that prevail the application in control and interaction
systems. Additionally it was found that, the case study is the most used
method and that empirical research is the most applied type.

Resumen

En arfios recientes, la investigacion en verificacion formal de hardware y software ha
logrado importantes progresos en el desarrollo de metodologias y herramientas para
hacer frente a la creciente complejidad de los sistemas. La funcion explicita de la
verificacion formal es encontrar errores y mejorar la confianza en la exactitud del
disefio del sistema, lo que supone un reto para la ingenieria de software de este siglo.
El objetivo de esta investigacion fue realizar una revision sistemdtica a la literatura
para determinar el estado del arte de la investigacion en verificacion formal en los
ultimos 10 arios e identificar los enfoques, métodos, técnicas y metodologias em-
pleadas, lo mismo que la intensidad de esa investigacion. En el proceso se encontro
que la investigacion en esta drea se duplicé a partir del afio 2005, que hasta el mo-
mento mantiene un niimero promedio de investigaciones afio tras afio y que pre-
domina la aplicacion en sistemas de control e interaccion. Ademds, que el estudio de
caso es el método mds utilizado y que la investigacion empirica es la mds aplicada.
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Introduction

Functional verification has become the bottleneck for
the design of complex systems. Simulating designs is
money-demanding and time-demanding and perfor-
ming a complete simulation is almost impossible. Cu-
rrently, as a solution for these problems, designers have
started using formal methods to perform formal verifica-
tion on most of products. But there is still a wide gap for
the verification of big designs, which can be built but
cannot be verified completely because of the complexi-
ty of the problems they deal with (Stilflow et al., 2009).
This has caused that in many countries, the academic
world, industry and governments must face the cha-
llenge of reducing this technological gap and propo-
sing new and ingenious solutions for specifying,
designing, structuring and applying test cases by using
formal verification.

Formal verification is a crucial element in the deve-
lopment of the current complex information systems.
Moore’s Law is still applied to determine the growth
rate of the complexity of software and hardware pro-
ducts, but the complexity of verification becomes more
complicated. In fact, theoretically, it augments expo-
nentially with product’s complexity and doubles in the
same way with time. The community of computer
sciences recognizes that functional verification is an im-
portant obstacle for a design methodology, and that it
demands up to 70% of developing time and resources.
But, despite the significant amount of efforts and resou-
rces applied in verification, functional faults continue
as the cause of the significant number of errors of the
final product. In extreme situations, the errors are arti-
facts of the simulation because they are not detected
due to their non-exhaustive nature of the verification
which is based in simulation. The real fact is that it does
not matter how much time is applied in simulation or
how exhaustive is the test plan, any attempt to validate
a design by using simulation is by itself incomplete for
any system.

Formal verification (FV) is a systematic process that
uses mathematical reasoning to verify that design spe-
cification remains the same during implementation.
With this verification is possible to overcome the cha-
llenges of simulation because all the possible input va-
lues can be explored algorithmically or exhaustively. In
other words, to achieve a high degree of observation of
the product it is not necessary to exaggerate the design
or creating multiple scenarios.

One of the objectives of FV is to guarantee the com-
plete coverage of the space of the states in the tested
design, to achieve that it uses and applies techniques

like model verification through the exploration of space
of states and automated techniques to demonstrate the
theorems. Currently, the most automated and most ac-
cepted FV technique is Symbolic Model Verifier or SMV
and, despite its success as an important method for the
formal verification of sequential commercial designs, is
still limited in relation to the size of the verifiable desig-
ns (Copty ef al., 2001). Formal verification requires that
engineers think different. For instance, simulation is
empirical, this means that using trial and error to test
all of the possible combinations and try to discover
errors can take significant time. For this reason, it does
not fully achieve it. Besides, because engineers must de-
fine and create a high number of input scenarios, they
focus their efforts on breaking the design but not on
which design must do. Formal verification, on the con-
trary, is mathematical and exhaustive and allows engi-
neers become focused exclusively in finding which one
is the correct behavior of the design.

The aim of this research is to conduct a systematic
review in the literature regarding research in formal ve-
rification during the last decade, to determine the ap-
proaches, methods, techniques and research metho-
dologies used and the intensity of these research activi-
ties. To achieve that, the paradigm of evidence-based
research was used. The possibility of using this para-
digm is proposed in Kitchenham et al. (2004) and Dyba
et al. (2005), and the goal is to identify a question that
can be answered, which could provide information and
which can lead to evidences for that answer and eva-
luate it (Brereton et al., 2007). Thus, a systematic review
to the literature is the first stage to conduct evidence-
based research. The guidelines to perform a systematic
review to the literature are explained in detail in Brere-
ton et al. (2007) and Kitchenham (2009).

In the next section, the methodology applied in
this research is described; the third section shows and
analyzes the results obtained; the following section
shows possible threats and limitations for validation
and the last section gives details on conclusions and
future work proposals.

Methodological process

Performing a systematic review to literature can be di-
vided in three main stages (Brereton ef al., 2007): (1)
planning, (2) execution and (3) documentation, which
in turn divides in a combination of other simpler proce-
dures, as shown in Table 1.

According to Kitchenham (2009) and Kitchenham et
al. (2009), planning a systematic review involves six de-
finitions:
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