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a b s t r a c t

Several types of individual information privacy beliefs have been studied in literature, but their distinc-
tions, relationships, and behavioral impacts have yet been systematically analyzed, causing difficulties in
comparing and consolidating results across literature. Based on a review on various types of privacy
beliefs, this study develops a multi-level model to strengthen this concept. The model consists of three
levels of privacy beliefs, including: disposition to privacy, representing a person’s fundamental beliefs
and overall propensity to value privacy across contexts; online privacy concern, representing a person’s
overall perception of privacy risks in the online environment; and website privacy concern, representing
a person’s perception of privacy risks on a particular website. An empirical test reveals that disposition to
privacy has a positive impact on both online privacy concern and website privacy concern, and website
privacy concern is the only significant predictor of intentions to disclose information and transact on a
website. The study helps to synthesize individual information privacy beliefs and assists in understand-
ing their impacts on online behavior.

� 2013 Elsevier B.V. All rights reserved.

1. Introduction

In the e-commerce environment, individuals’ information
privacy beliefs, such as their privacy concerns, play important roles
in determining their online behavior (Hoadley et al. 2010, Kauff-
man et al. 2011). Various studies have been conducted to measure
privacy beliefs (Buchanan et al. 2007, Dinev and Hart 2004, Malho-
tra et al. 2004, Stewart and Segars 2002) and to examine the ante-
cedents and consequences (Belanger and Crossler 2011, Li 2011,
Pavlou 2011, Smith et al. 2011). In general, there is strong evidence
to suggest that a person’s privacy beliefs affect a number of
psychological and behavioral consequences such as online trust
and intentions to disclose information online (Li 2011, Smith
et al. 2011). Awareness of consumer privacy concerns drives online
firms to develop privacy policies to deal with the concerns (Cranor
et al. 2008). A good example is the change of the privacy policy by
Facebook.com (e.g., adding opt-out and access limit) in dealing
with a public outcry against their information practice (Hoadley
et al. 2010).

To date, a number of individual information privacy beliefs have
been studied in literature. One is Internet privacy concern or general
privacy concern (Li et al. 2010, Li 2011, Liao et al. 2011), which
measures a person’s overall perception of privacy risks on the
Internet. A second is specific privacy concern or situation-specific

concern (Li et al. 2010, Li 2011, Liao et al. 2011), which deals with
a person’s perceptions of privacy risks in a specific situation or on
a particular website. And a third is disposition to privacy or psycho-
logical need for privacy (Rensel et al. 2006, Xu et al. 2011, Yao et al.
2007), which addresses a person’s fundamental beliefs about privacy
needs. Meanwhile, other types of privacy beliefs were also analyzed,
such as privacy anxiety and perceived importance of privacy (Chai
et al. 2009, Hossain and Prybutok 2008). These types of privacy
beliefs demonstrate the multi-faceted nature of the concept in the
online environment.

Except for a few studies that recognized the preliminary differ-
ence between the privacy beliefs (Faja and Trimi 2006, Li et al.
2010, Li 2011, Liao et al. 2011), there has yet to be a systematic
investigation of these beliefs. This has caused difficulties for
comparing and consolidating the results across the literature. For
example, studying the impact of privacy beliefs on trust, Chiu
et al. (2009) found that perceived privacy has a positive impact
on consumer trust in an online vendor, but Bansal et al. (2010)
did not find support for this effect in a healthcare website. The
distinction resides in the types of privacy beliefs measured: Chiu
et al. measured privacy beliefs with regard to the specific online
vendor while Bansal et al. measured the general concern about
health information privacy on the Internet. In another example,
Kauffman et al. (2011) compared two studies by Hui et al. (2007)
and Pavlou et al. (2007) on the impact of privacy concerns on
consumer behavior. They suggested that the two draw distinct
conclusions. Hui et al. measured consumer privacy concern with
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regard to the Internet while Pavlou et al. measured it with regard
to specific websites. These examples highlight the need to distin-
guish between the various types of privacy beliefs and to examine
their distinct impacts on consumer behavior in order to apply this
concept more precisely in further research.

This study attempts to answer three research questions. (1)
What are the different types of individual information privacy be-
liefs studied in literature? (2) How are they related? (3) What are
their impacts on an individual’s intentions to disclose information
and transact on a website? Inspired by the e-commerce literature
on trust beliefs (McKnight and Chervany 2002, McKnight et al.
2002), I develop a multi-level model to clarify the privacy belief
concept, including disposition to privacy, online privacy concern,
and website privacy concern. Disposition to privacy represents a
person’s overall propensity to value privacy across contexts. Online
privacy concern represents a person’s overall perception of privacy
risks in the online environment. Website privacy concern stands for
a person’s perception of privacy risks on a specific website. I also
analyze the relationships between the privacy beliefs and their im-
pacts on behavioral intention. Finally, I empirically test the model
representing a set of related relationships.

I offer two potential contributions to the online privacy litera-
ture. First, I strengthen the conceptualization of individual infor-
mation privacy beliefs, highlighting the distinctions among the
beliefs and their relationships. This provides a basis to consistently
interpret the concept across literature and to incorporate other
possible levels of privacy beliefs that may have been overlooked.
Second, I present a systematic view on the impacts of privacy be-
liefs on individual online behavior, enabling researchers to specify
this concept more precisely in further research.

2. Literature

I begin with a review on studies on individual information pri-
vacy beliefs to better understand this concept. While different
terms such as privacy beliefs, attitudes, and concerns have been
used to describe the concept (Smith et al. 2011), they all measure
a person’s privacy perceptions and are sometimes used inter-
changeably (Kauffman et al. 2011). Therefore, I use the term pri-
vacy beliefs to refer to this category of concepts and use more
specific terms such as privacy concern wherever necessary. In addi-
tion to the three aforementioned privacy beliefs (Internet or gen-
eral privacy concern, situational or specific privacy concern, and
disposition to privacy), other types of privacy beliefs were also
analyzed in literature, such as information privacy anxiety (Chai
et al. 2009), perceived privacy control (Connolly and Bannister
2007), perceived importance of personal privacy (Hossain and Pry-
butok 2008), privacy protection belief, and privacy risk belief (Li
et al. 2010). These constructs have been studied less frequently,
so that I focus on the three major types of privacy beliefs in this
study. As these constructs can be better understood via their
nomological networks with other antecedents and consequences,
I summarize these beliefs in Table 1.

2.1. Privacy beliefs regarding the Internet

This type of privacy beliefs, sometimes referred to as Internet
privacy concern (Dinev and Hart 2004, Malhotra et al. 2004) or
general privacy concern (Li et al. 2010, Li 2011, Liao et al. 2011),
measures a person’s overall perception of privacy risks on the
Internet. It is widely studied as a multidimensional construct cap-
turing a person’s concerns about the finding, abuse, collection, and
control of personal information on the Internet (Dinev and Hart
2004, Malhotra et al. 2004). Although unidimensional scales are
also used to measure the construct (Dinev and Hart 2006, Liao

et al. 2011), they are primarily adopted from the existing multidi-
mensional scales, especially the four-dimensional scale of concerns
for information privacy (CFIP) (Smith et al. 1996, Stewart and
Segars 2002).

Prior studies have shown a number of antecedents to a person’s
privacy concern about the Internet, including personal experience
with the Internet and cultural background (Bellman et al. 2004);
perceived vulnerability on the Internet (Dinev and Hart 2004); a
person’s Internet literacy, risk perception, and social awareness
(Dinev and Hart 2005, 2006; Liao et al. 2011); and personality
traits such as agreeableness, conscientiousness, and openness to
failure (Junglas et al. 2008). These factors reflect a person’s overall
values, knowledge, and experience regarding online privacy and
are not restricted to specific websites or online situations.

The psychological and behavioral consequences of Internet pri-
vacy concern also have been examined. For psychological conse-
quences, Awad and Krishnan (2006) have shown that privacy
concern about e-commerce websites enhances the perceived
importance of information transparency in online transactions;
Malhotra et al. (2004) reported that Internet users’ information pri-
vacy concern (IUIPC) reduces trust beliefs and enhances risk beliefs
in online firms; and Kumar et al. (2008) have shown that CFIP
influences the perceived usefulness of software firewall. For behav-
ioral consequences, Son and Kim (2008) found that CFIP deter-
mines a number of privacy-protective responses such as refusal
to provide information online and negative word-of-mouth, and
Zimmer et al. (2010) reported that perceived privacy concern has
a negative impact on information disclosure to a medical website.
The impacts of Internet privacy concern on intentions to use the
Internet for information disclosure and transaction have also been
studied in literature (Dinev and Hart 2005, 2006; Liao et al. 2011).

Although the impact of Internet privacy concern on related psy-
chological and behavioral consequences are observed in most liter-
ature, there are exceptions. For example, Hui et al. (2007) found
that Internet privacy concern has no significant impact on informa-
tion disclosure on a website, and Van Slyke et al. (2006) found that
general concern for privacy has an impact on risk perception on a
well-known websites (Amazon.com) but not on a less well-known
websites (Half.com). Its impacts on trust and willingness to trans-
act have been rejected for both contexts. The results may be inter-
preted in terms of the types of privacy beliefs measured: both
studies measured privacy beliefs as general concerns for privacy
on the Internet, although the behavioral consequences were for
specific websites. So the direct relationship between the two is
questionable.

2.2. Privacy beliefs regarding specific websites

This type of privacy beliefs, known as situation-specific privacy
concern or specific concern (Li et al. 2010, Li 2011, Liao et al. 2011),
measures individual privacy perceptions regarding specific web-
sites or situations. Interestingly, this category of studies, as Table 1
shows, measures the specific privacy concern as a unidimensional
construct, although many of the measurement items are adopted
from the Internet privacy concern measures and especially the CFIP
scale. In other words, information collection, use, and accuracy are
typical items of the construct (Liu et al. 2005, Pavlou et al. 2007).

Similar to Internet privacy concern, this group of studies recog-
nized a number of antecedents to situation-specific privacy
concern. For example, Eastlick et al. (2006) has shown that the
reputation of an e-tailer influences individual privacy concern
about the e-tailer, and privacy concern influences trust in the e-tai-
ler and intention to purchase from the e-tailer. Pavlou et al. (2007)
found that pre-existing trust, website informativeness, and social
presence of a website have direct impacts on privacy concern
about the website, which then influences perceived uncertainty
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