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which a group of users aim at establishing a common secret key with the help of a semi-
trusted server. At this, authentication is achieved using certificateless public key cryptog-
raphy. We evidence that the scheme does not achieve forward secrecy, is vulnerable to a
known session attack (that can, for instance, be mounted by a semi-honest server) and is

Keywords:
Provable secure group key agreement not (as claimed by the authors) contributory. Further security hardships in more restricted
Certificateless signatures models (i.e. in which stronger corruptions are allowed) are also discussed.

Cryptanalysis

Server-aided key exchange © 2016 Elsevier Inc. All rights reserved.

1. Introduction

In this paper, we analyze a recent proposal by Sun et al. [10] of a server-aided group key agreement protocol for mo-
bile environments, and evidence several security problems in it. Secure communication over an untrusted channel is one
of the most fundamental problems in cryptography. In order to attain privacy on an insecure network, key agreement pro-
tocols allow a designated group of parties to come up with a common secret key, which can later be used for securing
their communications by means of symmetric encryption and message authentication schemes. The way users authenticate
themselves as legitimate members of the group varies depending on the storage and computation resources of all partici-
pants, as well as on the available (trusted) set-up information. Often, only low entropy secrets (passwords) are used to this
aim; it can be the case that all group members share a common password, or that participants share two-by-two passwords
for mutual authentication. If no strict computation/storage restrictions are in place, public key signature schemes are the
default choice; yet this is not the case in many application scenarios, where, for instance, mobile devices may be involved.

Server-aided group key exchange has been introduced in order to leverage strict computation/storage limitations of users.
At this, a server (which can be fully trusted or not) helps essentially in two different ways: as an authentication center (so
that, for instance, users share just one password with the server instead of a password with every group member) and as
a computational resource (for schemes in which all on-line computational burden is shifted to the server)!. The scheme
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proposed by Sun et al. in [10] fits in the first scenario, as it presents a group key agreement protocol in which a (semi-
trusted) server helps a group of users, authenticating themselves via certificateless signatures, to agree upon a common
secret key. The on-line computation load of users is comparable to that of the server, yet obviously the number of signatures
they have to verify is only one (the server’s) and is thus independent of the group’s size. As additional features, the scheme
is claimed to be particularly suitable for mobile environments, and to provide key privacy with respect to the server.

Contributions: We evidence, giving concrete attacks, that the protocol proposed in [10] presents severe security flaws. After
briefly recalling the construction of Sun et al. in Section 2, we provide in Section 3 a sound security model for the considered
scenario by adapting standard security models for group key exchange (see, for instance [3-5]). This suffices to formalize our
attacks in Section 4, and in turn refute all theorems contained in Section 5 of [10]. Furthermore, in Section 5 we describe
additional attacks that can be carried over when either group members or the server behave maliciously. Note that the
authors of [10] only consider honest but curious servers, yet malicious participants are not explicitly excluded in their
discussion.

2. The scheme of Sun et al.

We briefly describe here the scheme proposed in [10], which is in turn schematized in Fig. 1.

Initialization. A key generation procedure is first executed with the aid of a trusted Key Generation Center (KGC), follow-
ing the usual steps in certificateless public key cryptography (see [2]). This procedure will allow users to authenticate using
Tso’s certificateless signature scheme from [11]:

Let G; be an additive cyclic group and G, a multiplicative cyclic group, both of prime order q. Let e : G; x Gy —> G, be
a bilinear map, and consider two hash functions Hp and H; ranging in G; and Z; respectively. The KGC chooses a generator

P € Gy and a master secret key s € Z;. Further, it computes P,,, = sP and publishes params = {Gy, Gy, e, P, Py, Ho, Hy }.

Interaction between user U; and server S

U; S

selects random a;
1

compute a;
sets:
R; := a;x, P

Zl‘ = Lti(.l'i+1p - J;iflp)

g; ‘=

Zithy
(Rz‘, Z;, Uq',)

verifies signature o;
sets A; := Rixo_l
selects random ag
sets
Y::aOP+A1+-~~+An
fori=1,...,n
Si = LL()AZ'
ZZI = (n — l)Zl + (77, — 2)qu+1 4+ Zi_g
ho := Hy(Sul -+ [[SullY (| Z1] - - - [|1 27, || Pubo)
where Pubg = (IDgl|zoP||z0Q)
op 1= 10+"ho

S1y..., S0, Y,

Z{,. ..7ZT/L,O'0

verifies signature o

sets:

RK; =Y — Sia;*
E;l)[{Z = nmixi_lp + ZZI
K = RK; + BDK,

Fig. 1. Certificateless server-aided group key agreement of Sun et al.
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