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a b s t r a c t

Wireless sensor networks (WSNs) are continually exposed to many types of attacks. Among
these, the attacks targeted at the base station are the most devastating ones since this
essential device processes and analyses all traffic generated in the network. Moreover, this
feature can be exploited by a passive adversary to determine its location based on traffic
analysis. This receiver-location privacy problem can be reduced by altering the traffic pat-
tern of the network but the adversary may still be able to reach the base station if he gains
access to the routing tables of a number of sensor nodes. In this paper we present HISP-NC
(Homogenous Injection for Sink Privacy with Node Compromise protection), a receiver-
location privacy solution that consists of two complementary schemes which protect the
location of the base station in the presence of traffic analysis and node compromise attacks.
The HISP-NC data transmission protocol prevents traffic analysis by probabilistically hiding
the flow of real traffic with moderate amounts of fake traffic. Moreover, HISP-NC includes a
perturbation mechanism that modifies the routing tables of the nodes to introduce some
level of uncertainty in attackers capable of retrieving the routing information from the
nodes. Our scheme is validated both analytically and experimentally through extensive
simulations.

� 2015 Elsevier Inc. All rights reserved.

1. Introduction

Wireless sensor networks (WSNs) [30] are highly distributed networks comprising two types of devices, namely, the sen-
sor nodes and the base station. The sensor nodes are small battery-powered computers, which have the ability to measure
the physical phenomena (e.g., temperature, vibration, radioactivity) occurring in their vicinity and to wirelessly communi-
cate with other devices nearby. The base station is a resourceful wireless-enabled device in charge of gathering the data com-
ing from different sources and processing them in order to gain insight about the phenomena being monitored.

Due to the number of sensors they can incorporate, these networks are extremely versatile, which makes them suitable
for countless application scenarios where sensor nodes are unobtrusively embedded into systems for monitoring, tracking
and surveillance operations. Many of these applications are extremely sensitive and thus security and privacy become essen-
tial properties [27]. Extensive work has been done on the protection of sensor networks from the physical to the application
layer but privacy preservation has only recently drawn the attention of the research community due to the imminent
adoption of this technology in scenarios involving businesses, individuals and valuables assets.
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Privacy threats in WSNs can be categorised as content-oriented and context-oriented [19]. Content-oriented privacy
focuses on safeguarding the actual data sensed by the nodes [32] and the queries issued to the network [10]. On the other
hand, context-oriented privacy refers to the protection of the metadata associated with the measurement and transmission
of data. These data include, among other pieces of information [20], the time at which sensitive information is collected and
the location of the nodes involved in the communication.

Similarly, there are two main types of location privacy problems affecting sensor networks: source- and receiver-location
privacy. The former is concerned with hiding the area where a particular phenomenon is detected while the later is intended
to prevent disclosing the location of the base station. For example, in a military scenario, sensor nodes may be deployed to
monitor the troops and vehicles belonging to a military force for a better management and control. While moving on the
battlefield, the sensors nodes transmit messages which are forwarded to the base station to inform about the units observed
and their whereabouts. Even when secure cryptographic algorithms are used to protect the confidentiality and integrity of
the communications, the mere presence of messages in the network reveal sensitive information to the enemy: there are
troops somewhere in the field. With little effort and not overly sophisticated devices (e.g., a directional antenna) the attacker
can deduce more information from the packets he observes and eventually traceback to the original data source. Similarly,
the attacker could reach the base station and take control of the network or even render it useless by destroying this critical
device. Both source- and receiver-location privacy are important properties but the latter is essential for the integrity and
survivability of the network. Besides its importance for the physical protection of the network, the location of the base sta-
tion is strategically critical because it is most likely housed in a highly-relevant facility. In the aforementioned military sce-
nario, learning the location of the base station gives the attacker an important advantage over the enemy as it is likely
housed at military base.

These privacy problems are extensible to any application scenario because they are caused by the singular communica-
tion model of WSNs. See in Fig. 1 a typical WSN consisting of 50� 50 nodes where 15 nodes are reporting event data using a
shortest-path routing protocol. Although this is the most suitable configuration for preserving the limited energy budget of
sensor nodes because it minimises the number of nodes involved in the communication process, it also produces very pro-
nounced traffic patterns that reveal the location of both the source nodes and the base station. Ideally, the number of trans-
missions of each of the nodes should be similar in order to provide an adequate privacy protection level, however this
implies a significant energy waste that negatively impacts the lifetime of the network. As a result, a number of techniques
[8,14,31] have struggled to randomise the traffic pattern while preserving the limited energy budget of the nodes.

Besides performing traffic analysis attacks, an adversary can exploit the fact that each sensor node stores a routing table
to allow the delivery of data to the base station. Normally, the routing tables contain information regarding the distance to or
location of the base station. This information can be used by the attacker to effectively reach the base station after inspecting
very few routing tables, thus rendering useless the efforts made by the network in deploying anti-traffic analysis mechan-
isms. Notwithstanding, none of the existing solutions in the literature of receiver-location privacy take this serious threat
into consideration. This paper addresses, for the first time, both problems in a single solution, the HISP-NC (Homogenous
Injection for Sink Privacy with Node Compromise protection) protocol. On the one hand, HISP-NC data transmission protocol
hides the flow of real messages by introducing controlled amounts of fake traffic to locally homogenise the number of pack-
ets being forwarded from a sensor node to its neighbours. On the other hand, HISP-NC perturbation scheme modifies the
routing tables of the nodes to reduce the risk of node capture attacks while ensuring that data packets eventually reach
the base station.

The rest of the paper is organised as follows. Section 2 compares this work with previous location privacy solutions in the
area of WSNs. Section 3 describes the network and threat models as well as the main assumptions applicable to the rest of

Fig. 1. Single-path routing protocol.
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