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1. Introduction

As one of the most frequently used operations in digital signal processing, the discrete Fourier transform (DFT) has been
widely employed in various fields [11,12,30] such as optical systems [26,29], medical research [8], and image processing
[20,28]. However, directly calculating an N-point DFT requires N? complex multiplications and N(N — 1) complex additions.
This extremely slows down the speed of digital signal processing, especially real-time signal processing.

To reduce the computation complexity, various fast Fourier transform (FFT) algorithms have been developed
[1,5,11,13,14]. A split-radix-2/8 FFT algorithm [11,22] was proposed to recursively factor a length-N DFT into one length-J
DFT and four length-§ DFTs. Including the DFT properties of periodicity and symmetry, several improved algorithms have
been also developed such as the recursive FFT [24], fused FFT [21], radix-2/2° (4 < s < m) FFT [6], decimation in frequency
(DIF) and time (DIT) pruning scheme [17], and mixed-radix FFT [25]. They are effective to reduce the computation complex-
ity of DFT. For example, the recursive FFT scheme was reported to have less computation complexity than the conventional
algorithms for computing Fourier-like transforms [24]. In addition, the fused FFT is 15% faster than traditional implementa-
tions [21]. Different from these algorithms, this paper proposes a modeling FFT scheme to decompose DFT into a number of
sparse matrices. Using different orthogonal transforms, the proposed scheme can obtain various FFT representations. We
select the Hadamard, modified Haar, and Hybrid (Hadamard-Haar) transforms as examples to show its effectiveness. The
proposed scheme significantly reduces the computation complexity and shows better performance than several state-of-
the-art FFT methods.

In addition to low computation complexity, the proposed scheme also shows benefits in data security because it is able to
protect data with multiple security levels. As an example, this paper introduces a multi-stage image encryption algorithm
(MSIEA) using the proposed FFT scheme. Unlike many image encryption algorithms that protect images using parametric
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DFTs, such as the discrete fractional Fourier transform (DFrFT) [15,16,23] and phase-truncated Fourier transform [19], the
proposed MSIEA integrates the image encryption processes with the FFT decomposition. Using different permutation matri-
ces allows MSIEA to encrypt images in different security levels. Experimental results and security analysis are provided.

The rest of this paper is organized as follows. Section 2 introduces the FFT scheme and three examples using orthogonal
transforms. Section 3 proposes the multi-stage image encryption algorithm. Its simulation results are provided in Section 4
and its security issues are analyzed in Section 5. Finally, Section 6 reaches a conclusion.

2. Proposed FFT scheme

For an N-point input data sequence X = (Xo,X1,...,Xy_1)", suppose data vector Y = (y,,y;,...,¥n_1)" is the result of its dis-
crete Fourier transform (DFT). The matrix format of N-point DFT and its inverse transform are defined as
Y =FyX and X:%F;,]Y 1)
where F,(,‘ is an inverse matrix of the DFT matrix Fy defined by
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where W,"V'k =e v withn, ke (0,1,2,...,N—1) is so-called the twiddle factor.
Here, we introduce an FFT scheme to decompose the DFT matrix Fy into a number of sparse matrices. Its structure is illus-
trated in Fig. 1.
For an N-point (N = 2") DFT matrix, the general formula of the proposed FFT scheme is defined by
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where Fy denotes Fy or its deformation (such as being applied with permutation or scaled by factors), Py is a permutation
matrix (including the identity matrix), Dy is a diagonal matrix (including the identity matrix), Oy is the orthogonal matrix
and @ denotes the direct matrix sum defined in Eq. (4) where A € C""™ and B € C"**M are two matrices,
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Utilizing orthogonal transforms with appropriate decompositions, the N-point DFT can be iteratively divided into small
DFTs with or without a few number of twiddle factors. In this manner, the proposed FFT scheme significantly reduces the
computation complexity. Applying different orthogonal transform matrices to Oy in Eq. (3) yields new FFT representations.
Next, we will provide three examples to show the effectiveness of the proposed scheme.

2.1. Hadamard transform based FFT representation (HDT-FFT)

Using the Hadamard transform [1,2] Oy in Eq. (3) can be defined as:
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Fig. 1. The structure of the proposed N-point FFT scheme.
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