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mation held in those tables. The algorithms used to protect the confidential information in

these statistical tables are computationally expensive. However a simple preprocessing

optimization applied prior to protection can save time, improve the resultant protection

and on occasions enable the use of exact methods where otherwise heuristic methods
8 . would have been necessary. The theory behind this preprocessing optimization, how it

Information sharing R . . . . .

Statistical table can be applied and its effectiveness are described in this paper. .

Cell suppression problem © 2013 Elsevier Inc. All rights reserved.

Statistical disclosure control

Preprocessing optimization

Mathematical programming

Keywords:

1. Introduction

How do we share information in the digital economy? Benefits can be obtained by pooling private data and then analyz-
ing it, however this risks exposing private data. How to protect privacy in such circumstances is an active area of research
[21,22]. This is a problem that has been addressed by National Statistics Agencies for some time but is now a problem that
needs to be addressed by a wider variety of organizations. Much information that is made public is done so in the form of
statistical tables as publishing the source data would break confidentiality. Each cell in the statistical table will typically con-
tain an aggregate of some information, for example it could be the total cost of a given drug dispensed in a given area of a
country. The statistical table will also have row and column totals that are referred to as marginals. Like National Statistics
Agencies, many organizations are obliged to maintain the confidentiality of the information they hold. If confidentiality is
compromised then organizations can lose the co-operation and goodwill of their data contributors and may even be sub-
jected to legal action.

Confidentiality can be compromised if, for example, there is a cell in the published statistical table that is not an aggregate
of data from many contributors but from just one or two. To illustrate this point in Figs. 1-3 the cell data is represented in the
format X, where X is the sum of the data provided by y contributors. In Figs. 1-3 any cell with less than or equal to two
contributors has been suppressed to ensure the confidentiality of those contributors. If the information in the cell can be
traced back to source then confidentiality has been compromised. Typically in this situation the cell in question is left blank
in the published statistical table and this cell is called a primary suppressed cell.
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1 2 3 4 5 6 Total

A 9w 515 41y 47 5 3 48 ;5 199 )
B 8 1y 54 445 45 12 164 5

c 8uy 705 6 76 64 ) 21y 245 i35

D 33 463 45 27 37 60 248 35

E 87 51 18 35 49 72 312 5,

F 48 59y 39, 65 g 35 58 304 ;)
Total 193 ;5 278 33 203 ;35 294 (3 233 ;55 271 303 1472 455,

Fig. 1. An example 6 x 6 statistical table. The eight primary cells have been highlighted with shading. The number of contributors to each cell is given in
brackets.

1 2 3 4 5 6 Total
A 9w 514 a1y, 474 S asy, | 199,
8 20 <1 9 54, 4, a5, 2o | 1634
¢ 8 70 @ P Gt 21 @ | 24500
o | 334 a6, 45 27 374 60 | 248 s
E 87 514 18 35 49 4, 720 | 31244
F as, 59, 39, 65 35, 58, | 304,
Total | 19345 | 278us | 2034y | 294 | 233ps | 271an | 14724

Fig. 2. An example 6 x 6 statistical table with the sequence in which suppressed cells are exposed using an unpicking algorithm. The eight primary cells
have been highlighted with shading. The number of contributors to each cell is given in brackets.

1 2 3 4 Total

A 100 100, 100, 100 400

B 100, | 2004 | 2004 | 1004 | 400,

c | 100 100, | 1004 | 100y | 400

D | 200y | 1004 | 1004 | 2004 | 400,

Total | 400 400 o) 400 15 400 1600 ;37

Fig. 3. An example 4 x 4 statistical table, provided by Lawrence Cox, that cannot be unpicked. The nine primary cells have been highlighted with shading.
The number of contributors to each cell is given in brackets.

It is the duty of the National Statistics Agency to determine which cells should be protected. For each primary suppressed
cell the National Statistics Agency will also determine a range within which the value of the primary suppressed cells must
not be able to be calculated. This range is bounded by the lower protection level, Ipl, and the upper protection level, upl. The
values assigned to the Ipl and upl are not published. This alone however does not guarantee confidentiality as the cell value
may possibly be calculated by subtracting the other cell values in the same row/column from the row/column total. There-
fore to guarantee the confidentiality of the information being published in a statistical table it is necessary to suppress other
cells in the statistical table. These other suppressed cells are known as secondary suppressed cells. The combination of pri-
mary and secondary suppressed cells are known as a suppression pattern. Finding the lowest cost suppression pattern is
known as the cell suppression problem in statistical disclosure control, see [23,14] for more details.

The cell suppression problem is a member of the class of NP-hard problems when solving for optimality. In fact, the prob-
lem of finding a secondary suppression pattern is easy to be achieved, for example if all cells are suppressed this is a feasible
pattern but clearly not optimal. It is when solving the cell suppression problem optimally that as the size of the table to be
protected grows the number of possible solutions that need to be evaluated grows much quicker. For a table with n cells
there are 2" — 1 possible suppression patterns. Because of the very large number of constraints that define the cell suppres-
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