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Received 8 April 2008 exchange (S-3PEKE) protocol based on the chosen-basis computational Diffie-Hellman
Received in revised form 25 February 2013 assumption. Although the authors claimed that their protocol was superior to similar
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Available online 13 March 2013 protocols from the aspects of security and efficiency, Chung and Ku pointed out later that

S-3PEKE is vulnerable to an impersonation-of-initiator attack, an impersonation-of-
responder attack, and a man-in-the-middle attack. Therefore, Chung and Ku also proposed

g;;};‘;zgrds: a countermeasure with a formal proof to remedy the security flaws. Unfortunately, we

Password have determined that Chung and Ku’s protocol cannot withstand an off-line password

Off-line guessing attack guessing attack. In this paper, we briefly review Chung and Ku'’s protocol, demonstrate

Provably secure its weakness, and propose an enhanced version that is provably secure in the three-party
setting.

© 2013 Elsevier Inc. All rights reserved.

1. Introduction

Providing private and reliable communications among clients over a public communication channel are great challenges
for cryptography. A common way to solve these problems is to encrypt and authenticate clients’ messages in order to protect
the privacy and authenticity of their messages. In general, two mechanisms have been used to achieve this goal. The first is a
public key cryptosystem to either encrypt or sign the messages [12,15,16,22]. Although a public key cryptosystem provides
better security, its communication costs can create a heavy burden for certain applications. The second mechanism that has
been used extensively is to establish a common session key via a key exchange scheme to encrypt messages for securing later
communications. Passwords are the most popular way of protecting key exchange schemes over network environments be-
cause they are memorable and simple to use [2,6,11,13].

Bellovin and Merritt proposed the first well-known, two-party password based on the encrypted key exchange scheme
[5]. In the recent decades, many two-party, password-based, authenticated key exchange schemes (2PAKE) have been pro-
posed [2,6,13,25]. However, 2PAKE is only suitable for either client-to-server or client-to-client architecture. If a client needs
to communicate with many other clients, the number of shared passwords that he or she would need to memorize would be
linearly related to the number of communicating parties. That is, if there are N parties in a group who want to establish ses-
sion keys with each other individually, C) passwords are needed for each party to establish session keys. Due to this
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disadvantage, the server must be involved with the establishment of session keys among clients (3PEKE) [7,18,19,23,26].
This seems to be more realistic since a client only would have to memorize the password shared with the server rather than
all of the multiple passwords of the other clients. Although 3PEKE is superior to 2PEKE in terms of reducing information that
must be memorized, two potential problems remain. The first problem is that the privacy of the communication with respect
to the server may not be ensured. The server is only required to establish a common session key between clients, and, even if
the server shares some secrets with clients, an established session key should not be revealed to the server. The second prob-
lem is the insider attack. A legitimate, but malicious, client can impersonate other clients even if the system involves com-
plete authentication to clients.

To resolve these problems, Lu and Cao [17] proposed a new, simple 3PEKE (S-3PEKE) protocol based on the chosen-basis
computational Diffie-Hellman assumption [1]. However, Chung and Ku [8] pointed out that S-3PEKE has several weaknesses,
including an impersonation-of-initiator attack, an impersonation-of-responder attack, and a man-in-the-middle attack, and
they proposed countermeasures to remedy these security flaws. Unfortunately, we have determined that Chung and Ku'’s
scheme is still vulnerable to an off-line guessing attack. This is due to the fact that the identities of clients are not always
guaranteed; a legitimate, but malicious, client can modify the transcripts to get a response from the server and then derive
other clients’ secrets. Thus, we propose an enhanced version with novel architecture with the following characteristics:

(1) A session key assisted by the server available only to communication clients, and such a session key would not be
revealed to either the server or others.

(2) Reduced computational load for clients and the server because, unlike previous 3PEKE schemes, the proposed version
does not involve public-key cryptosystems, symmetric encryption/decryption systems [20,24], or other heavy burden
operations [14,21] in the phase of establishing a session key.

(3) The server must authenticate the communication clients to avoid insider attacks and vice versa.

(4) Computation and round efficiencies can be provided for both communication parties.

The rest of this paper is organized as follows. Section 2 reviews Chung and Ku’s 3PEKE scheme and also shows its security
flaw. The preliminaries needed in the proposed scheme are described briefly in Section 3. And the enhanced scheme and the
formal security analysis are given in Section 4 and Section 5, respectively. Our conclusions are presented in Section 6.

2. Review and weakness of Chung and Ku’s 3PEKE scheme
Before reviewing Chung and Ku’s 3PEKE scheme, we first depict the security basis on which their scheme relies.
2.1. DEFINE: computational Diffie-Hellman assumption

A (t,€) — CDH, is a probabilistic Turing machine 4 running in time ¢, with a prime order q and a generator g in a finite

cyclic group G, such that its successful probability Succglé‘(A) is greater than or equal to &:

Succg (4) = Pri4(g",g") = &%) > &,

when given the elements g* and g’ to compute g¥. Let Succg'é‘(t) be the upper bound that adversaries have within time t. The

Computational Diffie-Hellman (CDH) assumption is that Succg'g(t) < ¢ for any t/e is not extremely large.

The so-called chosen-basis computational Diffie-Hellman problem (CCDH) is a variant of the CDH assumption [9] that can
be stated as follows: an adversary is given two random elements U and X as inputs. Next, the goal of an adversary is to output
the value K = CDHg¢ (X, Y/U"), where r is the password mapping into G. The main idea of this assumption is that an adversary
may compute either X or Y/U", but not both. That is, Succd" (¢, n) can be bounded by the probability 1/n, where n is the size of

2.G
the password mapping into G.
2.2. Chung and Ku’s 3PEKE scheme

Assume that two clients A and B request to establish a session key by resorting to the server S. The steps of Chung and Ku's
3PEKE scheme can be described as in the following:

Step 1a: A chooses a random element x € gZ, and then computes X — g* - MP"*, where M and pw, denote the element in G
and a password shared between A and S, respectively. Eventually, A sends X to B along with her or his identity, i.e.,
AlX.

Step 1b: After receiving A|X, B then also chooses a random element y € gZ, to compute Y « g¥ - N*"2, where N and pws
denote the element in G and a password shared between B and S, respectively. Next, B sends A||X||B||Y to S.

Step 2a: Upon receiving A||X||B||Y, S utilizes the shared passwords pw, and pwp to retrieve g* «— X/MP"* and g¥ « Y/NP"5,
respectively. In addition, S chooses a random element z € gZ, and the retrieved results to compute g — (g*f
and g% — (g’)%. Eventually, S computes X' < g¥? - H(A, B, S,g*)"" and Y’ + g - H(B, A, S, g")""?, where H(-) is a colli-
sion resistance one-way hash function, and then sends X'||Y’ to B.
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