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no UIO sequence. To address the above problem, this paper introduces an extended UIO

sequence, called a GUIO sequence, which distinguishes a designated state from the remain-

ing states by a group-by-group means. The problem of searching the optimal GUIO

sequence is NP-hard. In this paper, we present a GUIO search method based on a greedy
. . heuristics and a ¢-hop search approach. The proposed method can obtain desirable GUIO
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1. Introduction

Complex communication system employs a precise set of rules, called a protocol, to define the interactions among the
elements of the system. A protocol implementation which is expected to be interoperable is developed in terms of the cor-
responding protocol specification. However, non-interoperability between protocol implementations may occur by some
reasons, such as the ambiguity and/or misinterpretation of the protocol specifications and different implementations using
different options in specifications. Therefore protocol conformance testing is an indispensable part before the implementa-
tion of a protocol is deployed in the practical networks.

Typically, the implementation of a protocol is tested for conformance by applying a sequence of inputs and verifying
whether or not the expected sequence of outputs is produced. In some cases, the control flow of the protocol specification
can be interpreted in the form of the finite state machine (FSM), e.g., [7,30,31,33]. Moreover, FSMs are the underlying models
for some formal description techniques, such as SDL and UML State Diagrams. Therefore the problem of developing formal
techniques for generating test sequences for FSMs has been an active research area in the past decades. For examples,
[4,14,15,27] presented some surveys of the FSM-based test, [5,6,8,10,13,22,25,28,29] proposed some typical test sequence
derivation methods.

Sabnani and Dahbura [25] proposed a test sequence generation method based on the UIO sequence. A UIO sequence for
the state (of a FSM) is an input/output behavior that is not exhibited by any other state. The UIO sequence provides a natural
and practical means for verifying that the protocol implementation is in a given expected state [26]. The length of the UIO
sequence generated by the method in [25] is not optimized, which produces extra test load. Aho and Dahbura [3] presented a
technique which combines the rural Chinese postman tour and UIO sequence, to optimize the length of test sequences. More
improved methods for computing the UIO sequence can been seen in [1,11,16,18,21,23,34].
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Unfortunately, some FSMs do not possess a UIO sequence for each state [2,25,28]. To the best of our knowledge, there
have been only few studies which attempt to solve the above problem. For the state which does not possess a UIO sequence,
Sabnani and Dahbura [25] used a signature to distinguish the state from the remaining states by a one-by-one way. However,
the above signature sometimes is invalid. Additionally, the test effectiveness of the above signature is low because of the
unoptimized length. Ahmad et al. [2] presented a guided heuristic algorithm to synthesize FSMs such that each state has
a UIO sequence. In the algorithm, the transitions are augmented by adding extra outputs incrementally. In addition, the algo-
rithm needs some special terminals which are not a part of the system under test. The protocol conformance testing is usu-
ally a black-box test, which means that it is difficult to add extra outputs to the implementation. Therefore the method in [2]
has some practical limitations in the protocol conformance testing.

This paper uses a special sequence (called returned transfer sequence) to address the above invalid signature problem,
and further proposes a method for generating an extended UIO sequence for the states that do not possess UIO sequences.
Similar to [25], the proposed method makes the following two assumptions: (1) The FSM is minimal (called the minimality
assumption); (2) The FSM can be moved from any state to its initial state by a reset input (called the reset assumption). Actu-
ally, most UIO-based test sequence generation methods also make the above two assumptions. The extended UIO sequence
generated by the proposed method, called the GUIO sequence, distinguishes a designated state from the remaining states by
a group-by-group way. Therefore the GUIO sequence is usually shorter than the corresponding sequence generated by the
one-by-one way. To reduce the computational complexity, this paper uses a greedy heuristics and a ¢-hop search approach
to generate the GUIO sequence.

The rest of the paper is organized as follows. In Section 2, we introduce the related work. The finite state machine and UIO
sequence are introduced in Section 3. Section 4 describes the two main problems of obtaining the extended UIO sequence.
We introduce the GUIO sequence generation method in Section 5, and evaluate the method by analyzing the experimental
results in Section 6. Finally, we conclude our work in Section 7.

2. Related work

In the UIO method [25], the test sequence is generated based on the unique input/output sequence (UIO). As mentioned
previously, a UIO sequence for a designated state is an input/output behavior that is not exhibited by any other state. When
the input part of the UIO sequence for a state (denoted by s) is applied to the FSM, the output sequence is compared with the
expected output sequence. If they are the same, then the FSM is in the state s. Otherwise, the FSM is not in the state s. The
time complexity of the UIO search algorithm in [25] is O(nz(dmw‘)(z“z*z’). Except the minimality and reset assumptions, the
UIO method assumes that the machine remains in its current state and produces a null output when an unspecified input is
applied to a certain state (called the completeness assumption). Many test sequence generation methods (i.e., W method [5]
and Wp method [8]) also make the above three assumptions.

The UIO sequence and UlO-based test have been widely studied in the past decades, e.g., [1,11,12,16,18,20,32,34].
Ramalingam et al. [24] compared the lengths of the sequences generated by some typical test sequence generation methods
for the conformance testing. Assume that: (1) The characterizing set for each state of the C method [13], W method [5] and
Wp method [8] is the union of the UIO sequence selected for the UIO method; (2) The number of states of the implemen-
tation under test is no more than the number of states of the specification FSM. Then the order among the lengths of test
sequences generated by the various methods is: L(UIO) < L(Wp) < L(W) and L(UIO) < L(C), where L(X) represents the length
of a test sequence selected in method X [24].

Vuong et al. [28] presented an improved UlO-based test sequence generation method (called UIOv method) to improve
the fault coverage. In addition to the minimality, reset and completeness assumptions, the UIOv method assumes that both
the specification and implementation FSMs are completely specified. The method checks whether the selected UIO se-
quences of the states of the specification FSM are also UIO sequences of the corresponding states in the implementation
FSM. Another approach for improving the fault coverage of the UIO-based test can be seen in [20]. [26] presents a technique
to reduce the execution time of test sequences generated by the method in [20]. In the technique, multiple UIO sequences are
generated per state, an appropriate assignment of edges to UIO sequences decreases the number of transitions required in
the resulting tour. Aho and Dahbura [3] proposed a technique to combine the rural Chinese postman tour and UIO sequence.
Zhang and Probert [34] presented a mathematical model to construct a minimume-length test sequence in the case where
each state possesses a UIO sequence.

Naik [21] studied the algorithms for computing all UIO sequences of minimal lengths, and computing the UIO sequence
for each state if it exists. The key idea of the algorithms is that it is possible to compute UIO sequences for all possible states
from a small set of initial UIOs in a large class of machines. Ahmad et al. [1] proposed an algorithm (called LANG) for com-
puting UIO sequences for completely and incompletely specified FSMs. In the algorithm, the sets of states which produce
identical outputs for non-conflicting inputs are partitioned by incrementally constructing a successor tree.

Searching UIO sequences based on evolutionary algorithms (EAs) have recently been researched (e.g., [16-19]). Lehre and
Yao [16] presented a rigorous runtime analysis of the limitations of using the EA-based method for reducing the length of the
UIO sequence. Lehre and Yao [17] investigated the choice of acceptance criterion in the (1 + 1) EA, and proved that changing
these parameters can reduce the runtime from exponential to polynomial for some instance classes of the UIO problem. Li
et al. [18] used the genetic algorithm to search the UIO sequence to reduce the length of the found UIO sequence. Li et al. [19]
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