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1. Introduction

Jacobson et al. [6] introduced the notion of designated verifier signatures. Designated verifier signature (DVS) schemes
provide authentication of a message, without having the non-repudiation property of traditional signatures: they convince
one and only one specified recipient that they are valid, but unlike standard digital signatures, nobody else can be convinced
about their validity or invalidity. The reason is that the designated verifier in these schemes is able to create a signature
intended to himself that is indistinguishable from a real signature. These signatures have several applications such as
e-voting, call for tenders and software licensing. Steinfeld et al. [22] extended notion of the DVS schemes to universal
DVS (UDVS) schemes which allow a signature holder to convert a standard signature into a designated signature specified
to any designated verifier of his choice. Jakobsson et al. [6] proposed a stronger notion called a strong designated verifier
signature (SDVS) scheme in which a designated verifier uses his secret key to verify the validity or invalidity of a signature
designated ti himself. After then, a number of DVS, SDVS, and UDVS schemes have been proposed [21,6,19,13,4,23]. Lipmaa
et al. [17] introduced a new security notion of designated verifier signature schemes, non-delegatability. DVS scheme is del-
egatable if either a signer or a designated verifier can delegate the signing rights (either with respect to a concrete designated
verifier or with respect to all designated verifiers) to some third party without disclosing its secret key. Although revealing
the signing rights does not mean revealing the secret key, delegatability, especially with respect to a concrete designated
verifier, is highly undesirable in many applications. For example, in an e-voting scenario where a voter signs messages by
using a delegatable DVS scheme (with the tallier being the designated verifier), one voter can delegate its voting right to
a coercer that can then vote instead of the voter. Therefore, such an e-voting protocol is coercible. Moreover, in many
e-commerce applications, one can use a DVS scheme so that the signer is a subscriber to an e-service provided by a service
provider who is the designated verifier. If the DVS scheme is delegatable, the signer can send some delegation token to a
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non-subscriber who can then enjoy the service for free. Thus, it is guaranteed that in the schemes, if an adversary can create a
valid signature, it knows the secret key of the signer or the verifier. A number of DVS schemes turned out to be delegatable
[16,11,18,23]. In this paper, we classify designated verifier signature schemes into three types and then discuss delegatability
of existing designated verifier signature schemes, strong designated verifier signature schemes and universal designated ver-
ifier signature schemes, and open research issues.

The rest of the paper is organized as follows. In Section 2, we describe definitions of DVS and UDVS schemes. In Section 3,
we divide DVS schemes into three types and describe types I and II DVS schemes. In Section 4, we present delegatability
attacks on the DVS, SDVS, and UDVS schemes in [9,29,7,15,20,30,3,22,14,5,4,8,2,1,12,21,10,26]. Concluding remarks are given
in Section 5.

2. Definitions of designated verifier signature schemes

We describe the definitions of SDVS schemes and UDVS schemes [12,4,26,10,27,21].
CompoNENTs OF SDVS ScHemEs. A SDVS scheme SDVS = (KeyGen, DV — Sign, DV — Verify, Transcript Simulation) is
specified by the following four polynomial time algorithms:

KeyGen. Randomized key generation algorithm KeyGen takes input 1%, where k € Z* is a security parameter, and outputs
a secret/public key pair (sk, pk).

DV-Sign. Signing algorithm DV-Sign takes input the secret key sks of a signer, the public key pk, of a designated verifier
and a message m, and outputs a designated verifier signature 7, where t «— DV — Sign(sks, m, pky).

DV-Verify. Verification algorithm DV-Verify takes input the secret key sky of a designated verifier, the public key pk of a
signer, a message m and a designated verifier signature T on m, and outputs True if DV — Verify(sky, m, pks, 7) =1,
otherwise, L.

Transcript Simulation. Via the Transcript Simulation algorithm, a designated verifier, who holds its private key sky can
always produce identically distributed transcripts that are indistinguishable from the original proof.

CompoNENT OF ID-aseD DVS scHeEmes. An ID-based DVS scheme ZBDVS = (Setup, Extract, DV — Sign, DV — Verify,
Transcript Simulation) is specified by the following five polynomial time algorithms:

Setup. Randomized parameter generation algorithm Setup takes input 1%, where k € Z* is a security parameter, and out-
puts publicly known system parameters params including a master public/secret key pair (mpk, msk).

Extract. Private key extraction algorithm Extract takes input an identity ID and a master secret msk, and outputs a private
key Sip < Extract(msk, ID).

DV-Sign. Signing algorithm DV-Sign takes input the private key Syp, of a signer, the identities IDs and IDy of a signer and a
designated verifier, respectively, and a message m, and outputs a designated verifier signature t, where
T+ DV — Sign(S,DS, m, IDs, IDv)

DV-Verify. Verification algorithm DV-Verify takes input the private key S, of a designated verifier, IDs, IDy, a message m
and a designated verifier signature T on m, and outputs True if DV — Verify((Sip,, m, IDs, IDy, T) = 1, otherwise, L.
Transcript Simulation. Via the Transcript Simulation algorithm, a designated verifier, who holds its private key Sp, can
always produce identically distributed transcripts that are indistinguishable from the original proof.

The UDVS scheme allows any holder of a standard signature to designate the signature to any verifier. The designated
verifier can check that the message was signed by the signer, but is unable to convince anyone else of this fact.

Components oF UDVS Schemes. A UDVS scheme UDVS = (KeyGen, Sign, Verify, Designation, U — DV — Verify,
Transcript Simulation) based on a standard signature scheme SS = (KeyGen, Sign, Verify), is specified by six polynomial
time algorithms with the following functionality:

KeyGen, Transcript Simulation. These algorithms are the same as those in the DVS schemes.

Sign. Standard signing algorithm Sign takes input a signer’s secret key sks and a message m, and outputs a standard sig-
nature o «— Sign(sks, m).

Verify. Standard verification algorithm Verify takes input a signer’s public key pks and a standard signature ¢ under pk;
on a message m, and outputs True if Verify(pks, m, ¢) = 1, otherwise, L.

Designation. Designation algorithm Designation takes input a signer’s public key pk, a designated verifier’s public key
pk, and a standard signature o on a message m under pks, and outputs a designated verifier signature
T «— Designation(pk;, pk,, m, o).

U-DV-Verify. Verification algorithm U-DV-Verify takes input a signer’s public key pk, a designated verifier's public/
secret key pair (pk,, sky) and a designated verifier signature 7 on a message m, and outputs True if
U — DV — Verify(sky, pks, pk,, m, ) =1, otherwise, L.
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