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a b s t r a c t

One of the fundamental issues in parallel computers is how to efficiently perform routing
in a faulty network where each component fails with some probability. Adaptive fault-tol-
erant routing algorithms in such systems have been frequently suggested as a means of
providing continuous operations in the presence of one or more failures by allowing the
graceful system degradation. Many algorithms involve adding buffer space and complex
control logic to the routing nodes. However, the addition of extra logic circuits and buffer
space makes nodes more liable to failure and less reliable. Further, if the shape of fault pat-
tern is confined, then many non-faulty nodes will be sacrificed and hence their resources
are wasted. This is clearly an undesirable solution and motivates solutions that provoke
efficient use of non-faulty nodes. One such approach to reducing the number of functional
nodes that must be marked as faulty is based on the concept of fault rings to support more
flexible routing around rectangular fault regions. Before such schemes can be successfully
incorporated in networks, it is necessary to have a clear understanding of the factors that
affect their performance potential. In this paper, we propose the first general solution for
computing the probability of message facing the fault rings with and without overlapping
in the well-known torus networks. We also conduct extensive simulation experiments
using various fault patterns, the results of which are used to confirm the good accuracy
of the proposed analytical models.

� 2009 Elsevier Inc. All rights reserved.

1. Introduction

Fault-tolerant algorithms have recently attained renewed interest due to the widespread deployment of parallel comput-
ers [6], cluster-based systems [2], mobile systems [1], sensor networks [17], and networks on chip (NoC) [19]. An extensive
amount of research has been carried out on fault-tolerant routing in interconnection networks [3–5,7–11,16,18,20,23–
25,27]. Typically, additional routing restrictions and/or network resources are required to ensure deadlock freedom of such
algorithms in the vicinity of faults [4,9,7,11,16,17,25]. Additionally, faults may be grouped into some fault sets that occupy
rectangular (block) regions such that the boundary of the rectangle has only fault-free nodes and links and the interior of the
rectangle contains all the faulty links and nodes which correspond to that particular fault set. This fault model is superior to
convex fault regions proposed by Chien and Kim [9] because it deals more effectively with faults along the network bound-
ary. For each fault region in a network with faults, it is feasible to connect the fault-free components around the region to
form a ring known as the fault ring (f-ring for short) for that fault.
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Many researchers [4,5,7,8,16,20,23,27] have utilized the concept of f-rings in order to make the existing routing algo-
rithms tolerate multiple fault regions without disabling any healthy nodes. Messages are routed under a regular adaptive
routing until they face an f-ring. Then, depending on the relative position of the destination, messages are routed clockwise
or counterclockwise around the f-ring. The f-rings provide alternate paths to messages blocked by faults which are used to
route messages around rectangular fault regions. An f-ring can be constructed for each rectangular fault region by using the
methods as described in [4,5,7,8,16,20,23,27]. Thus, in order to assess the trade-offs and benefits of such routing schemes
accurately, we must be able to investigate the characteristics of the fault rings.

Several recent studies [1–3,6,10,16–19,24] have addressed fault-tolerance in a diverse range of systems and applications.
Most of the performance evaluation studies on the functionality of these systems, however, have been solely based on sim-
ulations. The limitations of simulation-based studies are that they are highly time-consuming and expensive [22]. An alter-
native form of simulation approach is the analytical modeling. The significant advantage of analytical models over
simulation is that they can be used to obtain performance evaluation for large systems which may not be feasible to study
using simulation due to the excessive computational demands. The study presented in this paper is a performance evalua-
tion, both analytic and experimental, of an adaptive routing system in torus networks. The goal is to calculate the probability
of message facing the fault rings when an adaptive routing scheme is used. To the best of our knowledge, this research is the
first attempt to determine the probability of message facing the fault rings as a means of examining the relative performance
merits of adaptive fault-tolerant routing algorithms.

In this paper, we investigate the rectangular fault patterns which are suitable for modeling faults at the board level in
networks, particularly in the torus topology. Our approach employs the theoretical results of matrices, algebra, and combi-
natorics to calculate the probability of occurrences of facing the f-rings. Analytical expressions are firstly derived for 2-D
torus with non-overlapping f-rings and then the model is extended for overlapping f-rings. Our research effort is a step to-
wards providing a versatile analytical tool for characterizing fault rings. Such tools could greatly help in the study of network
performance in the presence of large number of faults.

The remainder of the paper is structured as follows. Section 2 provides relevant preliminary information and insight into
fault-tolerance at the node as well as network level. In Section 3, we derive, in detail the probability of message facing the
fault rings in the torus network. This section also describes an extension of the proposed analytical modeling approach in
order to deal with the case of overlapping fault rings. Section 4 validates the analytical equations using extensive simula-
tions. Finally, Section 5 summarizes the work reported in this paper and presents possible directions for future work.

2. Background

In this section, we define the terminology associated with the interconnection networks. For the sake of completeness,
some of the definitions given below are reiterated from previous works [3,4,7,10–12,16,18,22,24–26].

2.1. The torus network

A topology can be represented as a graph T ¼ ðN; EÞwhere N is the set of vertices and E # N � N is the set of edges of T. We
suppose that N is the set of routing nodes and E is the set of channels.

Definition 1. A link (or channel) is a point to point communication medium, connecting two nodes, with buffers at each end.
A link is understood to operate in a full duplex mode.

To elaborate, we use the term link for a full duplex link, offering each communication device to both, send and receive mes-
sages; in this case the link has a transmitter and a receiver buffer at both ends. A channel e from node x to node y is represented
as hx; yi. If all links in the topology are bidirectional, then any hx; yi 2 E implies that there is exactly as many as hy; xi 2 E.

Definition 2 [4,12,24,26]. A topology T is disconnected by faulty nodes if there are non-faulty nodes u and v in T such that
no fault-free path from u to v can be found in T. Otherwise, it is connected.

Topologies can be regular or irregular [12,25]. Regular topologies are characterized by a predictable structure, and com-
mon examples are the ðk;nÞ-torus (also known as k-ary n-cubesÞ, meshes, and multistage networks such as Clos networks
[12]. As an example of a predictable structure, ðk;nÞ-torus have ki nodes along each dimension i, where ki ¼ k for all i. A node
A is represented as a coordinate with n dimensions, rA

n�1;rA
n�2; . . . ;rA

2 ;rA
1

� �
where 0 6 rA

i 6 ki � 1 for 0 6 i 6 n� 1. All
nodes have the same number of neighbors, and two nodes A and B are neighbors if and only if rA

i ¼ rB
i for all

i; 0 6 i 6 n� 1 except one, j, where rA
i ¼ rB

i � 1
� �

modk. The use of the modulo-operator represents wrap-around links
[25]. A ðk;nÞ-torus has kn nodes. If k ¼ 2, each node has n neighbors, one in each dimension. If k > 2, each node has 2n neigh-
bors two in each dimension.

2.2. Routing algorithms

The topology describes the nodes that are connected to each other while the routing algorithm describes which nodes and
links are visited by packets on their journey from source to destination. As before, definitions are used for emphasizing on
new or unfamiliar terms. This section presents the terminology of routing algorithms.
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