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a b s t r a c t

Smart grids have recently drawn attention because of high efficiency, reliability and
sustainability. They transmit (1) periodically collected readings (e.g. watts) and (2) highly
sensitive data (e.g. geometric location). However, transmission and storage of smart grid
data have many security issues. This paper proposes a novel steganographic technique
that guarantees (1) strong end-to-end confidentiality of the sensitive information by
hiding them randomly inside the normal readings using a generated key, and (2) robust
authenticity for the transmitted readings. To facilitate hiding, Discrete Wavelet Transform
is used to decompose normal readings into a set of sub-band coefficients. To achieve
minimum distortion, only the least featured sub-band coefficients are used. To achieve
high security, a key is used to generate a random hiding order in the form of 2D matrix
which allows the system to specify exact locations in the wavelet generated 2D
coefficients' matrix to hide sensitive data. To accurately measure the distortion after
hiding and retrieving the sensitive data, PRD has been used. It is clear from experiments
that our technique has little effect on the original readings (o1%). Also, our security
evaluation proves that unauthorised retrieval of the confidential information is highly
improbable within a reasonable time.

& 2014 Elsevier Ltd. All rights reserved.

1. Introduction

The traditional power grid has passed over 100 years and
is currently regarded as ill-suited to the 21st Century
requirements for many reasons such as outage management
deficiency, lack of automated analysis and real-time diag-
noses [1,2]. Consequently, a new infrastructure called “smart
gird” has recently emerged and can be used to automatically
collect periodical readings with smart metres every second

or minute (e.g. power consumption and environmental
features of the premise) and send them to operational
centres using different techniques [3–5]. The major benefits
are improved efficiency (e.g. automated outage manage-
ment), reliability (e.g. continues stable electricity distribu-
tion) and sustainability (e.g. climate change mitigation).

However, despite the obvious advantages, smart grids
cause many security issues such as their presence in hostile
areas, transmission of the customers' highly sensitive data
through public networks [6,7]. Therefore, many countries
(e.g. US and Australia) have put strict regulations on
companies mandating that customers' sensitive information
must be kept secure from unauthorised access even when
the company performs offshore operations (i.e. using cloud
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servers) [8,9]. In fact, there are two concerns: the main
concerns from customers point of view are their sensitive
information privacy (i.e. confidentiality issue), and the
authenticity of smart grid readings and resultant billings
(i.e. Does this bill accurate and belongs to my premise?); the
main worry from operational centres' viewpoint is about
ensuring the efficient and secure technique that helps them
to protect the customers confidential information.

Majority of early solutions that address these concerns
are using conventional cryptography techniques (e.g. sym-
metric and asymmetric encryption) [10–13]. Despite their
proper functionalities, they suffer from the following
restrictions:

� Resource-constrained smart grid devices having limited
memory, power and computational capabilities often
make it difficult to deploy standard highly secured
cryptography mechanisms because of the huge resul-
tant overhead from enormous mathematical operations
performed in order to achieve high security.

� Changing the form of all original data into a cipertext,
hardens the operational centres' mission especially
when offshore operations (i.e. using public cloud ser-
vers) are needed to facilitate the efficiency and the
scalability of the system.

To solve some of these issues, a new non-traditional
cryptography technique called homomorphism has been
applied [14–17]. The advantage of this technique over the
traditional cryptography is that the encrypted form of data
“ciphertext” can be worked on without disclosing its
meaning and so satisfying both the customer concern by
providing a strong end-to-end security and concerns of the
operational centres by allowing direct operations without
any disclosure. However, homomorphic techniques are
still not feasible in practical applications because their
computational operations are very complex [18].

Therefore, we are compelled to look for other solutions
that address the main concerns of both the customers and
operation centres together and: (1) provide strong end-to-
end protection for the customer confidential information
that will be transmitted (e.g. grid ID, geometric location,
etc.) as well as the authentication of normal smart grid
readings, (2) are practical with existing smart grid cap-
abilities such as bandwidth and power consumption, and 3)
do not disrupt the efficiency at operation centres (i.e. perform-
ing operations quickly and securely).

Steganography is another way of protecting confiden-
tial information where a piece of secret message (i.e.
watermark) is hidden inside host data and can only be
retrieved by authorised users [19]. The advantage of
steganography over cryptography is that (1) it requires
much lower memory, power and processing capabilities
and (2) it provides a robust evidence of authenticity
without changing the form of the data which makes the
technique as a strong possible solution that can suit the
constrained capabilities of smart grid infrastructure, but
the steganography by itself does not solve the confidenti-
ality problem (i.e. control who can access the hidden data).
Steganography techniques have been widely studied in the

multimedia domain (e.g. digital right management)
[20,21]. However, to the best of our knowledge never has
this technique been used in smart grids.

Therefore, this paper proposes a novel secure steno-
graphic technique that (1) protects customers confidential
information by hiding them randomly bit-by-bit inside
normal smart grid readings, and (2) electronically seals the
normal readings without increasing or changing their original
form. To maximise the amount of the hidden information,
a fast signal processing technique called Discrete Wavelet
Transform (DWT) is used to transform the normal readings
from their spatial domain to their frequency domain. This
results in a set of 2D decomposed values (called sub-bands
coefficients). The set will contain two types of sub-bands
coefficients: (1) low frequency values which represent the
most featured parts of the smart grid readings and (2) high
frequency coefficients that represent the least significant parts.
To achieve the minimum amount of distortion, only least-
featured sub-bands coefficients are used to hide the sensitive
information. To robustly control who can extract the con-
fidential information, a key is used to encrypt the sensitive
data and also generate the hiding order in the form of a
random M �N matrix.

In our model (See Fig. 1), smart metres will be used to
collect different normal readings from the customer pre-
mise (e.g. watts consumption, heating-index, inside/out-
side temperature and humidity). The steganography
technique then will be applied inside the smart metre
device and customer secure information (e.g. grid ID,
geometric location, name, DoB, address and total power
consumption) will be hidden randomly inside the normal
readings. Finally, the stego normal readings are sent to the
remote operational centres via public network. Conse-
quently, the real-transmitted data size is only the size of
the normal readings with no additional overhead, because
the confidential information are embedded inside them.
The stego readings that contain the hidden information
will be stored at operational centres. However, only
authorised users can extract the secret information from
the stego normal readings using an appropriate key,
whereas others (including offshore cloud based servers)
can only see the stego form. The second advantage is that,
based on our experimental results, even the stego smart
metre readings can be used and so there is no need to
remove the stego whenever the data is used.

To justify the proposed approach, this paper utilises a
temporal smart metre readings that is collected and
published by Laboratory for Advanced System Software
[22,23] which is explained in detail in Section 5.

The rest of this paper is organised as follows. Section 2
summarises the relevant work. Section 3 presents our
algorithm in main four stages. Then, evaluation of different
characteristics of the proposed technique is introduced in
Section 4. Section 5 discusses our performed experiments
and the obtained results. We finally draw our conclusions
in Section 6.

2. Related work

Any solution proposed to protect sensitive smart grid's
transmitted information should carefully consider the
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