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ABSTRACT

Numerous privacy-preserving data publishing algorithms were proposed to achieve
privacy guarantees such as ¢-diversity. Many of them, however, were recently found to
be vulnerable to algorithm-based disclosure—i.e., privacy leakage incurred by an adversary
who is aware of the privacy-preserving algorithm being used. This paper describes generic
techniques for correcting the design of existing privacy-preserving data publishing
algorithms to eliminate algorithm-based disclosure. We first show that algorithm-based
disclosure is more prevalent and serious than previously studied. Then, we strictly define
Algorithm-SAfe Publishing (ASAP) to capture and eliminate threats from algorithm-based
disclosure. To correct the problems of existing data publishing algorithms, we propose two
generic tools to be integrated in their design: global look-ahead and local look-ahead. To
enhance data utility, we propose another generic tool called stratified pick-up. We
demonstrate the effectiveness of our tools by applying them to several popular
¢-diversity algorithms: Mondrian, Hilb, and MASK. We conduct extensive experiments to

demonstrate the effectiveness of our tools in terms of data utility and efficiency.

© 2011 Elsevier B.V. All rights reserved.

1. Introduction
1.1. Privacy-preserving data publishing

Many organizations, such as hospitals, require publish-
ing microdata with personal information, such as medical
records, for facilitating research and serving public inter-
ests. Nonetheless, such publication may incur privacy
concerns for the individual owners of tuples being pub-
lished (e.g., patients). To address this challenge, privacy-
preserving data publishing (i.e., PPDP) was proposed to
generate the published table in a way that enables
analytical tasks (e.g., aggregate query answering, data
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mining) over the published data, while protecting the
privacy of individual data owners.

In general, a microdata table (denoted by T) can contain
three types of attributes: (1) personal identifiable attri-
butes (e.g., SSN), each of which is an explicitly unique
identifier of an individual, (2) quasi-identifier (QI) attri-
butes (e.g., Age, Sex, Country), which are not explicit
identifiers but, when combined together, can be empiri-
cally unique for each individual, and (3) sensitive attributes
(SA) (e.g., Disease), each of which contains a sensitive
value (set) that must be protected. In privacy-preserving
data publishing, personal identifiable attributes are
usually removed prior to publishing. QI and/or SA attri-
butes are perturbed to achieve a pre-defined privacy
model while maximizing the utility of published data.

Samarati and Sweeney [1] first defined a privacy
model, k-anonymity, for PPDP. It requires each tuple in
the published table (denoted by T*) to have at least k—1
other Ql-indistinguishable tuples—i.e., tuples with the
same QI attribute values. To protect individual SA infor-
mation, Machanavajjhala et al. [2] introduced another
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privacy model, ¢-diversity, which further requires each
group of Ql-indistinguishable tuples to have diverse SA
values. Variations of the ¢-diversity include (o,k)-
anonymity [3], t-closeness [4], (k, e)-anonymity [5],
m-invariance [6], etc. To satisfy these privacy models,
numerous PPDP algorithms have been proposed [5,7-11].

1.2. Algorithm-based disclosure

It was traditionally believed that, to determine whether a
privacy model is properly satisfied, one only needs to look at
the published table, i.e., the output of a data publishing
algorithm, without investigating the algorithm itself. The
recently discovered algorithm-based disclosure [12] contra-
dicts this traditional belief as it demonstrates that privacy
disclosure can be incurred by the design of a data publishing
algorithm. In particular, if a privacy-preserving algorithm is
vulnerable to algorithm-based disclosure, then once an
adversary learns the design of the algorithm, s/he may utilize
this knowledge to reverse-engineer the published table to
compromise additional private information. We shall discuss
the details in Section 2.

Algorithm-based disclosure poses a significant threat
to the privacy of published data, because the data publish-
ing algorithm is usually considered public and may be
learned by an adversary. One might argue that, given the
large number of public algorithms that are available for
PPDP, it is difficult for an adversary to precisely identify
which algorithm has been used and thereby to launch the
algorithm-based attack. This is a typical “security through
obscurity” argument which counts on the secrecy of an
algorithm to ensure the security of its output. However,
such arguments have been repeatedly argued against and
aborted in the literature of security and cryptography. As
Kerckhoff's principle [13] in cryptography states, “The
cipher method must not be required to be secret, and it
must be able to fall into the hands of the enemy without
inconvenience.” Similarly, we argue that, to design an
effective algorithm for privacy-preserving data publish-
ing, one must eliminate algorithm-based disclosure.

1.3. Existing work and limitations

Wong et al. [12] demonstrated the first known case of
algorithm-based disclosure by showing that the minim-
ality principle used by many existing algorithms, i.e., to
perturb QI with the minimum degree possible for satisfy-
ing the privacy model, may lead to the disclosure of
private SA information when the adversaries have the
original QI as external knowledge. An example of this
disclosure will be described in Section 2. To counteract
this attack, Wong et al. proposed a new privacy model
called m-confidentiality [12], which guarantees that even
an adversary with knowledge of QI cannot have confi-
dence of more than 1/m on the SA value of an individual
tuple. This attack was also studied in [14], with a new
privacy model p-safety proposed as a countermeasure.

The new privacy models studied in the existing work,
i.e.,, m-confidentiality [12] and p-safety [14], are by
definition safe against (at least certain types of) algorithm
disclosure. In addition, some recently proposed privacy

models such as differential privacy [15] are also by
definition immune from algorithm-based disclosure.
While defining these new privacy models and developing
their corresponding new algorithms provides a clean-
slate solution for eliminating algorithm-based disclosure,
limiting the investigation of algorithm-based disclosure to
this realm has a number of problems.

First, the state-of-the-art PPDP calls for a proper
understanding of the scope of algorithm-based disclosure
for the existing data publishing algorithms. Currently,
unless a data publishing algorithm is designed for an
inherently algorithm-disclosure-safe privacy model such
as differential privacy, it is unclear how to determine
whether the algorithm is vulnerable to algorithm-based
disclosure. Meanwhile, there are considerable ongoing
efforts [16,17] on developing data publishing algorithms
for popular privacy models such as ¢-diversity which do
not provide such definition-inherent guarantee against
algorithm-based disclosure. To enable the safe deploy-
ment of these algorithms in practice, it is important to
understand whether and how algorithm-based disclosure
may occur for a given data publishing algorithm.

Furthermore, the wide prevalence of data publishing
algorithms calls for a generic method to revise the design
of an existing algorithm for eliminating algorithm-based
disclosure. In the literature, for popular privacy models
such as ¢-diversity, there have been not only a myriad of
algorithms for publishing tabular data, but also numerous
others that publish application-specific data such as
location [18], social network [19], and transaction infor-
mation [20]. Instead of re-inventing algorithms for all
these applications, we argue that a more cost-effective
way is to develop a generic method that eliminates
algorithm-based disclosure from the existing algorithms.

1.4. Outline of technical results

In this paper, we attack the problem of algorithm-
based disclosure from a novel algorithmic angle. In
particular, we first illustrate the challenge of identifying
algorithm-based disclosure by demonstrating that the
space of such disclosure is substantially larger than
previously recognized. Then, we provide a testing tool to
determine whether a given data publishing algorithm is
subject to algorithm-based disclosure. Finally, we develop
two tools, global look-ahead and local look-ahead, to revise
the design of existing data publishing algorithms for
eliminating algorithm-based disclosure. To recover the
utility loss incurred by applying these tools, we develop
stratified pick-up, another tool to retain a high level of
utility for the published table.

Our detailed results can be stated as follows:

First, we find that the space of algorithm-based disclosure
is much broader than previously discovered. While the
previous work identifies algorithm-based disclosure when
an adversary holds external knowledge about the QI attri-
butes, we find that other forms of external knowledge, such
as the distribution of SA values and/or certain negative
association rules [21] can also give rise to algorithm-based
disclosure. Our further investigation even eliminates the
dependency of algorithm-based disclosure on external
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