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a b s t r a c t

Traditional security assessment based on risk takes into account the failure probability and the failure
consequence. This paper provides a modification on the risk calculation by replacing the failure probabil-
ity with the current status to overcome the dependence on mass statistical data. The vulnerability model
is proposed that incorporates the two key factors of the risk along with the deterioration trend factor to
define the system security level, which efficiently indicates the current and potential danger. Grey system
theory is used to predict the equipment deterioration trend and the grey correlation moment is defined to
evaluate equipment state with multi-parameters. The classification and quantification of equipment
state, failure consequence, risk, deterioration trend and vulnerability are discussed. A feed water pump
case demonstrates the effectiveness of vulnerability in system dynamic security assessment.

� 2014 Elsevier Ltd. All rights reserved.

Introduction

Risk is often used as an indicator to assess the security level and
provide technical support for condition based maintenance (CBM)
decision-making [1–3]. Many maintenance strategy based on risk
have been proposed to ensure equipments reliability in oil refinery,
petrochemical industry, power plant, etc. [4–7]. Javadian intro-
duces three indexes such as average failure rate, average outage
time and average annual outage time for the system’s risk analysis
of protection system’s operation in a test distribution network
according to various locations and capacities of Using Distributed
Generation [8]. To get realistic severity and risk estimations of con-
tingencies, Krishnan proposes contingency assessment method
that takes into account the nature of probability distribution of
power system operating conditions [9]. Risk assessments based
on Technology Readiness Level (TRL) have been employed in risk
models. The objective of Raja is to create a model that is able to
draw a correlation between a modified TRL and downtime of a
gas turbine engine, thus provided a means of quantitatively mea-
suring the risk [10]. Dusko develops an age-dependent unavailabil-
ity model for calculating risk related to standby safety. The time-
averaged function of the selected risk measure is obtained from
probabilistic safety assessment, and further extended with inclu-
sion of additional parameters relate to test and maintenance activ-
ities as well as ageing parameters relate to component ageing [11].
Zhou proposes an aging failure model and individual models for
common cause outages, following a thorough discussion of model-

ing and methodology with a real-life example about the power sys-
tem planning of a Canadian city [12]. George proposes that risk
assessment consists of the identification and assessment of haz-
ards and exposures, and applies a procedure for risk assessment
to evaluate plant potential economic losses due to risk exposure
by the determination of two risk indices, probable maximum loss
and maximum foreseeable loss [13]. A joint model of the system
operation process based on semi-Markov is proposed and the sys-
tem multi-state reliability is applied to the reliability and risk
assessment of the port oil pipeline transportation [14]. Moreover,
fuzzy theory, Total Transfer Capability (TTC), analytic hierarchy
process and support vector machine are used in risk for security
assessment [15–20].

As we all know, the unit will face more danger when the equip-
ment is in a continuous deterioration status. However, the tradi-
tional risk mainly concerns with the failure probability and the
failure consequence, while ignoring the impact of performance
deterioration trend on system security. Thus, Fouad proposes a
concept of system vulnerability as a new framework for power sys-
tem dynamic security assessment. The new concept combines
information on the level of security and its trend. The level of
safety is the deviation of system parameters from their threshold
values, and the trend index is the sensitivity to the changing sys-
tem parameter [21]. Chen presents a new approach to calculate
the voltage vulnerability for power systems voltage security
assessment based on voltage risk index and its trend to load level
with changing system conditions [22].

However, the deviations of system parameters from their
threshold values are still insufficient to evaluate system current
safety level in Fouad’s risk model. In fact, the failure consequence
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is also an important factor for system safety. It is obviously that the
failure with a serious consequence will result in larger danger on
system than that with light consequence does. Therefore, both of
the current state and the failure consequence shall be considered
in current safety level. Moreover, mass statistics data must be used
to calculate the failure probability in the traditional risk models. In
order to overcome the above mentioned problems in traditional
security assessment, this paper proposes a new indicator of vulner-
ability for system dynamic security assessment. The vulnerability
includes the information of equipment current state, failure conse-
quence and its deterioration trend to define the system security
level, furthermore, it replace the failure probability with equip-
ment state to avoid the dependence on mass statistical data to
make it easy for system security assessment.

This paper is organized as follows: ‘section Vulnerability’
defines a new risk indicator and a new vulnerability indicator.
Deterioration prediction and state assessment are proposed in ‘sec-
tion Deterioration prediction’ and ‘section State Assessment’
respectively. ‘Section Vulnerability Quantification’ presents the
vulnerability quantification, and ‘section Security assessment of
feed water pump’ realizes the security assessment of feed water
pump by the vulnerability model. Finally, ‘section Conclusion’
makes the conclusions.

Vulnerability

Traditional risk mainly takes into account two factors, such as
the failure probability and the failure consequence. It is often
defined as follows:

k ¼ p� s ð1Þ

where k is the equipment risk indicator, p is the equipment failure
probability, and s is the equipment failure consequence. According
to Eq. (1), equipment with high failure probability or serious failure
consequence will result in severely dangerous on system.

Based on the reliability analysis, the equipment state is always
in the cycle of normal-fault-repair-normal during its whole life-
time. The change of equipment state is a stochastic process and
often meets certain probabilistic statistical distribution. The typical
failure rate curve is bathtub curve shown in Fig. 1. Curve 1 in Fig. 1
is an early failure period and the failure rate is a decline curve.
Curve 2 is a constant failure rate stage in which the failure rate
is approximately constant. Equipment failure occurs in this period
due to accidental factors such as overload and mishandling. For the
reason of ageing, fatigue, and creep, the failure rate increases sig-
nificantly in curve 3 named exhaust period. Generally, the failure
probability curve is obtained according to mass statistical data,
yet it is often a difficult task, especially for engineers in power
plants due to lack of statistical data. Moreover, the failure probabil-
ity represents a statistical law in league, and it cannot indicate the
real security level of the specific equipment in different operational
environments. So, for a specific equipment under specific circum-

stances, it is difficult to realize the accurate security assessment
by Eq. (1).

However, we can find a correlation between failure probability
and equipment state. When equipment state is good, its failure
probability must be low, that is, its position locates in curve 2 in
Fig. 1. If the equipment’s characteristic parameters are abnormal,
then the equipment failure probability increases and corresponds
to curve 3 in Fig. 1. Obviously, it is easier to evaluate equipment
state than calculate failure probability. State assessment is based
on equipment’s characteristic parameters, yet failure probability
is the statistical result depending on mass statistical data. More-
over, the equipment state indicates the true health status of spe-
cific equipment, which is different with the failure probability
based on statistical data. Therefore, it is a feasible way to replace
the failure probability with equipment state in risk definition.

In order to overcome the problems of traditional risk definition
in Eq. (1), a new risk is redefined:

k ¼ c � s ð2Þ

where c is the equipment current state, it is a dimensionless value
of equipment state, 0 < c < 1. The bigger c means the worse status.
Obviously, the risk defined in Eq. (2) is calculated by the equipment
state rather than the failure probability, therefore, it provides a easy
method for security assessment.

Since the risk only take into account equipment current state
(or failure probability) and failure consequence, it is a relatively
static indicator. However, equipment will inevitably be subject to
the interference of various factors during operation, such as fati-
gue, and wear. The interference will lead the development of
equipment towards the trend of deterioration and pose potential
threat to system. Therefore, only the equipment current state
and failure consequence are still insufficient for system security
assessment. This paper argues the equipment deterioration trend
should be taken into account as an important factor to perfectly
indicate the system security level.

Based on the prediction technology, a predictive deterioration
coefficient is defined as follow:

c ¼ IðFðx1; x2; � � � xnÞÞ ð3Þ

where c is the predictive deterioration coefficient, x1, x2, � � �xn are
equipment’s characteristic parameters, F(x1, x2, � � �xn) is the predic-
tive function of deterioration, and I(F) is the deterioration assess-
ment function. The equipment will face higher risk if the
equipment begins to deterioration. The predictive result can pro-
vide more important information for decision-maker to accurately
evaluate system security level.

According to the analysis above, three factors, such as equip-
ment current state, failure consequence and deterioration trend
shall be taken into account in the system security assessment.
Thus, the vulnerability can be defined as follows:

m ¼ c� s� c ¼ k� c ð4Þ

where v is the vulnerability, it is a dimensionless value, 0 < v < 1.
The bigger v means the lower security level.

It can be seen from Eq. (4) that the vulnerability indicates not
only the risk under current operational condition, but also the
potential danger in future. Therefore, the vulnerability is a better
indicator than the risk defined in Eq. (1) to define the system secu-
rity level. Moreover, the calculation of vulnerability need not
depend on mass statistical data, thus, the vulnerability has better
operability than the risk.

Fig. 1. The bathtub curve of failure rate.
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