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a b s t r a c t

In the last years, the adoption of Electronic Health Records (EHRs) have been widely promoted, with the
final aim of improving care quality and patient safety. Yet, sharing patient data in a large distributed and
heterogeneous context, such as the healthcare domain, has inherently introduced security and privacy
risks, due to the great sensitivity and confidentiality of the patient data and the need of accessing such
data by a large number of health care workers with various roles for the patient care. Even though various
techniques have been developed to effectively implement fine-grained access control, which allows flex-
ibility in specifying differential access rights of individual users, some unsolved problems can be pointed
out with respect to the specification of complex policies over EHRs: (i) the difficulty of forcing narrative
text to assume a semi-structured coded form into EHRs in order to build access control policies also
working at a section-level; (ii) an overly high-level of theoretical ability required to practically use access
control models and policy languages as a whole, due to a scarce integration among them; and (iii) the lack
of tools for easily editing and upgrading access control policies over EHRs. In order to face all these open
issues, this paper proposes a hybrid framework aimed at enabling and supporting the definition of fine-
grained access control policies working on semi-structured EHRs. The key issues of the framework are: (i)
a semantic-based method that hybridizes linguistic and statistical techniques in order to give a semi-
structured form to a narrative text to be inserted into EHRs, by identifying its specific sections; (ii) a for-
mal role-based authorization model, encoded as a couple of ontologies, to regulate the access to these
semi-structured EHRs with respect to their sections; and (iii) a procedural policy language and a set of
patterns to simply encode and update access control restrictions in the form of ‘‘if–then rules’’ built on
the top of the ontological model formalized. A prototype implementation of this framework is realized
in the form of a system offering simple and intuitive interfaces to the security administrators. Finally,
an experimental evaluation over real documents contained into EHRs, i.e. discharge summaries, is
described, showing the feasibility of the proposed framework and suggesting that its application could
simply and proficiently secure the access to healthcare information contained into semi-structured EHRs
and, thus, face security and privacy risks in real healthcare scenarios.

� 2015 Elsevier B.V. All rights reserved.

1. Introduction

Information and communication technologies have greatly
affected the delivery of health care, in the form of computerized
systems, such as health information systems, clinical information
systems, and picture archiving and communication systems, with
the final aim of both reducing healthcare costs and improving care
quality and patient safety [47]. In particular, in the last years, hos-
pitals and health care providers have increased the adoption of

such electronic health care systems to manage patient health care
data in the form of Electronic Health Records (hereafter, EHRs)
[36]. According to the International Organization for Standardiza-
tion (ISO) definition, EHR means a repository of patient data in
digital form, stored and exchanged securely, and accessible by
multiple authorized users. It contains retrospective, concurrent,
and prospective information, and its primary purpose is to set
objectives and planning patient care, document the delivery of care
and assess the outcomes of care [26]. This information included in
EHRs has several different functions in patient care, management
and health policy, generating many benefits for clinicians, clients,
and, generally, for the healthcare system [44], such as improved
decision-making at the point of care [222], safer drug administra-
tion [39] better medication management, better adoption of
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screening programs, advanced tools and services for remote health
monitoring [23,41,49], enhanced communication between a vari-
ety of healthcare professionals, and improved resource utilization
[38].

The amount and quality of information available to health care
professionals in EHRs has a pivotal role to support continuing, effi-
cient and quality integrated healthcare [4], yet sharing patient data
in a large distributed and heterogeneous context, such as the
healthcare domain, inherently introduces security and privacy
risks [36]. In particular, due to the great sensitivity and confiden-
tiality of the patient data and the fact that such data may need
to be accessed by a large number of health care workers with var-
ious roles for the patient care, a high level of secure protection for
data and data access is required. One of the most challenging
aspects with respect to security and privacy for healthcare organi-
zations, however, is the amount of power given by ‘Patient consent
and confidentiality’ to the patients in terms of access control
restrictions over their individual EHRs [18]. Even though various
techniques have been developed to effectively implement fine-
grained access control, which allows flexibility in specifying differ-
ential access rights for individual users, some unsolved problems
can be pointed out with respect to the specification of complex
policies over EHRs, where access should be granted or denied
according to the right and the need of the healthcare workers to
perform a particular job function on specific EHR sections.

The first point, which represents one of the largest potential
obstacles, regards the difficulty of forcing narrative text to assume
a semi-structured coded form into EHRs in order to build fine-
grained access control policies on the top of its specific sections,
coupled with the defensive attitude of physicians toward the use
of computerized health information systems. Clinicians have a long
tradition of using paper forms and dictation services, showing an
enduring preference for narrative data (i.e. clinical text written in
a natural language, such as Italian or English), due to advantages,
such as familiarity, ease of use and freedom to express anything
they wish [32]. Indeed, natural language provides many mechan-
isms that augment or enrich simple facts, for example to qualify
their severity or degree, convey temporal relationships, indicate
patterns of causality, provide rationale, propose hypotheses, and
suggest alternatives [32]. Moreover, producing data without fol-
lowing structural rules can result faster in many situations. Fur-
thermore, healthcare workers are not motivated to indicate a
structured or semi-structured form for the data they produce, since
scarcely aware of the possible advantages, such as automatic docu-
ment processing or a more effective data protection. As a conse-
quence of that, a fundamental requisite for efficiently and
accurately securing healthcare records is to automatically trans-
form narrative data into semi-structured EHRs, suitable for
machine processing.

Secondly, with reference to existing access control models and
mechanisms, many efforts have been made to meet the specific
security and privacy needs of the healthcare domain. In parallel,
and almost separately, general-purpose policy languages for access
control have been defined, without tying to a model, in order to
improve the usability and simplicity for the designers. Indeed,
existing models may not have the machinery to express all the pol-
icy details of a given system or may deliberately leave important
aspects unspecified [21]. To face such an issue, formal access con-
trol models and policy languages should be harmonized in the
sense that advanced access control concepts should be embodied
into a model as well as integrated and supported by a policy lan-
guage in a natural intuitive manner [3]. In particular, policy lan-
guages should allow restrictions to be described over a sharable
and semantically well-defined domain model to promote common
understanding among healthcare workers and support automatic
reasoning about them.

Finally, since access control models and policy languages
require a good expressive power, they typically suffer from a resis-
tance amongst real users, even those entrusted with the manage-
ment of access control policies, due to their highly complex
syntax. Even though they are not required to be generally written
for widespread use, this practical issue strengthens the convince-
ment that different solutions should be used for encoding access
control policies for healthcare systems without assuming an overly
high level of theoretical ability. As a consequence of that, one pre-
requisite for the broad acceptance of them and their efficient appli-
cation to medical settings is the guarantee of a high level of
upgradability and maintainability, (i) to modify access control poli-
cies according to dynamically changing security needs, or (ii) to
adapt generic, site-independent access control policies to a specific
healthcare organization. Since updating policies can require a con-
tinuous intervention, it is unthinkable that it cannot be done
directly by security administrators when needed. In contrast to
the intensive efforts made to develop access control models and
policy languages, the issue of providing solutions for easily editing
and upgrading access control policies has been widely neglected
thus far.

In order to face all these open issues, this paper proposes a
hybrid framework aimed at enabling and supporting the definition
of fine-grained access control policies working on semi-structured
electronic health records. In more detail, the strong points of the
proposed framework can be summarized as follows.

First, the framework provides a semantic-based method that
hybridizes linguistic and statistical techniques in order to give a
semi-structured form to narrative text to be inserted into an
EHR, by first identifying relevant concepts in textual data and, suc-
cessively, delimiting the sections composing the document
depending on the concepts recognized.

Second, an authorization model for role-based access control
(hereafter, RBAC) with respect to EHRs has been proposed. It
extends the National Institute of Standards and Technology (here-
after, NIST) RBAC reference model to regulate the access to EHRs,
working not only at a document level, but also with respect to their
different sections. In other words, it is aimed at determining the
authorization decisions that enable healthcare workers to carry
out specific tasks on the different sections of EHRs. The framework
supports this RBAC model by using Semantic Web technologies
and, in particular, a high-level ontology that expresses the ele-
ments of the proposed RBAC model, and, in addition, a domain-
specific ontology that captures the features of a specific application
domain.

Third, this framework also includes a procedural policy lan-
guage to encode access control restrictions in the form of ‘‘if–then
rules’’ built on the top of the ontological formalizations of the ele-
ments belonging to the proposed RBAC model. Plus, a set of pat-
terns has been defined for supporting the simple insertion and
editing of such access control restrictions with the aim of reducing
the complexity of the formalization process, by graphically guiding
the definition of policies that could be functional in the context of
healthcare organizations and enabling their automatic encoding
into machine executable languages.

A prototype implementation of this framework has been real-
ized in the form of a system offering simple and intuitive interfaces
to the security administrators who do not have a deep technical
expertise. It provides a set of facilities for structuring narrative text
into an EHR and writing access control policies, by hiding the syn-
tax constructs used in both the proposed RBAC model and policy
language.

The rest of the paper is organized as follows. Section 2 intro-
duces an overview of the state-of-the-art solutions for building
access control policies on the top of semi-structured EHRs and
clearly highlights the motivations for this work and its research
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