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Abstract

Current ICT infrastructures are characterized by increasing requirements of reliability, security, perfor-
mance, availability, adaptability. A relevant issue is represented by the scalability of the system with
respect to the increasing number of users and applications, thus requiring a careful dimensioning of re-
sources. Furthermore, new security issues to be faced arise from exposing applications and data to the
Internet, thus requiring an attentive analysis of potential threats and the identification of stronger secu-
rity mechanisms to be implemented, which may produce a negative impact on system performance and
scalability properties. The paper presents a model-based evaluation of scalability and security tradeoffs of
a multi-service web-based platform, by evaluating how the introduction of security mechanisms may lead
to a degradation of performance properties. The evaluation focuses on the OPENNESS platform, a web-
based platform providing different kind of services, to different categories of users. The evaluation aims at
identifying the bottlenecks of the system, under different configurations, and assess the impact of security
countermeasures which were identified by a thorough threat analysis activity previously carried out on the
target system. The modeling activity has been carried out using the Stochastic Activity Networks (SANs)
formalism, making full use of its characteristics of modularity and reusability. The analysis model is realized
through the composition of a set of predefined template models, which facilitates the construction of the
overall system model, and the evaluation of different configuration by composing them in different ways.
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1 Introduction

The increased mobility of devices, pervasive connectivity, and multiple devices per
user, produced a shift towards a “thin client” approach, where a large part of the
required storage and computational power is demanded to servers [3]. The recent
cloud computing paradigm extends this approach with an additional layer of ab-
straction, which separates physical resources (i.e., hardware) from logical resources
(e.g., applications, storage, computational power) which are provided to users.
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In the Software-as-a-Service (SaaS) paradigm, software applications are hosted
on a central server, and provided to users on-demand. This is often accomplished
by means of web-based interfaces, so that clients do not need any other application
than a web browser. Social networks and online storage facilities are prominent
examples of this paradigm. Due to its advantages in terms of resources, costs,
and convenience, this kind of paradigm is often used also within organizations, to
provide services to employees or internal users.

However, this approach also introduces several challenges. One of the main prob-
lems consists in the scalability of the system with respect to an increasing population
of users and applications, so that resources need to be carefully dimensioned. An-
other challenge consists in the additional security threats originating from exposing
applications and data to the Internet, thus requiring stronger security mechanisms
to be implemented within the system. Security and performance are often in con-
trast with each other [17]: mechanisms to improve the security of the system often
prescribe constraints on resource usage, or require additional computations to be
performed in order to guarantee that security policies defined at design time are
actually applied at runtime. Moreover, a large part of security mechanisms relies
on cryptography algorithms, which are typically resource-intensive. Therefore, the
addition of security mechanisms can produce a negative impact on system perfor-
mance, which needs to be carefully quantified and evaluated.

In this paper we adopt a stochastic modeling approach in order to evaluate the
scalability of a multi-service web-based platform, and the impact of introducing
security mechanisms. The evaluation focuses on the OPENNESS platform, a web-
based platform providing different services, to different categories of users. The
evaluation aims at identifying the bottlenecks of the system, under different config-
urations, and assess the impact of security countermeasures.

The model is constructed using the Stochastic Activity Networks (SANs) for-
malism [16], which can be considered an extension of the well-known Stochastic
Petri Nets (SPNs) [5] formalism. The key characteristic of our approach is in the
modularity and reusability of the model: the analysis model is defined as a compo-
sition of a small set of “template” SAN models, which are then composed to form
the overall system model. By composing them in different ways, the same templates
can be used to evaluate different system configurations.

The rest of the paper is organized as follows. The OPENNESS framework is
described in Section 2, while related work are discussed in Section 3. The stochas-
tic model is described in Section 4, while evaluations and results are described in
Section 5. Finally, conclusions are drawn in Section 6.

2 The OPENNESS Platform

The OPENNESS (OPEN Networked Enterprise Social Software suite) platform is
the framework conceived within the research project VINCENTE [18], which aims
at defining, realizing, and experimenting a technological platform for sustainable
entrepreneurship. It optimizes the resources, enhances the sharing of knowledge,
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