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• TruSMS, a trustworthy SMS spam control system design and implementation.
• A convincing performance evaluation to show TruSMS’s trustworthiness.
• A TruSMS business model for practical deployment.
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a b s t r a c t

The fast growth of mobile networks has greatly enriched our life by disseminating information and
providing communications at any time and anywhere. However, at the same time, when people gather
and exchange useful information, they also receive unwanted data and contents, such as spam and
unsolicited commercial advertisements. SMS (Short Message Service) spam is one typical example of
unwanted contents, which has caused a serious problem to mobile users by intruding their devices,
occupying device memories and irritating the users. More critically, some of these fraudulent messages
deceive users and cause them incalculable loss. SMS spam control has become a crucial issue that impacts
the further success ofmobile networks. A number of researches have been conducted to control unwanted
contents or traffic, some are based on trust and reputation mechanisms. But the literature still lacks an
effective solution for SMS spam control. In this paper, we present the design and implementation of an
SMS spam control system named TruSMS based on trust management. It can control SMS spam from
its source to destinations according to trust evaluation by analyzing spam detection behaviors and SMS
traffic data. We evaluate TruSMS performance under a variety of intrusions and attacks with a prototype
system implementation. The result shows that TruSMS is effective with regard to accuracy, efficiency and
robustness, which imply its trustworthiness.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

Mobile networks have been playing an important role for infor-
mation interaction, resource sharing, and social communications.
They have become a global platform for the provision of various
applications and services, such asmobile Email, ShortMessage Ser-
vice (SMS), mobile commerce, multimedia communications and
mobile social networking. All of these bring us a great convenience
and become more and more indispensable in our modern life. On
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the basis ofmobile cellular network and local connection technolo-
gies, billions of mobile devices can connect the Internet and access
its services and applications, which satisfy people’s needs and en-
rich their life.

However, the mobile network has also become a channel to
transmit a lot of unwanted contents. The unwanted content is ma-
licious, harmful or unexpected digital information for its receivers,
for example, malware, virus, spam, intrusion, and unsolicited com-
mercial advertisement. Thus, it could greatly annoy mobile users
and intrude or infect their devices. The unwanted content only
benefits its source, but burdens both users and network service
providers by adding extra load into the network, which greatly in-
creases the possibility of normal traffic congestion. It consumes
network and computing resources in a way that does not bene-
fit its receivers, thus it should be controlled, filtered or discarded
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during transmission from its source to destinations. Recently, mo-
bile networks have been suffering from rampant unwanted con-
tents, such as SMS spam, and the problem is worsening. In China,
statistics show that eachmobile user received 10.7 SMS spammes-
sages on average per week. Most of the SMS spam is advertise-
ments, which occupy 75.2% of the total SMS spam [1]. In addition,
66.3% of mobile users have received fraud SMS, and the numbers
are still increasing. Takingmeasures to control SMS spam becomes
crucial.

In the literature, quite a number of solutions have been pro-
posed for unwanted traffic or content control. Trust management
is one of them. It is feasible and effective to collect evidence and
through trust and reputation evaluation to figure out a strategy
for unwanted traffic or content filtering and control. Trust man-
agement can also utilize symbolic representation of social trust
to aid decision-making. It enables users to make their own judg-
ment for the purpose of unwanted traffic control (UTC), instead
of just relying on passive software detection. In the literature, we
can find a number of mechanisms based on trust and reputation
management that control spam [2–9], spim (i.e., InstantMessaging
spam) [10], SPIT (Spamover Internet Telephony) [11] andwebpage
spam [12–15]. Seldom, people apply trust management to control
SMS spam. Specifically, a robust and effective, in short trustworthy
SMS spam control system is still lacking. On the other hand, exist-
ing anti-SMS-spam solutions are not very effective in practice. The
approaches based on a blacklist suffer either from inaccurate fil-
tering of useful SMSmessages or ignoring real spam if correspond-
ing keywords are not listed in the blacklist. The methods based
on text classification are not effective for filtering SMS spam due
to the specific nature of SMS messages, e.g., using non-standard
words.

Though researchers have proposed many methods to control
unwanted traffic and contents, there is still little in depth research
on trustworthy SMS spamcontrol based on trustmanagement [16].
In this paper, we design and develop TruSMS, a trustworthy SMS
spam control system based on trust management. We design a
trust scheme for controlling SMS spam according to trust evalua-
tion by analyzing spam detection behaviors and SMS traffic data at
both mobile devices and network Service Providers (SP). The sys-
tem can detect malicious or indifferent detection behaviors, thus
encourage good behaviors ofmobile users and SPs and punish their
bad behaviors with regard to SMS spam control. Herein, malicious
behavior refers to the behaviors that are harmful to the correct con-
trol of SMS spam. Indifferent behavior refers to selfish behaviors
that hide evidence, ignore social responsibility or always show a
neutral attitude and that can therefore influence evidence collec-
tion for SMS spam control and filtering. We implement the sys-
tem using Android phones as mobile devices to send and receive
normal SMS or SMS spam. The prototype system applies a central-
ized server to evaluate trust of each system entity by collecting,
aggregating and processing SMS spam detection reports frommo-
bile devices and SMS traffic analysis reports from SPs. Based on the
trust evaluation, the system can identify the sources of SMS spam
and malicious or indifferent mobile devices. We further evaluate
TruSMS performance under a number of generally applied mali-
cious attacks based on a real SMS dataset, such as hide evidence
attack, bad mouthing attack, on–off attack and conflict behavior
attack in order to demonstrate its efficiency, accuracy and robust-
ness [17,18]. The performance evaluation based on a close-to-real
prototype systemmakes our evaluation results convincing and re-
liable. Therefore, the contributions of this paper can be summa-
rized as three folds: (a) TruSMS, a trustworthy SMS spam control

system design and implementation; (b) a convincing performance
evaluation method applied to show TruSMS’s trustworthiness by
evaluating the main aspects of trust based on a prototype system;
(c) discussions on TruSMS adoption and its deployment business
model from an economic point of view.

The rest of the paper is organized as follows. Section 2 gives
a brief review on SMS spam control, unwanted traffic control
through trust management, and evaluation methods for testing
the performance of trust management solutions. In Section 3,
we introduce TruSMS system design and algorithms. Section 4
describes TruSMS implementation and its principal functionalities.
Section 5 reports TruSMS performance evaluation results. We
further discuss privacy and social acceptance issues of TruSMS in
Section 6. Finally, conclusions and future work are presented in
Section 7.

2. Related work

2.1. SMS spam control

There are mainly two types of techniques currently applied to
filter SMS spam: Black and White List and Text Classification [19].
Black and White List allows mobile users to make a blacklist and
a whitelist that contain the phone numbers or keywords used by
an SMS spam filtering system. Thereby, every SMS coming from
those phone numbers or containing the keywords in the blacklist
will be put into a spam folder. One way in this approach is to
filter SMS spam by comparing thewords in SMSmessageswith the
keywords saved in the blacklist. This techniquehas beenpractically
deployed in mobile phones, e.g., an SMS SpamManager running in
Nokia Symbianphones and a SpamSMSBlocker running inAndroid
phones. However, this technique does not perform very well in
many situations because it depends on the keywords listed in the
blacklist. Obviously, accuracy of SMS spam filtering and control is
an issue. Someuseful SMSmessages could be filtered and some real
SMS spam cannot be controlled if the corresponding keywords are
not listed in the blacklist. On the other hand, Text Classification
distinguishes SMS spam from other messages based on message
content. It can be applied at amobile cellular operator to block SMS
spam or on a smart phone to filter SMS spam. Text Classification
relies on the patterns of SMS spam. Some examples of patterns
are word occurrences, length and frequency of words in messages.
Text Classification uses pattern recognition algorithms such as
Naive Bayes, Support Vector Machine (SVM), Artificial Neural
Network (ANN), Decision Tree, k-Nearest Neighbor (kNN), and
Hidden Markov Model (HMM) for SMS spam filtering. Deng and
Peng proposed a method to filter Chinese SMS spam with a naïve
Bayesian classification algorithm by introducing such attributes as
the length of the SMS and rules found by statistics into an attribute
set [20].

Although there are a number of existing anti-SMS-spam solu-
tions as described above, they may not be very effective in prac-
tice. This is due to the nature of SMS messages. For example, the
SMS messages have significantly less characters than e-mails. A
standard SMS message can only contain 160 characters. So people
tend to use non-standardwords in theirmessages, such as ‘‘how r u
(how are you)’’, and ‘‘asap (as soon as possible)’’, whichmake it dif-
ficult for the abovementionedmethods based on words or seman-
tic contents of messages to accurately filter SMS spam. However,
a trust management based solution, such as TruSMS can overcome
such a shortcoming because user subjective feedback plays an es-
sential role in the trust evaluation on SMS sources. In addition, the
anti-SMS spam toolkit installed in themobile devices (as described
above) can greatly help TruSMS automatically generate detection
reports.
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