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a b s t r a c t

User interfaces are redesigned for various purposes, like adapting interfaces ormeeting new requirements
during software creation processes. In the context of learning systems, the aim of interface redesign is
to let the student creates his or her own interface corresponding to the abstract concept to be learned,
which is reflected in the interface designed. In this article we present an approach to interface redesign
in a cooperative learning scenario for cryptographic protocols. We describe an iterative workflow using
two different pieces of software for the creation and redesign of interfaces and distributed simulation and
evaluate this approach.

© 2010 Elsevier B.V. All rights reserved.

1. Introduction

Computers have been widely used to support learning using
problem-solving methodology, especially in collaborative envi-
ronments [1,2]. This has often been called computer-supported
problem-based Learning (PBL) [3]. Problems in this process may
be either theoretical or practical. For theoretical problems, the PBL
approach is used to model those problems and collaboratively dis-
cuss research questions dealing with various issues. For example,
the security of cryptographic protocols can be modeled formally
by students and then analyzed using various mathematical for-
malisms and verification tools in order to test them [4]. Model-
ing and testing environments can be done with computer-based
tools. For example, there are tools to model Petri nets and gen-
eral graphs and to simulate complex systems supporting interac-
tion and the simultaneous exchange of ideas between learners.We
should note that the problem-solving approach can be applied not
only for learning but also for research purposes.
For practical, application-dependent problems, learners are

typically asked to analyze a concrete issue in a collaborative
manner. At the end of the process, they may or may not
produce a solution. For this kind of problem, the computer
usually provides the learners with tools to display the problem,
solve some sub-problems, combine the sub-problems, share the
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proposed solutions with their co-learners, and, possibly, check the
correctness of the solution through simulation.
The current literature shows PBL being applied to one or

another of these types of approaches to learn complex algorithms
through (a) formal and theoretical modeling or (b) application-
dependent, practical simulation. However, there are problems
that are better solved by considering them in both ways. Thus,
PBL could benefit from expanding to include both the theoretical
and the practical point of view. For example, let us consider the
problem of determining the correctness of a certain algorithm
and applying it to a concrete case. Because solving this problem
as a whole provides a better understanding of the algorithm’s
inner workings, it has the advantage of applying the algorithm
in the right way. The mutual enrichment of insights between the
theoretical and the practical point of view in the context of PBL is
worth investigating.We therefore propose developing a computer-
supported learningmethodology taking a holistic approach, that is,
enabling the learner to explore a givenproblemby switching atwill
between its theoretical and its practical aspects.
The work reported in this paper seeks to create a learning

environment with this holistic characteristic (cf. Fig. 1) by
developing an activity that involves learners in designing and re-
designing a software interface that implements a collaborative
simulation of several cryptographic protocols. The goal of the
learning activity is to design easy-to-use and intuitive interfaces
for distributed software on two various layers, with each learner
assuming the role of an actor in the protocol—sender, receiver,
intruder, or certification agent. To create the interface, on a first
layer (called the application layer; cf. Fig. 1), the studentsmodel the
physical appearance of the interface that implements the practical
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Fig. 1. General overview of the field of research.

perspective of the algorithm for simulation. Thus, every key is
conceptually associatedwith a step in the cryptographic algorithm,
representing its theoretical perspective. These associated concepts
are explicitly modeled on a second theoretical layer (called the
formalization layer; cf. Fig. 1) describing the logic of the interface,
also called interaction logic. Through creating and reconfiguring an
interface from both perspectives, students acquire insight to both
layers. On a physical layer, the students organize the sequencing
of the operation in the algorithm or group the buttons related to
the role that has to execute them (sender, receiver, or certification
agent). To create the theoretical layer, the students must know
which concept/operation is associated with each button. In this
way, they gain insight into the individual steps of the algorithm.
This concept is implemented using concept keyboards (CKs),

which are physical or virtual keyboards that are easy to reconfigure
and where each key triggers an atomic or complex action—in
this case, an action that is part of the cryptographic protocol
being studied. CKs have already been successfully used in
various implementations and evaluations of learning systems
for developing single-user scenarios supporting the learning of
complex algorithms and concepts [5,6].
In addition to the creation of a CK, a verification step to identify

errors in the modeled CK through cooperative simulation is also
necessary.When errors occur, the students or the system initiates a
reconfiguration of the interface. Therefore, creation and simulation
are embedded in an iterative and cooperative workflow, starting
with an introduction to the specific learning content (here, the
cryptographic protocol) and finishing with an evaluation of the
simulation process. For the implementation and evaluation of this
approach, we introduce CoBo, a system for distributed simulation
of cryptographic protocols, and UIEditor, a system for visual
modeling of user interfaces.
The UIEditor software is used for a more general approach

to interface creation and redesign. Its implementation in this
context for the creation and redesign of CKs is completely new. It
implements a visual modeling interface realizing both the physical
and the logical layer of a user interface. The user can control the
physical appearance of the CK, such as the number of buttons,
their shape, size, and position, color, label, etc., with respect to
the mental interaction model based on proven or newly conceived
interaction patterns. The outward appearance is an important issue
in CK creation and reconfiguration. The user has to establish a
close relation between the physical interaction elements, such
as buttons, and the concept the user associates with them. In
other words, the user associates the outcome of a subpart of

the algorithm or process and its actions with a specific button.
This formal level of an interface can be modeled visually in a
second part of the UIEditor. Thus, on the practical layer, the
student describes his understanding of the algorithm concerning
sequences of targeting operations in the physical representation
of the CK, and, on the theoretical layer, he becomes involved in
the concepts behind any button on the CK by modeling its action
logic. The UIEditor can run on a touch screen computer to offer
collaborative work for creation and reconfiguration of CKs.
CoBo is a system developed first in a student project in 2006 [7].

It offers a communication platform for distributed simulation
of cryptographic algorithms based on formal models that also
offer error recognition. The simulation is steered by the students
through the use of a role-dependent CK that they have created
using the UIEditor. Thus, every student represents one specific role
in the protocol. The simulation offers a verification and validation
of the created CKs and identifies possible errors on the theoretical
layer. In this way, CoBo implements the combination of informal
validation through visual simulation, algorithm animation and
formal verification through matching the interaction logic created
by the students to the model of the algorithm implemented by an
expert. Based on this combination of these twoways to present the
algorithm, its formal representation automatically created by the
logical layer of the CK can be used for the simulation.
In addition to the developed workflow and the implemented

software, wewill show the benefit of this approach for the learning
process in a case study as a result of our research. In an evaluation
involving 66 students, we were able to show that cooperative
creation of CKs supports the understanding of cryptographic
protocols and enables the solving of more complex questions
compared to a non-cooperative approach. Furthermore, we will
show that this kind of cooperative work is highly motivating and
that iterative creation of CKs is preferred compared to other well
known learning approaches.
The next section describes the state of the art in relevant areas

related to this work. Section 3 introduces the learning scenario
and the developed system, including CoBo and UIEditor. Section 4
presents an evaluation of the workflow of the learning activity
and the system itself, which was conducted in June 2009 at
the University of Duisburg-Essen in the context of a course on
algorithms and data structures. Section 5 concludes the paper and
presents some ideas for future work.

2. Recent work

In the context of the work presented in the paper at hand,
various areas of research are addressed and have to be discussed
concerning recent work. The research results presented in this
paper are concerned with the iterative and cooperative workflow
2.1 for learning cryptographic protocols, which addresses interface
redesign techniques 2.2 based on concept keyboards 2.3 and algo-
rithm visualization techniques 2.4 for validation, error recognition,
and the initiation of interface reconfiguration.

2.1. Collaborative learning

Our main motivation for creating a cooperative workflow for
learning complex cryptographic protocols is that collaborative
learning has shown group work to have an important impact
on achieving learning success [8–10]. Small group work presents
opportunities for students to share insights [11] and observe
the strategies of others [12], which is helpful in the context of
algorithm learning. Publications such as [13] as well as work on
Petri net-based collaborative design [14] are especially relevant
to cooperative problem-solving systems for user interface design
because of the need for a formal description of the interface for
generating feedback for the students by verification.
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