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• We have designed a secure communication framework for inter-cloud computing model.
• We use three security schemes in a novel way to minimize the performance overhead.
• We implemented our design and measured the overhead caused by the security features on two commercial clouds.
• Our results show the cost of the throughput overhead as a 5% decrease in throughput.
• Our results show the cost of the latency overhead as a 10% increase in latency.
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a b s t r a c t

Most of the current cloud computing platforms offer Infrastructure as a Service (IaaS) model, which aims
to provision basic virtualized computing resources as on-demand and dynamic services. Nevertheless,
a single cloud does not have limitless resources to offer to its users, hence the notion of an Inter-Cloud
environment where a cloud can use the infrastructure resources of other clouds. However, there is no
common framework in existence that allows the service owners to seamlessly provision even some
basic services across multiple cloud service providers, albeit not due to any inherent incompatibility
or proprietary nature of the foundation technologies on which these cloud platforms is built. In this
paper we present a novel solution which aims to cover a gap in a subsection of this problem domain.
Our solution offers a security architecture that enables service owners to provision a dynamic and
service-oriented secure virtual private network on top of multiple cloud IaaS providers. It does this by
leveraging the scalability, robustness and flexibility of peer-to-peer overlay techniques to eliminate the
manual configuration, key management and peer churn problems encountered in setting up the secure
communication channels dynamically, between different components of a typical service that is deployed
onmultiple clouds.We present the implementation details of our solution as well as experimental results
carried out on two commercial clouds.

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

Most of the currently available Cloud Computing solutions are
mainly focused on providing functionalities and services at the in-
frastructure level, e.g., improved performance for virtualization of
compute, storage and network resources, as well as necessary fun-
damental functionality such as virtual machine (VM) migrations
and server consolidation. In the cases when higher-level and more
abstract concerns need to be addressed, existing Infrastructure as
a Service (IaaS) solutions tend to focus on functional aspects only.
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Furthermore, if a cloud’s computational and storage infrastructure
resources are overloaded due to increased workloads, its service
towards its clients will degrade. The idea of an Inter-Cloud [1] has
been gaining much traction to address such a situation, where a
cloud can borrow the required infrastructure resources of other
clouds. However, in order to progress from a basic cloud service
infrastructure to a more adaptable cloud service ecosystem, there
is a great need for tools and services that support and provide
higher-level concerns and non-functional aspects in a comprehen-
sive manner.

The OPTIMIS project [2] is an ongoing effort in this regardwhich
strives to provide a holistic approach to cloud service provisioning
by offering a single abstraction for multiple coexisting cloud
architectures. Of the various high-level concerns being addressed
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by the OPTIMIS project, a major concern of high importance is the
provisioning of a secure communication framework to the services
utilizing the resources of different cloud IaaS providers. The usage
pattern of these services is usually quite flexible, i.e., on one hand
they might be directly accessed by end-users or on the other hand
theymight be orchestrated by other Service Providers (SP) for their
customers.

There are three fundamental steps in the life cycle of a service
in the cloud computing ecosystem: the construction of the service,
the deployment of the service to one ormore IaaS clouds and finally
the operationalmanagement of the service. In the resulting scenar-
ios, the presence of themultiple IaaS providers in the cloud ecosys-
tem is the key issue that needs to be addressed by any inter-cloud
security solution. A major goal of service owners is to select IaaS
providers in an efficient way in order to host the different compo-
nents of their services on appropriate clouds. In this respect, third-
party cloud brokers [3] can play a major role in simplifying the
use, performance and delivery of the cloud services. These brokers
can also offer an inter-mediation layer spanning across multiple
cloud providers to deliver a host of optimization and value-added
services which take advantage of the myriad individual cloud ser-
vices, e.g., aggregation of different services or arbitration for a best-
match service from multiple similar services. For the numerous
interaction possibilities among these parties, whatever the usage
scenarios maybe, the security of data and the communication be-
tween the consumers of the service and its multiple providers is of
paramount importance.

In the light of the above discussion, it is clear that an inter-cloud
security solution is highly desirable that would provide a frame-
work enabling seamless and secure communication between the
actors of a cloud ecosystem over multiple cloud platforms. Such
a solution, however, has to overcome a number of challenges be-
cause of architectural limitations. This is because most of the cur-
rent cloud service platforms, and the multi-tenants environments
they offer make it difficult to give the consumers of their services
flexible and scalable control over the core security aspects of their
services like encryption, communication isolation and key man-
agement. Secure communication is also challenged by lack of dy-
namic network configurability in most cloud providers, caused by
the inherent limitations of the fixed network architectures offered
by these providers.

In this work we address the secure, flexible and scalable com-
munication concerns that in our viewmust be overcome in order to
provide holistic provisioning of services to consumers frommulti-
ple cloud service providers.Wepresent the architecture anddesign
of an inter-cloud secure communication framework that offers the
features of dynamic and scalable virtual network formation, effi-
cient and scalable key management and minimal manual config-
uration all on top of secure and private communication between
the components of the service acrossmultiple cloud platforms. Our
architecture provides a single virtual network to the service using
resources from multiple cloud providers and offers the capability
to efficiently and transparently run services on top of this network
while catering for the dynamic growth and shrinkage of the com-
ponents of the service.

The rest of the paper is organized as follows. In Section 2weout-
line the keymotivations for our approach. We elaborate on the de-
tailed Inter-Cloud Virtual Private Network (ICVPN) architecture in
Section 3. In Section 4 we present our experimental setup and the
analysis of the performance results of our solution. In Section 5 we
present the background and related works that address peer-to-
peer overlays, virtual network connectivity and key management
issue related to this domain. We conclude in Section 6 with the fu-
ture directions of our work.

2. Motivation

The design and architecture of our inter-cloud secure commu-
nication framework is inspired by a collection of techniques like
Virtual Private Networks [4] (VPN) and Peer-to-Peer (P2P) Over-
lays [5]. Network virtualization techniques likeVPNs andP2POver-
lays have been shown to provide their users legacy communication
functionalities of their native network environments, despite the
topology, configuration and management architecture of the ac-
tual underlying physical network. This fits perfectly with our goal
of providing a secure virtual private network as a service to the
consumers operating on top of multiple cloud providers. All com-
plications and complexities ofmanaging a physical network can be
handled by the overlay network, enabling the services deployed on
multiple clouds to benefit from a customized communication net-
work typically only available in physical local-area environments.

2.1. Peer-to-Peer overlay

Traditionally, most of the private network solutions for simi-
lar problem spaces require the direct and continuous control of a
centralized administration entity over every aspect of the overlay
network, consisting of all the participants that constitute and fa-
cilitate the operation of the service being deployed and run on the
multiple cloud providers. Such a central controller provides ser-
vices to authenticate, secure and police the interactions amongst
peers. These centralized solutionsmake it almost necessary to pro-
vide complex support andmanagement functionalities tomeet the
users’ demand of smooth and continuous operation. Furthermore,
to robustly handle the loads generated by a large number of users,
significant infrastructure resources and services like mirroring or
redundant instances and load-balancers must be set aside, incur-
ring additional costs for the cloud service user. Peer-to-peer over-
lays, on the other hand, are designed to offer improved scalability,
flexibility and availability in a distributed fashion without exten-
sive reliance on centralized servers or resources. For these reasons,
such overlay networks have been used very successfully to pro-
vide specialized application layer services like voice over IP (VoIP),
e.g., Skype [6] and file sharing, e.g., Bittorrent [7]. Structured P2P
overlay networks based on distributed hash tables (DHT) support
the scalable storage and retrieval of key, value pairs on the overlay
network which is very helpful when we need to store and retrieve
meta-data related to the virtual private network management. Ex-
isting P2P algorithms like Chord [8], Pastry [9] and Tapestry [10]
have been widely used to provide scalable and fast information
storage and retrieval services for a vast variety of applications. We
have leveraged the Kademlia algorithm [11] to cater for our stor-
age and retrieval requirements to build up a virtual private net-
work. This DHT-based algorithm locates values using the peer ID
and guarantees that on average, any data object can be located in
O(logN) peer hops, N being the number of peers in the overlay.

Therefore, by provisioning a VPN among the nodes of a P2P
overlay network, we can enable feature of using secure com-
munication between the components of a service deployed on
multiple clouds. Furthermore, we promote an approach where a
distributed and scalable key management framework is utilized to
provide the cryptographic primitives used to establish secure tun-
nels among the nodes of the P2P overlay networks. The synergy
of these three technologies produces a scalable, secure and robust
inter-cloud communication solutionwhich is able to handle a large
number of communicating peers with considerably less manage-
ment complexity.

In this paper, we present the design and architecture of such an
Inter-Cloud Virtual Private Network (ICVPN) solution, which pro-
vides secure communication facilities to users that want to de-
ploy their cloud service’s components over the infrastructure of
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