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HIGHLIGHTS

We discuss an approach to enforce trustworthy computing on cheating environments.
We provide a model for autonomic, multi-round, distributed cloud computations.

The approach optimizes cost while detecting cheaters within a confidence threshold.
We evaluate the approach through extensive simulations.
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ABSTRACT

The increasing need for performing expensive computations has motivated outsourced computing, as in
crowdsourced applications leveraging worker cloud nodes. However, these outsourced computing nodes
can potentially misbehave or fail. Exploiting the redundancy of nodes can help guaranteeing correctness
and availability of results. This entails that reliable distributed computing can be achieved at the expense
of convenience.

In this paper, we provide a solution for a generic class of problems that distribute a parallel computa-
tion over a set of nodes where trustworthiness of the outsourced computation is important. In particular,
we discuss ANTICHEETAH, an approach modeling the assignment of input elements to cloud nodes as a
multi-round system. ANTICHEETAH is resilient to node cheating, even in scenarios where smart cheaters
return the same fake values. To this end, cost-efficient redundancy is used to detect and correct anoma-
lies. Furthermore, we discuss the benefits and pitfalls of the proposed approach over different scenarios,
especially with respect to cheaters’ behavior. Extensive experimental results are analyzed, showing the
effectiveness and viability of our approach.

© 2015 Elsevier B.V. All rights reserved.

1. Introduction

In the realm of cloud computing, the term Computing-as-a-
Service refers a form of totally-outsourced computing offered at dif-
ferent layers (IaaS, PaaS, SaaS) by many alternative cloud providers
(Amazon, Microsoft and Google, among the others). Software-as-
a-Service (SaaS), in particular, is increasingly widespread thanks
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to reduced licensing and management costs. In general High Per-
formance Computing-as-a-Service [1,2] allows system administra-
tors to avoid the setup and management costs due to the creation
and software configuration maintenance of computing nodes.
Furthermore, the Cloud offers cheap and scalable pay-as-you-go
resources where splitting and offloading computation of paral-
lel algorithms is feasible and convenient. However, many remote
computing nodes have historically been proven to misbehave, es-
pecially if they are rented with a pay-per-use approach [3]. As an
example, remote computing nodes can save their energy and space
resources by faking computation (i.e. pretending to compute) and
returning erroneous results. One possible example is returning a
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random result instead of calculating a computationally-intensive
function.
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Fig. 1. Use case: Node Njs is a cheater (the Cheetah).

In all these cases, tenants would like to have some guarantees
that service level agreements (SLAs) regarding reliability are met.
The problem of secure and reliable outsourced computation is not
novel, especially as regards the correctness and the timeliness of
returned results. The novelty of the problem, when contextualized
in the in cloud scenario, is that it is now economically feasible
for tenants to dynamically rent a large number of computing
resources (possibly from heterogeneous sources) at the same time.
An example is a service like Amazon Mechanical Turk [4], where
requester nodes offload computation to crowdsourced workers
rented on the Cloud. Hence, many computations could be offloaded
to potentially untrusted nodes.

This paper discusses effective approaches enforcing trustwor-
thy computing in a possibly cheating environment. The goal of the
proposed approach is to enable efficient reliable computation of
parallel functions of a large number m of elements over n nodes[5].
In particular, we discuss ANTICHEETAH, a novel solution for effi-
cient, reliable, distributed computing [6]. We aim to guarantee that
the distributed computation outcome is correct (within a reason-
able confidence interval percentage) even when cheating nodes
are present. The discussed threat model includes rational adver-
saries whose objective is to reduce their computing effort. The
proposed approach minimizes the cost of selected outsourced re-
sources while keeping the computing time below a given thresh-
old. In addition, ANTICHEETAH also minimizes management costs,
as the system self-configures and adapts to configuration changes.

In detail, ANTICHEETAH uses a reputation model to dynamically
create a new assignment matrix at every protocol iteration (round).
This allows the system to be efficient (with respect to computing
and communication costs and computing time) and effective
against smart cheaters.

Contribution of the paper. The multi-fold contribution of this paper
includes:

e discussing and modeling trustworthy distributed computing on
a possibly cheating environment;

o detailing ANTICHEETAH, a multi-round approach for effectively
distributing the workload over a large number of computing
nodes;

e evaluating ANTICHEETAH through extensive simulations, show-
ing that it achieves reliable workload distribution while guar-
anteeing reduced cost and timeliness of results;

e showing how, once the system is fed with its configuration
parameters, e.g. the cost and performance of the nodes, it
updates and adjusts the nodes’ parameters at each iteration,
e.g. to take into account their trustworthiness, without the need
of any external intervention;

e discussing the convenience of ANTICHEETAH over different
scenarios and conditions.

The paper is organized as follows. Section 2 describes the prob-
lem by introducing a use case where the proposed framework can
be deployed. It also presents the threat model and a taxonomy of
adversaries. Section 3 details the introduced framework, called AN-
TICHEETAH. Section 4 discusses the features of the ad-hoc built sim-
ulation engine and provides a rich set of results collected over some
real use-case examples. In Section 5 we provide some insights on
the effectiveness and convenience of the proposed approach. Sec-
tion 6 surveys relevant related work. Finally, Section 7 draws con-
clusions and introduces some hints for future extensions.

2. Problem statement

To provide the general context targeted by the proposed
framework, we first discuss a simple example scenario and then
detail the threat model.

Suppose that an Information Systems Manager (ISM) is willing
to perform a computationally-intensive task over a data set on a
cloud. In this scenario, there might be two main possible goals for
the ISM [6]:

e cost optimization: the ISM has to ensure that the computation
ends reliably within a given time frame and she is willing to
spend as little as possible.

e time optimization: the ISM has a maximum budget and she has
to reliably compute the function by minimizing the required
time.

In both scenarios, the ISM seeks some guarantee that the compu-
tation is performed correctly. In the first scenario in particular, the
ISM would like to have guarantees that the computation is cor-
rect (within a certain confidence level) and to minimize the cost
involved with renting cloud computing resources by keeping the
timeliness of the results before a predefined threshold.

Fig. 1 shows such generic scenario, where the ISM needs to
compute a function f on a vector X of length m, using a set of
nodes chosen from available cloud nodes, some of which may be
cheaters [5]. The output is itself a vector of length m where the
jth element is f(j). The ISM would be interested to know what
is the amount of cloud resources required to satisfy the above
requirements, i.e. correctness and cost-efficiency with a maximum
time (Tjhax ) to receive the results. X has to be sent to n cloud nodes
(VMs), where each node VM; has an associated unitary cost per
operation ¢; and the time to perform an unitary operation is t;.!
Given that we assume some of the nodes are cheaters, where the
percentage of cheaters (CheaterRate) is % where k is the number

T We assume that the application of f has the same cost and complexity for each
input.
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