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Finding of best sets of counter-measures to protect resources.
Dynamic countermeasures to face variations in the Risk Level (RL).

Method based on genetic algorithms with applicability in a real scenario.
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Resource protection according to the risk level (not under or overestimated).
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Risk-based access control systems are a new element in access control categories, incorporating risk
analysis as part of the inputs to consider when taking an authorization decision. A risk analysis over a
resource leads generally to temporal allocation of the resource in a risk level (e.g. high, medium, low).
Ideally, for each risk level and kind of resource, the access control system should take an authorization
decision (expressed like a permit or deny) and the system administrator should also trigger specific
counter-measures to protect resources according to their risk level. In a small access control system
with few resources it is possible for an administrator to follow the risk level changes and react promptly
with counter-measures; but in medium/large access control systems it is almost unfeasible to react in a
customized way to thousands of risk level emergencies asking for attention. In this paper we propose the
adoption of dynamic counter-measures (which can be integrated within access control policies) changing
along time to face variations in the risk level of every resource, bringing two main benefits, namely:
(i) a suitable resource protection according to the risk level (not under or over estimated) and (ii) an
access control system granting/denying access depending on the fulfillment of a set of security controls
applicable in an authorization access request. To define the most appropriate set of counter-measures
applicable for a specific situation we define a method based on genetic algorithms, which allows to find
a solution in a reasonable time frame satisfying different required conditions. Finally, the conducted
experiments show the applicability of our proposal in a real scenario.

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

conventional access control models: ACL (Access Control List)
[1,2], RBAC (Role-Based Access Control) [3,4], ABAC (Attribute-

Access control systems are used in a wide variety of scenarios Based Access Control) [5,6] and PBAC (Policy-Based Access
to manage privileges over resources, being the following the most Control) [7,8]. Risk-based access control systems [9,10] are the last

evolution in access control systems as they incorporate a risk level
analysis as main input for the authorization decision process. In
typical risk-based access control systems, the risk level calculation
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is usually focused on the protection of assets, being an asset
anything that has a value for the organization, i.e. information,
equipment, software, services, etc.
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Asset protection is achieved through counter-measures, secu-
rity controls or safeguards that are deployed by an organization in
order to avoid that intentional or no-intentional actions affect its
information assets. In this paper, a counter-measure cm will con-
sist of a specific security control category scc, plus an associated
effectiveness of such security control category E(scc), as we will
see later.

The risk level value, which can be estimated for an asset or a
group of assets, must be under a well defined maximum threshold
(acceptable risk) which is defined by the organization and repre-
sents the maximum risk level that such organization is willing to
accept [11] (either for each particular asset, or overall for the whole
organization).

The risk level can be measured using different risk analysis
methodologies, which are a core element in Information Security
Management Systems (ISMS), like the ones defined by ISO 27001
and ISO 17799 [12,13]. As shown in Eq. (1), the risk analysis
methodologies commonly include the following elements to
compute the risk level of a particular asset +, given a specific threat
T, RL(A, 7): (i) a factor related to the relevance of the asset 4
for the organization (impact I(4)), (ii) a factor associated to the
probability that a specific threat 7 can be truly materialized over
the asset A (probability of occurrence P(7, 4)) and (iii) a factor
regarding the effectiveness of the security controls implemented
in the organization to protect such asset -4, E(A).

RL(A, T)zw_ (1)
E(A)

As we can observe, whenever the probability of occurrence of
a given threat 7 over a specific asset 4, P(7, +), and the impact
of such asset A, I(+4), are not negligible, there will always exist an
associated risk level RL(+, 7) (from now on, for simplicity, also
noted just as RL), even if this is quite small due to a high security
control effectiveness E(»4). According to the standard ISO/IEC
27001 [14], in the risk level evaluation and treatment process every
organization evaluates the risk level of its assets and implements
security controls to reduce that risk level (by decreasing the
probability of occurrence of a threat 7, P(7°, +), and/or increasing
the effectiveness of the security controls over each of its assets -,
E(4)). However, after the corresponding risk level treatment, there
is always a residual risk level which is remaining.

Additionally, according to the widely applied standard ISO/
IEC 27005 [11], every organization should define the risk accep-
tance criteria, which determines how much an organization is
willing to accept rigks. A level of risk acceptance (RL(A, T) or,
for simplicity, just RL) can be defined for all the assets or for spe-
cific groups of assets, and considers organization policies, objec-
tives and interests of the different stakeholders. The levels of risk
acceptance are determined and approved by the managers of the
organization and require regular revision. As the context changes,
the risks do and therefore it is necessary to adjust the levels of risk
acceptance. In a continual improvement cycle for an Information
Security Management Systems (ISMS), it is normal to observe a
gradual decrement in the levels of risk acceptance (acceptable risk
values).

1.1. Motivation and contribution

The model previously introduced for risk-based access control
systems is in some way static, since it does not take into account
the fact that the impact of an asset «4, I(+), the probability of oc-
currence of a particular threat 7 over such given asset 4, P(T, 4),
and the security control effectiveness for that specific asset 4,
E(+), can change dynamically in short periods of time so that the
risk level RL(+, 7)) can become remarkably variable. Besides, these

systems use a set of static access control policies to process autho-
rization requests over the assets + of an organization; but due to
the dynamism of the aforementioned variables, it is reasonable to
think that a static access control policy does not apply to every situ-
ation, since the response of the system (authorization decision) has
to change and adapt to the current risk level of asset 4, RL(A, 7),
when a user is trying to access or manipulate it.

Current risk-based access control systems will use the risk
level computed for each asset + within an organization, RL(+A, 7),
to make their authorization decisions and, in the case of a high
risk level, every authorization request toward such asset + has a
high probability of being denied. Unless the risk level RL(A, 7)
decreases (actually, the probability of occurrence P(7, 4) or
impact I(+4)), the authorization decision will not change, since the
security controls are static and so their effectiveness E(+A) is not
adapting to the changing conditions.

Denying access is a way of protecting assets in a risky situation,
but it is rather not the most effective one for its blocking
consequences on the service delivery. On the other hand, defining
static security controls with an excessively high effectiveness E ()
in order to keep the risk level low, becomes self-defeating since this
can produce an overestimated protection for an asset 4 which does
not really need it, or at least, not all the time. Furthermore, when a
risk level variation occurs, the system administrator should trigger
specific counter-measures to protect every asset 4 according to
the current risk level RL(+A, 7). Yet, if the risk level rapidly varies
in short periods of time for many assets (e.g. in medium large
infrastructures) it is a cumbersome task for a system administrator
to manually handle each risk level variation in a proper and timely
fashion.

Thus, the main contribution of this paper lies in the definition,
implementation and evaluation of a method inspired on evolutive
algorithms to assist risk-based access control systems by dynami-
cally finding a catalog of the best set of counter-measures describ-
ing how to adapt the access control policies related to a specific
asset »4, in order to effectively and efficiently protect such asset
according to its current risk level RL(A, 7).

In particular, these optimal counter-measures are devoted to
adapt the effectiveness E () of the applied security controls and,
in turn, the measured risk level for such specific asset #, RL(A, T),
to meet the pre-defined acceptable risk level RL(A, 7).

The following main features and benefits can be named:

e In contrast to traditional risk-based access control systems,
where the access control policies remain static regardless the
variation in the risk level of the assets belonging to an organi-
zation, with this method inspired on evolutive algorithms the
access control policies are dynamically re-shaped, adapting this
way the effectiveness of the security controls over a specific as-
set A, E(4), and consequently modifying its current risk level
RL(A, T).

e Such mechanism is able to promptly and accurately react to
sudden and numerous variations of the risk level of several as-
sets within an organization in an autonomous and automatic
way, releasing human system administrators from the over-
whelming task of manually adapting the security controls of
each asset to protect them in such a dynamic environment.

e Instead of adopting the simplistic, but at the same time dras-
tic and counter-productive remedy of denying access to an
asset 4 whenits current risk level RL(+, 7°) exceeds the accept-
able risk RL(+, 7°), this method is able to find the optimal set
of counter-measures specific for the current risk level of such
asset -4, RL(4A, 7°), not under or over estimating its protection,
achieving the right balance between risk control and service
denial.
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