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a b s t r a c t

We propose a novel trust framework to address the issue of ‘‘Can Alice trust Bob on a service?’’ in
large online social networks (OSNs). Many models have been proposed for constructing and calculating
trust. However, two common shortcomings make them less practical, especially in large OSNs: the
information used to construct trust is (1) usually too complicated to get or maintain, that is, it is
resource consuming; and (2) usually subjective and changeable, which makes it vulnerable to vicious
nodes. With those problems in mind, we focus on generating small trusted graphs for large OSNs, which
can be used to make previous trust evaluation algorithms more efficient and practical. We show how
to preprocess a social network (PSN) by developing a simple and practical user-domain-based trusted
acquaintance chain discovery algorithm through using the small-world network characteristics of online
social networks and taking advantage of ‘‘weak ties’’. Then, we present how to build a trust network (BTN)
and generate a trusted graph (GTG) with the adjustable width breadth-first search algorithms. To validate
the effectiveness of ourwork and to evaluate the quality of the generated trusted graph, we conductmany
experiments with the real data set from Epinions.com. Our work is the first that focuses on generating
small trusted graphs for large online social networks, andwe explore the stable and objective information
(such as domain) for inferring trust.

© 2012 Elsevier B.V. All rights reserved.

1. Introduction

Millions of people are joining online social networks every
day, interacting with others who they did not know before.
Establishing trust among those indirectly connected users plays
a vital role in improving the quality of social network services
and enforcing the security for them. The way in which a system
discovers, records, and utilizes reputation information to form
trust, and uses trust to influence a user’s behavior, is referred
to as a ‘‘reputation and trust-based system’’ [1]. Reputation and
trust systems are seen as ‘‘soft security’’ mechanisms, which use
collaborative methods for assessing the behavior of members
in the community against the ethical norms, making it possible
to identify and sanction those participants who breach the
norms, and to recognize and reward members who adhere to
the norms [2]. Two common shortcomings make previous trust
systems less practical, especially in large OSNs, that is, the
information used to construct trust is (1) usually too complicated
to get or maintain—it is resource consuming; and (2) usually
subjective and changeable, which makes it vulnerable to vicious
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nodes. With those problems inmind, we focus on generating small
trusted graphs for large OSNs, which can be used to make previous
trust evaluation algorithms more efficient and practical, as well as
resistant to vicious attacks.

1.1. Application scenario and our motivation

Most interactions between two users in online social networks
can be brokendown into the scenario seen in Fig. 1: Alice is a service
requester, and Bob is a service provider. Bob is the target whose trust
is to be evaluated along with the topic of one of his services, and
Alice’s question, ‘‘Can I trust Bob on this service?’’

An effective trust evaluation algorithm is expected to provide
a proper answer for Alice. However, most of the existing trust
evaluation algorithms are only effective on small-scale networks,
which are often represented by several short trusted paths or small
trusted graphs. Furthermore, how we can get such small trusted
graphs has not been solved in any related literature. Therefore,
there is a large gapbetween large social networks and small trusted
graphs [3,4]. Our motivation is to bridge this gap.

In this paper, we mainly focus on Web-based social networks
where users can provide user-generated content and construct
a list of trusted neighbors, and most importantly, the content
can be classified into categories by design. The categories are
important, for they will be used to define the users’ domain,
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Fig. 1. A scenario of trust evaluation.

which will be further used to compute the social distance between
a user and his neighbor. Based on this, we propose the PSN
(preprocessing the social network) algorithm. The fundamental
theory is Granovetter’s [5] famous theory (a highly-influential
sociology paper with over 20,000 citations, according to Google
Scholar). This theory, known as ‘‘The Strength of Weak Ties’’,
discussed the spread of information in social networks. In his
theory, it is discovered that weak ties are dramatically valuable,
because they are usually the source of new information.

Let us take a look at the scenario in Fig. 1. To make a decision
about whether or not to trust Bob, it is natural for Alice to ask
her neighbors for suggestions. Next, her neighbors will ask their
own neighbors. They will continue to repeat this asking process
until they connect with someone who knows Bob. This process is
a typical breadth-first search.

It has been widely documented that social networks bear sig-
nificant traits of small-world networks [6]. Small-world network
theory tells us that there exist short path(s) for any two persons
(at leastmost, if not all) in theworld. However, in online social net-
works, a user usually has hundreds of neighbors, which results in
the high complexity of the breadth-first search. So, it is very chal-
lenging to efficiently locate the short paths hiddenwithin the enor-
mous network.

Some existing research provided a solution that sets a limit
to the search length, based on small-world network theory, such
as the work in [7,8]; others made use of small-world network
models for analysis or simulation. For instance, Watts’s small-
world network model [6] was used in [9,10]. In this paper, we
propose a flexible approach in which the width of the breadth-
first search is adjustable. Our key idea is: (1) to select long contacts
to reach the target quickly, according to the theory of ‘‘weak
ties’’; and (2) to discover capable neighbors who can give effective
suggestions in each step of the breadth-first search based on their
topic-related degrees and target-related degrees.

1.2. The concept of trust

We take the natural definition of ‘‘trust’’, that is, Golbeck’s [9]
definition in the context of a social web where ‘‘trust in a person is
a commitment to an action based on a belief that the future actions
of that person will lead to a good outcome’’.

We also distinguish ‘‘referral trust’’ from ‘‘functional trust’’,
which were first proposed by Jøsang [11]. In our work, ‘‘referral
trust’’ represents the ability to recommend a good target, while
‘‘functional trust’’ represents the true ability of a target from his
direct neighbor’s point of view. For example, Alice needs to have
her car serviced, so she asks Bob for his advice about where to
find a good car mechanic in town. Bob is thus trusted by Alice to
know about a good car mechanic (which is called ‘‘referral trust’’).
Also, Bob trusts Eric to be a good carmechanic because of his direct
experience; this kind of trust is called ‘‘functional trust’’.

Another challenge with trust evaluation is taking proper
information for inferring trust through trusted paths. Frequently
used information, such as reputation, similarity, and explicit

ratings, is often subjective, and can be easily changed by users.
In this paper, we explore stable and objective information for
inferring trust.

1.3. Our contribution

Based on the above analysis, we propose a trust framework
called SWTrust. In this paper, we do not extend our work into
developing integrated trust evaluation models, but rather, we
focus on generating trusted graphs from large online social
networks that could then be incorporated in the existing models
to make them more efficient and practical. Our key ideas and
contributions are as follows:
• In order to solve the key challenge of ‘‘discovering short

trusted paths efficiently’’, we propose a novel user-domain-
based trusted acquaintance chain discovery algorithm for pre-
processing a large social network (PSN), based on the theory of
‘‘weak ties’’.
• We provide both centralized and distributed breadth-first

search algorithms for building a trust network, based on the
trusted acquaintance chains discovered by the PSN process.
Moreover, we differentiate between referral trust and functional
trust, and explore the stable and objective information (such
as domain) for inferring trust, which can weaken the effect of
vicious nodes.
• We conduct a lot of experiments with the data set from

Epinions.com, and the results show the effectiveness of our
work. In addition, we obtain many interesting and useful
findings from the experiments.

The remainder of this paper is organized as follows: Section 2
surveys related work in the literature and presents our approach.
Section 3 describes the overview of the SWTrust framework.
Sections 4–6 respectively describe one of the three key steps
of the SWTrust framework. Section 7 describes the experimental
design, shows the numerical results that are obtained through the
evaluation of SWTrust, and provides their physical interpretations.
Finally, Section 8 concludes this paper and suggests future work.

2. Related work

Relationship-oriented networking tries to provide better secu-
rity, usability, and trust in the system, and allows different users
and institutions to build trust relationships within networks simi-
lar to those in the real world [12]. Online social networks are one
of such networks. Therefore, building trust relationships is a key
issue for online social networks.

Wang and Wu proposed FlowTrust to infer trust with network
flows [3] and MeTrust for trust management with multi-trusted
paths, based on multi-dimensional evidence [4]. In both papers,
they presented the strong necessity of generating small trusted
graphs.

Mármol and Pérez [13] summarized features of trust and
reputation models, in which ‘‘gathering behavioral information,
scoring and ranking entities, entity selection, transaction, and
rewarding and punishing entities’’ are five components of a
complete model. In this paper, we do not extend our work into
developing an integrated trust evaluation model, but rather, we
focus on generating trusted graphs that could then be incorporated
in the existing models, which can be taken as the first three
components of a complete model.

2.1. Local and global trust

The advantages and disadvantages of local and global trust
metrics are discussed in detail in [7]. The authors pointed out
that the local trust metric is more accurate when considering a
personal view. In this paper, we mainly go the way of the local
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