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h i g h l i g h t s

• Approach for the reduction of complexity in reconfiguration protocols.
• Suitable for reconfiguring dynamic distributed real-time SOA applications.
• Elaboration of the key phase for complexity reduction: real-time prune algorithm (RTPrune).
• Achievement of time bounded reconfiguration obtaining 90% reduction of graph complexity.
• Validation on a simulation tool built for the iLAND middleware.
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a b s t r a c t

Next generation distributed real-time systemswill be complex high-performance environments contain-
ing applications with a flexible structure, integrating a large number of nodes of heterogeneous nature
characterized by multiple and decoupled software units scattered all over the distributed environment;
they are expected to offer data-intensive capabilities throughmerging the processing power of large num-
bers of nodes. These systemswill have increased dynamic behavior by suffering frequent reconfigurations
or state transitions resulting, among others, from the changing nature of the processed data. Handling the
dynamics of these systems in real-time is a complex problem that requires to impose some bounds to
the structure of the system to really achieve timely response not only during normal operation but also
in the event of reconfigurations. In this paper, we present an approach to achieve real-time reconfigu-
ration in distributed real-time service-based systems modeled as graphs. A reconfiguration requires to
search for a new schedulable/valid solution or state from a complete system graph that contains all ten-
tative solutions; each of these solutions will have undergo a schedulability analysis to determine if it is a
valid solution; if the system graph is too complex, the overall time required for the schedulability check
can be exponential with respect to the size of services and service implementations; this may lead to
an unbounded reconfiguration time. In this paper, we present an approach to reduce the complexity of
the system graphs so that a summarizing one that contains valid solutions is analyzed and not the com-
plete system graph. We have implemented this mechanism inside the iLAND service reconfiguration and
composition components to validate the proposed concepts and ideas; the reduction of the space of so-
lutions with the presented approach is very high, which dramatically decreases the computation time of
the reconfiguration process.

© 2013 Elsevier B.V. All rights reserved.

1. Introduction

Service Oriented Architectures (SOA) are today an active re-
search field with significant progress in web-service (WS) based
technologies. Distributed systems based on services increase the
decoupling of components and increase the flexibility of the
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system as a whole in a way that new components and functional-
ity pieces are easy to integrate compared to themonolithic deploy-
ments. In such a scenario, services are self contained functionality
units that interoperate with other services by exchanging mes-
sages. They can be composed to construct enhanced functionality
units called applications. In such a context, applications can suf-
fer transformations by simply replacing one service by a different
one or by a different implementation of the same service. In mod-
ern systems, this is a powerful characteristic that enhances the
flexibility of systems at the cost of introducing dynamic behav-
ior. These transformations are called reconfigurations, i.e., the pro-
cess by which a system that is in a current state evolves to a
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target state. Software-level reconfiguration has been traditionally
approached from very different domains. The software engineer-
ing point of view has mainly presented a new component technol-
ogy for easy (though not timely) replacement of functionality [1];
real-time theory has developedmode changing protocols and algo-
rithms to ensure time-bounded transitions;more recently, service-
oriented paradigms have focused on service composition although
being silent about timing issues since their main target is still gen-
eral purpose distributed systems. We target distributed real-time
systems based on distributed services, and, in such a context, it
is necessary to provide mechanisms for time-deterministic execu-
tion of the applications not only during normal operation but also
during the reconfiguration process. For this, it is essential to elimi-
nate or, at least, alleviate all sources of complexity in the reconfig-
uration process. The presented work is embedded in the context
of the iLAND project [2] where we have developed an approach
for time-bounded reconfiguration of distributed service-based ap-
plications. In iLAND, we define applications as graph based struc-
tures where nodes are the services and the links represent the
message exchanged between them. Each service may have differ-
ent service implementations, that are different versions of the same
service providing the same functionality but with different out-
put qualities and, as a consequence, different resource demands.
A running application is a path of the graph of service implemen-
tations. As a consequence, reconfiguring an application consists of
replacing one path by another. The reconfiguration process implies
a selection of the new system configuration to make the transition
to. This selection is performed according to both the schedulabil-
ity or timeliness of the solution and the proximity to the desired
application-level quality of service. We consider the end-to-end
processing time of a distributed application as the Quality of
Service value. Prior to the selection of the new state or solution,
all tentative solutions have to be identified; after, they undergo a
schedulability test. The new statewill be selected from the schedu-
lable solutions according to their proximity to the application-level
QoS value. For the sake of efficiency and timeliness, the number
of tentative solutions has to be as small as possible. One of the
main problems is how to dealwith complex graphswhen real-time
reconfiguration is needed. Searching through the complete space
of solutions to obtain the new valid state to switch to can be un-
manageable specially at run-time. Even with medium complexity
graphs, it is desirable to reduce the space of solutions to search
from. In this paper, we provide an approach to reduce the space
of possible solutions that a reconfiguration process will consider
to decide on the new state for making the transition. Firstly, we
present the reconfiguration process and its logical break down into
several time-bounded phases. After, the most complicated phase
that is the reduction of the space of solutions of a graph is dealt
with. Our approach is validated showing how we improve sub-
stantially the reconfiguration time. This paper is organized as fol-
lows.We present the related work in Section 2. Section 3 describes
the main characteristics of the reconfiguration in distributed real-
time systems. Section 4 presents our approach to reduce the graph
complexity with a mechanism named RTPrune. Section 5 presents
the validation of our approach. Section 6 concludes the paper and
presents future work.

2. Related work

Service-based environments as described in iLAND [2] come
from the traditional structuring of applications into functional-
ity pieces with well-defined interfaces. Research on service-based
paradigms has traditionally been applied to web-services [3,4],
that is only a special part of service-oriented computing [5]. Web
environments are typically not sensitive to real-timedeadlines, but
they are being used in projects that target industrial systems such
as SOCRADES [6] where web services were applied to manufactur-
ing and SIRENA and OASIS [7] where DPWS (Device Profile Web
Services) middleware enables the interaction with the embedded

nodes present at the factory floor. Also, other contexts for educa-
tional remote monitoring and control apply the service oriented
paradigm [8,9]. In this context, timeliness is not handled from a
real-time scheduling perspective but from an efficient low-level
programming that yields acceptable performance results for em-
bedded domains. Other work as [10] merged web services with
CAMEX for industrial electronics devices applied to production en-
vironments. From a real-time perspective, some projects applied
resource management in the context of distributed systems using
SOA for interoperability among nodes. This is the case of [11], being
limited about the schedulability of the complete system not con-
sidering the network effects. It does not aim at reconfiguration but
rather it uses SOA for interoperability among nodes where a cer-
tain level of resource management and enforcement takes place.
Also, project RTLlama [12] proposed a similar approach based on
resource reservations and estimations of the response time of ser-
vices; a centralized algorithm for service composition is used that
is based on the calculation of the shortest path. Other approaches
as [13] enhance the SOAmodel to provide a composition algorithm
with the goal of supporting real-time applications. This approach
does not consider the network effects as it uses a light real-time
characterization which is not realistic in the domain.

Other real-time SOA efforts as [14] provide data transforma-
tion services that must be time-bounded. Their assumptions are
the a-priori knowledge of the execution times of services, but the
schedulability of the complete system is not considered, this con-
tradicts the real-time guarantees. Therefore, reconfiguration is not
a new concern. It has been studied in different domains but rather
limited to centralized systems as [15–17] (in which a set of time-
bounded steps were defined); or in the distributed systems do-
main, they were silent about timeliness as in [18,19]. Domains
such as industrial systems have also received contributions for
flexible architectures for safe execution and efficient data delivery
(e.g. [20–22]). The majority of the analyzed related work proposes
interesting solutions to web service composition for the general
computing environments. However, they lack the adequatemodel-
ing of the real-time properties of services, the considerations of the
schedulability of the system as a whole, the timely reconfiguration
solutions, and the timely execution and communication guaran-
tees for services. In this paper, we present an approach for over-
coming the restriction of lack of timely reconfiguration by focusing
onone aspect of the reconfiguration process that is essential to pro-
vide efficient reconfiguration in complex service-based systems;
we present an approach for dramatically reducing the number
of tentative solutions that must be checked for schedulability in
the system; we provide a solution that is efficient in the transi-
tion and in the calculation of the target state based on the reduc-
tion of the complete space of possibilities. We identify the differ-
ent reconfiguration phases, and we focus on the real-time prun-
ing phase where the pruning of the space of solutions of the sys-
tem takes place. Our previously presented reconfiguration contri-
butions concentrate on in the iLANDmiddleware framework [2,23,
9,24] providing low-level mechanisms for real-timemode changes
as [16], providing resource management techniques based on pri-
ority management [17,25], time bounded server composition al-
gorithms as [3], and a real-time schedulability framework based
on budget scheduling as [26]; however, all of them leave aside the
real-time pruning phase which is essential to achieve real-time re-
configuration, and that is presented in this paper.

3. Distributed real-time reconfiguration

3.1. Real-time service model and related components

Timely reconfiguration in distributed real-time systems is not a
trivial task. For open distributed systemswith lack of restrictions it
is, in fact, not solvable with the available computing paradigms, i.e,
a set of bounds and limitations to the structure of systems need to
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