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a b s t r a c t

It has been a subject of a significant amount of research to automate the execution of workflows (or
business processes) on computer resources. However, many workflow scenarios still require human
involvement, which introduces additional security and authorization concerns. This paper presents
a novel mechanism for modeling the execution of workflows with human involvement under Role-
based Authorization Control. Our modeling approach applies Colored Timed Petri-Nets to allow various
authorization constraints to be modeled, including role, temporal, cardinality, BoD (Binding of Duty),
SoD (Separation of Duty), role hierarchy constraints etc. We also model the execution of tasks with
different levels of human involvement and as such allow the interactions betweenworkflowauthorization
and workflow execution to be captured. The modeling mechanism is developed in such a way that the
construction of the authorization model for a workflow can be automated. This feature is very helpful for
modeling large collections of authorization policies and/or complex workflows. A Petri-net toolkit, the
CPN Tools, is utilized in the development of the modeling mechanism and to simulate the constructed
models. This paper also presents the methods to analyze and calculate the authorization overhead as
well as the performance data in terms of various metrics through the model simulations. Based on
the simulation results, this paper further proposes the approaches to improving performance given the
deployed authorization policies. This work can be used for investigating the impact of authorization, for
capacity planning, for the design of workload management strategies, and also to estimate execution
performance, when human resources and authorization policies are employed in tandem.

© 2012 Elsevier B.V. All rights reserved.

1. Introduction

Business processes or workflows are often used to model
enterprise or scientific applications [1–4]. A workflow consists
of multiple tasks with ordered execution, i.e., a task can only
start execution after another task in the workflow has completed
(the former task is called the latter’s child). It has received
considerable research interest to automate workflow executions
on computer resources, which has led in part to BPEL being
proposed as a standard for specifying and executingworkflows [4].
However, many workflow scenarios still involve human activities
and will be comprised of a mixture of human tasks and computing
tasks (which we term a hybrid workflow in this paper) [5–9].
For example, in IT-based video production workflows [9], human
interactions are still required for decision making and artistic
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choices (e.g., video editing decisions). In mortgage business
processes in banks [10], various human tasks (e.g., a manual
approval step is required if the mortgage value exceeds some
amount) could be involved in order to make the final decisions.
Indeed, in many application domains, the completion of a task in
a workflow replies on the subjective judgment of human. It would
be very difficult, if not possible, to use computers to completely
replace humans in such scenarios.

In traditional workflow management systems, human inter-
actions in a workflow are not well supported, and therefore a
workflow with human involvement can be regarded as a semi-
automated workflow [11]. Motivated by the requirements of in-
tegrating human interactions into business processes, research
exists to support human tasks in workflow contexts. WS-
HumanTask and BPEL4People, which have been proposed to over-
come the lack of support for human activities in BPEL [11,10], are
the exemplar products of these research efforts. WS-HumanTask
and BPEL4People enable the integration of human tasks into busi-
ness processes, and therefore the executions of theworkflows con-
taining human tasks can also be automated [11,10].

Human involvement introduces authorization concerns, requir-
ing restrictions on who is allowed to perform which tasks at what
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time. Research has been conducted to attach authorization infor-
mation (such as roles and permissions) to activities, and to im-
pose authorization constraints (such as separation of duty) on
workflowexecutions [12–18]. For example, in BPEL4People, autho-
rization concepts such as roles and permissions are defined, and
various authorization constraints are supported, including cardi-
nality constraints, separation of duty, binding of duty, etc. The
authorization specified in BPEL4People can be categorized as Role-
based Authorization Control (RBAC), under which users are as-
signed to certain roles, while the roles themselves are associated
with prescribed permissions.

When we assess resource capacities, or evaluate the perfor-
mance of workflow executions on supporting platforms, it is often
assumed that when a task is allocated to a resource, the resource
will accept the task and start the execution once a processor be-
comes available. However, when human activities and authoriza-
tion constraints are taken into account, the issue can become
complex. The following example illustrates such a situation.

A bank will need both human activities and computing-based
activities to support its business. A workflowwill typically contain
both Human Tasks (HT) and Computing Tasks (CT): A human task
may consist of a person (or a user in the RBAC terminology)with an
official position (or a role in RBAC, e.g., a branch manager) signing
a document; a computing task may involve running an application
on a computing resource to assess risk for an investment. Further,
the computing applications may be hosted in a central resource
pool (e.g. a cluster), and the invocation of an application may
be automated without human intervention, which we term an
Automated Computing Task (ACT), or for security reasons, can only
be initiated by a userwith a certain role and be executed under that
role/user, which we term a Human-aided Computing Task (HCT).
The following authorization constraints are often encountered in
such scenarios [17]: (1) Role constraints: A human taskmayonly be
performed by a particular role; a computing application may only
be invoked by assuming a particular role; (2) Temporal constraints:
A role or a user is only activated during certain time intervals
(e.g., a staff member only works in morning hours); (3) Cardinality
constraints: The maximum number of tasks (computing or other)
running simultaneously under a role is N; (4) Separation of Duty
constraints: If TaskA (HT or CT) is run by a role (or a user), then Task
B must not be run by the same role (or user); (5) Binding of Duty
constraints: If Task A is run by a role (or user), then Task B must
be run by the same role (or user); (6) role hierarchy constraints: if
multiple roles are eligible and available to run a task, the taskmust
only assume the role with the least privilege.

In real-world applications, a more complex task may contain
both human and computing activities. For example, a taskmay first
require a person to handle the task, and then require a computing
application being invoked to compute additional data. Such a
complex task can be regarded as the combination of an HT and an
ACT/HCT. Therefore, in this paper, we assume that the time spent
by a user handling an HCT is negligible.

It is common to find such authorization constraints and inter-
action between human and automated activities; our domains of
interests include healthcare systems [19], the video management
domain [9] and the manufacturing community [6,20]. Human in-
tervention and associated authorization clearly affects the process-
ing of tasks and impacts on both application-oriented performance
(e.g. mean response time of workflows) and system-oriented per-
formance (e.g. utilization of the computing resource pool). Obtain-
ing these performance data will be critical in capacity planning,
designing authorization policies and developing workflow man-
agement strategies.

To date, little attention has been paid to investigating perfor-
mancewhen running hybridworkflows under deployed authoriza-
tion policies. The purpose of this paper is to model execution and

authorization of hybrid workflows that are supported by cluster-
based resource pools. Various types of authorization constraints
are modeled in this paper, including role constraints, temporal
constraints, cardinality constraints, Binding of Duty (BoD), Sepa-
ration of Duty (SoD) constraints, and role hierarchy constraints.
Workflow executions, as well as the interactions between work-
flow execution and authorization controls are also modeled in this
paper. In this paper, the Timed Color Petri-Net (TCPN) formalism
is applied to model workflow authorization and execution. More-
over, the modeling mechanism is developed in such a way that the
model construction can be automated. This feature is very helpful
in modeling a large collection of authorization policies or complex
workflows.

The constructed models are then simulated and analyzed
to obtain various performance metrics, including authorization
overhead, system-oriented performance (e.g., utilization and
throughput) and application-oriented performance (e.g., response
time of workflows).

A high level Petri-net tool, called the CPN Tools [21,22], is uti-
lized to implement and simulate the model. Based on the model
simulations, the methods are proposed to analyze the authoriza-
tion overhead and the performance bottlenecks in the system. Fur-
ther, we propose the approaches to enhancing performance under
the specified authorization constraints.

The work presented in this paper can be used for capacity plan-
ning, designingworkloadmanagement strategies, or for estimating
application performance in the presence of authorization policies.
Since we can calculate from the models the overhead caused by
the authorization constraints, this work also provides insight into
how to tune performance by adjusting authorization policies so as
to achieve a good balance between performance and security over-
heads.

Note that this paper investigates the executions of hybridwork-
flows (containing both computing tasks and human tasks) at an
abstract level. Whether the execution of a hybrid workflow is
semi-automated or automated is an implementation issue (de-
pending on whether the workflow execution is programmed us-
ing BPEL4People or traditional workflow management methods),
which does not affect the results obtained in this paper.

The remainder of this paper is organized as follows: Section 2
discusses related work; Section 3 introduces the Timed Color
Petri-Net formalism applied in this paper; workflow authorization
and execution are modeled in Section 4; model simulations and
overhead analysis are discussed in Section 5. Section 5 also
presents the approaches to reducing authorization overheads and
improving performance. Section 6 presents the simulation results
and, Section 7 concludes the paper.

2. Related work

Workflow management has been extensively studied and as
a result is well documented in related literature [23,1,24,3].
Much of this research is aimed at automating the execution,
and enhancing the performance, of workflows in parallel and
distributed systems [1],43. Some of this research has also utilized
Petri-nets to model workflow execution. However we note that
their work does not formally investigate the performance of
workflow execution under authorization constraints.

Research has also been conducted on the topic of security and
authorization constraints in the workflow context [25,14,26–28,
16]. Some of this research also uses Petri-nets to model autho-
rization constraints. The work presented in this paper differs from
this research in the following respects: First, the work found in the
literature [26] does not differentiate human tasks and computing
tasks, and does not model the interactions between workflow au-
thorization and workflow execution. The work presented in this
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