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In a multi-valued model of a system, both the system transitions and the state labels are
assigned values from a lattice. We formalize our framework based on bilattices, consisting
of a truth lattice and an information lattice. Formulas are interpreted on the truth lattice.

Keywords: The information lattice determines how definite the value is, in terms of the concrete
Multi-valued model checking system being modeled.

Mu-calculus Our compositional approach views each component as an abstraction of the entire system
Bilattices and checks it separately. Only if all individual checks return indefinite values, the parts of the
Mixed simulation components which are responsible for these values, are composed and checked. If the latter
Refinement check is still indefinite, a refinement of the multi-valued system is needed. Refinement is

Compositional model checking aimed at increasing the information level of model details.
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1. Introduction

In this work we present a framework for fully automated compositional verification of w-calculus specifications over
multi-valued systems, based on multi-valued abstraction and refinement. Our interest in such a framework stems from the
fact that multi-valued modeling is widely used in many applications of model checking. It is used both to model concrete
systems more precisely and to define abstract models.

Multi-valued models enable a more precise modeling of concrete systems by distinguishing between several levels of
uncertainty and inconsistency [5,10,6,24,39,37]. These models have been widely used for abstraction as well [54,55,2,31,36,
32].

For example, 3-valued models are used to describe models with partial information [5], using true and false to model
known values, and indefinite to model an unknown value. Such models can also be the result of abstraction which collapses
together multiple states. In case one state has an outgoing transition in the concrete system and another does not, the
transition will have an indefinite value in the abstract (3-valued) model. 4-valued models can model disagreement and
their generalizations are used to handle inconsistent views of a system [24,39], by considering tuples of values, where each
index in the tuple represents one view. Temporal logic query checking [10,6,37] can also be reduced to multi-valued model
checking.
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Multi-valued models, both abstract and concrete, may still suffer from the state explosion problem. Two of the most
successful approaches for fighting this problem in classical (2-valued) model checking are abstraction-refinement and
compositional verification. Abstraction-refinement is an iterative process, in which a model is abstracted by removing or
simplifying details, model checked, and if an inconclusive result is obtained due to the abstraction, the abstract model is
refined by adding more details into it. In compositional model checking, parts of the system are verified separately in order
to avoid the construction of the entire system. Typically, some information needs to be exchanged between these checks in
order to enable verification of the system.

In this work, we develop a compositional multi-valued model checking based on abstraction and refinement.

The first step we take in formalizing our multi-valued framework is to consider bilattices [26] as part of our framework.
A bilattice defines two lattices over a given set of elements: the truth lattice and the information lattice, each accompanied
with an order. Formulas interpreted over a multi-valued model are evaluated with respect to the truth lattice. On the other
hand, the relation of “more abstract” over models is based on the information lattice: Roughly, a model M is more abstract
than a model M if values of atomic propositions labeling states and values of transitions between states in M, are smaller
or equal by the information order than the corresponding values in M;. Consequently, the valuation of a formula in M,
will be smaller or equal by the information order than its value in M. In fact, since we consider the full w-calculus (which
combines existential and universal quantifiers), a bidirectional correspondence between transitions of M1 and M, is needed.
To capture this bidirectional correspondence, we define a mixed-simulation relation, based on the information lattice.

Bilattices provide a natural way to identify lattice elements that are consistent, meaning that they represent some con-
crete elements of the bilattice (to be formalized later). We can also identify elements that are definite. Those are the
elements that represent conclusive results and need not be refined anymore. In most of the work we restrict the dis-
cussion to Consistent Partial Distributive Bilattices (CPDB), which consist of exactly all the consistent elements. In Section 7
we consider also full distributive bilattices. In particular, we discuss the interesting special case of the 4-valued Belnap
bilattice.

We attempt to address compositional verification for our context in a similar manner to [58]. There, abstraction and
compositional verification are joined in the context of 3-valued abstraction: each component M; of a composed system M
is lifted into a 3-valued model M;1 which forms an abstraction of M. Model checking a formula ¢ on M;1 can result in
either a definite value true or false, or an indefinite value. In the former case, it is guaranteed that the result is also the value
of ¢ on M. In the latter case, however, nothing can be deduced about the composed system. If the checks of all individual
components return indefinite values, then the parts of the components which are responsible for these values are identified,
composed, and model checked. Thus, the construction of the fully composed system is avoided. Finally, if the composed
system is in itself abstract, the check of the partially composed system might still be indefinite, in which case a refinement
is applied to each component separately.

For our multi-valued framework, once we establish our setting by means of bilattices, we can fill in the rest of the
framework’s ingredients. First, we define the notion of composition of multi-valued systems. Next, for model checking, we
use the model checking algorithm for multi-valued systems and the alternation-free p-calculus, suggested in [57]. We also
show, in case the checks on individual components are indefinite, how to identify, compose, and check the parts of the
models that are needed for the checked formula. As we exemplify later, the resulting composed system is often much
smaller than the full composed system. Finally, we develop a heuristic for finding a criterion for refinement, in case the
model checking of the composed system returns an indefinite result.

In the framework above we do not discuss the construction of multi-valued abstract models. This is investigated for
instance in [38], which presents a methodology for a systematic construction of an abstract model from a given concrete
one.

Other works deal with several aspects of multi-valued model checking (as discussed in Section 8), but to the best of
our knowledge none investigates a compositional approach. Our framework for compositional multi-valued model checking
is applicable to any multi-valued model defined over a CPDB. We also show the applicability of our approach to multi-
valued models defined over full distributive bilattices, with STE [54] and YASM [36] as concrete examples. We consider
specifications given as w-calculus formulas, but with certain adaptations, different logics can be handled as well.

To summarize, the main contributions of this work are:

e We present a framework for fully automated compositional verification of multi-valued systems with respect to
p-calculus specifications. The framework is based on multi-valued abstraction-refinement. To the best of our knowl-
edge, this is the first compositional approach for multi-valued model checking.

e We apply our framework to the alternation-free p-calculus model checking algorithm. In particular, we develop an
algorithm for refinement in this context.

o We formalize our framework based on bilattices, consisting of a truth lattice and an information lattice. This allows to
naturally define the consistent and definite elements in the bilattice. It also provides a clear definition of abstraction
and refinement in the multi-valued context. It thus provides a better understanding of the multi-valued framework.

e Based on the information order of a bilattice, we define a mixed simulation relation over multi-valued models, preserv-
ing p-calculus specifications.
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