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Meshram et al. proposed an ID-based cryptosystem based on the generalized discrete
logarithm problem (GDLP) and the integer factorization problem (IFP) in 2012, and
their contribution lies in that they firstly proposed an idea to construct the ID-based
cryptosystem without using the bilinear pair. This scheme can achieve the security goal
of protecting data and prevent the adversary from snooping the encrypted data or the

user's private key. However, our analyses show that their scheme is still incorrect and
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has a deadlock problem, because the user cannot carry out the encryption process as
expected because it is required for the user to own the key authentication center’s private
information which is designed to be secret to users. A solution to the deadlock problem is
given and an improved scheme is proposed.

© 2013 Elsevier B.V. All rights reserved.

1. Introduction

Secure communication requires secure key distribution
between users, and the design of effective session key dis-
tribution protocols is a hot topic in the field of cryptogra-
phy [1]. The public key cryptosystem can effectively solve
the session key distribution problem in an open network
environment, but each user should authenticate the public
key of the partner before using it. The public key infras-
tructure (PKI) is proposed to implement the authentication
of the public key, but it leads to large management over-
heads.

The concept of the identity-based (ID-based) cryptosys-
tem was introduced by Shamir in 1984. According to
Shamir’s idea, the public key of each user is just extracted
from his public identity information, such as e-mail ad-
dress, ID number [2]. Using each user’s public identity as
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his public key can avoid the problem of authentication of
the public key, and it enables users to establish the session
key in the non-interactive form. However, Shamir only suc-
ceeded in constructing an identity-based signature scheme.
Only when Boneh et al. [3] constructed ID-based encryp-
tion from the Weil pairing, did the ID-based cryptosystem
become practical. However, the bilinear pair operations
make the cryptosystems unsuitable to low-performance
devices [4].

In 2012, Meshram et al. [5] proposed an ID-based cryp-
tosystem under the security assumptions of the general-
ized discrete logarithm problem (GDLP) and the integer
factorization problem (IFP) without adopting the bilinear
pair. However, although their idea is excellent, Meshram et
al.’s ID-based cryptosystem is incorrect. This scheme can
achieve the security goal of protecting data and prevent
the adversary from snooping the encrypted data or the
user’s private key, but, it also prevents the user from de-
crypting the ciphertext if the user does not own the key
authentication center (KAC)’s private information which is
designed to be secret to users. That is to say, without
knowing a part of the private key of the key authentication
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center, the user, who receives a ciphertext sent to him, is
unable to decrypt it only with his own private key. In a
word, although Meshram et al.’s scheme is secure for pro-
tecting data and the user’s private key, it has a deadlock
problem.

So, in this paper, we shall firstly explain the deadlock
problem existing in Meshram et al.’s scheme, and then we
shall give a solution to it.

2. Review of Meshram et al.’s identity-based
cryptosystem

To describe it briefly, Meshram et al.’s ID-based cryp-
tosystem can be summarized as four related sub-algo-
rithms, namely Setup, Extraction, Encryption and Decryption.
The Setup algorithm is run by KAC to generate its pub-
lic and private keys. On receiving the register application
of a user, KAC shall run the Extraction algorithm to gener-
ate the private key of this user if the user is identified to
be legal. If some user wants to securely send a message
to another user, he can run the Encryption algorithm to
encrypt the message with the identity of the latter. On re-
ceiving the ciphertext, the receiver can run the Decryption
algorithm to decrypt the ciphertext with his private key.
Most of the existing ID-based cryptosystems are described
in this form [4], so it is easy for readers to understand
our description of Meshram et al.’s ID-based cryptosystem,
which is shown as follows:

Setup. KAC carries out the following steps:

1. Randomly choose two large (distinct) primes, p and g,
roughly of the same size. Let N =p-q and let n = |N|
be the bit number of N. (Note: Meshram et al. use t to
denote the number of bits of N, but analyses on their
scheme show that t =n.) Then, compute the Euler-phi
function ¢(N) =(p — 1)(@—1).

2. Randomly choose an integer e such that 1 <e < @(N)
and gcd(e, ¢(N)) =1, and then use the extended Eu-
clidean algorithm to compute the unique integer d
such that 1 <d < ¢(N) and ed =1 (mod @(N)).

3. Generate an n-dimensional vector @ = (aj,ap, ..., )
over Z;‘)(N) such that 1 <a; < ¢o(N) (1 <i<n) and
a; #aj mod @(N) (i # j). Meshram et al. also gave a
simple way to generate such d in their paper, and thus
we will not repeat it here. .

4. Compute another n-dimensional vector h = (h1, ha,
..., hy) where hj =e% mod N (1 <i<n).

5. KAC uses (N,e,fz) as his public key and informs it to
each entity, and at the same time uses (d,d) as his
private key and keeps it secret.

Extraction. KAC carries out the following steps to com-
pute the private key of the entity i, whose identity is
a k-dimensional binary vector ID; = (i1, Xi2, . .., Xjk) Ssuch
that x;; € {0, 1} (1 < j <k):

1. Compute the entity i’s extended ID, EID;, by the fol-
lowing formula:

EID; = (ID;)® mod N = (¥i1, Yi2, - - - » Vin)
(vije{0,1},1<j<n).

2. The entity i’s private key, s;, is computed by the inner
product of d and EID; as follows:

n
s;=dEID; = Zajyij (mod ¢(N)).
j=1

Note that ID; is used as the public key of the entity i.

Encryption. Assume that entity 2 wants to send message
M to entity 1, and entity 2 can encrypt M as follows:

1. Compute entity 1's extended ID, EID; = (ID1)¢ = (y11,
Y12, ---, ¥1n) from his identity ID;.
2. Compute

n n
yi=[]n" (mod N) =] J(e*)” (mod N)
i=1 i=1

= eXiz1 @Y1 Mod ¢(N) (mod N) =% (mod N)

from EID; and KAC's public key information h.
3. Compute Co = M®¢ (mod N).
4. Compute the ciphertext C = C§ (mod N).

Decryption. Entity 1 does the following steps to recover
the plaintext M from the ciphertext C:

1. Compute y = C? (mod N).
2. Use his private key s to recover M as follows:

y® (mod N) = & (mod N) = (M*")*" (mod N)
= M® (mod N) = M (mod N).

3. Analyses on Meshram et al.’s cryptosystem

Meshram et al. did a good work, and proposed the
above ID-based cryptosystem based on GDLP and IFP.
Without adopting the bilinear pair operations, their cryp-
tosystem must be more suitable to low-performance de-
vices than the ones based on the bilinear pair. However,
our analyses show that there is still weakness in their
cryptosystem.

The weakness that we talk about is that entity 1, who
receives a ciphertext sent to him, is unable to decrypt it as
expected. Let us recall the Decryption algorithm mentioned
above. To decrypt the ciphertext C, entity 1 should firstly
compute y = C? (mod N) (see step 1 of the Decryption al-
gorithm), where d is a part of the private key of KAC (see
step 5 of the Setup algorithm) and unknown to entity 1.
Similarly, in step 2 of the Decryption algorithm, entity 1
needs to use both d and his private key s; to compute
yds1 =M (mod N). That is to say, to succeed in decryp-
tion, entity 1 must own both d and s;, and this makes
entity 1 unable to carry out the Decryption algorithm be-
cause d is only known to KAC. It is worth noting that we
cannot solve this problem by simply switching e and d
used in Meshram et al.’s cryptosystem, because switching e
and d will lead to another similar problem that entity 2 is
unable to encrypt messages without knowing d. Therefore,
although Meshram et al.’s cryptosystem is excellent, some
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