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Loop invariants play a major role in software verification. In this paper, based on finite
difference techniques, a formal characterization for equality loop invariants is presented.
Integrating the formal characterization with the automatic verification approach in [5], the
algorithm for automatic proving or disproving equality loop invariants is presented. The
effectiveness of the algorithm is demonstrated with the experimental results.
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1. Introduction

A key problem in automatic software verification is
the inference of loop invariants. Recently, dynamic tech-
niques have been applied to discover invariants rapidly.
The Daikon approach of Ernst et al. [2] showed that dy-
namic inference is practical. In [6], the mathematical tech-
niques equation solving, polyhedra construction and SMT
solving are combined to detect invariants dynamically.
In [11], a guess-and-check algorithm for computing alge-

braic equation invariants of the form A;fi(xq,...,%;) =0
is presented, where each f; is a polynomial over the vari-
ables xq, ..., x; of the program.

The dynamic approach consists in testing a large num-
ber of candidate properties against several program runs,
the properties that are not violated in any of the execu-
tions are retained as “likely” invariants [2]. Since the likely
invariant may not be a real invariant, its validity needs to
be proved. In [2,6], proving the validity of the discovered
likely loop invariants is not considered. In [11], the valid-
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ity of the discovered likely invariants is verified with the
theorem prover Z3.

In [5], a practical approach for discovering likely equal-
ity loop invariants using parameterized templates, random
testing and Gaussian elimination is presented, and the dis-
covered likely loop invariants are proved with finite dif-
ference techniques. In this paper, also based on finite dif-
ference techniques, a formal characterization of equality
loop invariants is presented. Integrating the formal char-
acterization and the automatic verification approach in [5],
an algorithm for straightly proving or disproving the likely
equality loop invariants is presented, and the experimental
results are shown also. The presented algorithm has the
following features:

(1) With theorem provers, additional support invariants
need to be provided in general to prove a loop invari-
ant inductive. The presented algorithm is based on finite
difference techniques, support invariants need not to be
provided: when a proof or a disproof fails, it only requires
to increase the threshold of the height of the decidable dif-
ference tree.

(2) Since the presented algorithm is not based on Grob-
ner bases like [1], besides the polynomial equality loop in-
variants, equality loop invariants of other forms can also be
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T 1= To;
while b do
if b then 7:= (f1(Z), -, f:(2));

if b, then T := (f"(%),---, [(T));
od

(a) The while loop program with conditional branches | (b) The multi-path program

T 1= T0;
while true do

7= (fi@), -, fL@);

T T o= (@), S ()
od

Fig. 1. The while loop program with conditional branches and its multi-path program abstraction.

13
(z,7,8) :==(a,1, I)
while (z—s>0) do
(z,s,r):=(x—s,s+6%r+3,r+1)
od
(a) the cubic-root algorithm program

13
(z,7,8) == (a,1, Z)
while true do
T (z,8,7)i=(@—8s5+6%r+3,r+1)
od
(b) the multipath program abstraction

Fig. 2. The cubic-root algorithm program and its multi-path program abstraction.

proved or disproved, such as the loop invariant f —n!=0
of the program factorial.c in [5]. In Section 5, it is pointed
out that the approaches in [10] and [4] are not fit for infer-
ring loop invariants of the Babylonian algorithm program
in [3]. The Babylonian algorithm program has a loop invari-
ant result«y = a, which can be discovered by the approach
in [5] and proved by the presented algorithm.

The rest of this paper is structured as follows: Section 2
presents some preliminary definitions, Section 3 presents
a formal characterization of equality loop invariants, Sec-
tion 4 presents the algorithm for automatic proving or
disproving the likely equality loop invariants, the experi-
mental results are shown in Section 5, Section 6 discusses
the related work, and Section 7 concludes this paper.

2. Preliminaries

Definition 1 (Assignment transition). An assignment transi-
tion T is a sequent algebraic assignment of the form x :=

(fi®,..., fa®), where X = (x1,...,xn), and f1(%),...,
fn(X) are n arithmetic expressions over X1, ..., Xp.

Definition 2 (Multi-path program). For variables X = (1,
...,Xp), a multi-path program with m paths has the form
shown in Fig. 1(b), where Xp expresses the initial value
of X, and 74, ..., Ty are assignment transitions.

The tests in the loop and in the conditional branches
are ignored, the multi-path program is the abstraction
of the while loop with conditional branches shown in
Fig. 1(a). The program model in [10] and [4] is also the
multi-path program.

Definition 3 (Loop invariant). For a multi-path program,
a loop invariant is an equality E(X) = O that satisfies
E(w(Xg)) = 0 for each word w over the alphabet X =
{t1,..., Tm}, where w(Xp) is defined inductively as follows:

(1) e(Xo) = Xo.

(2) -0 (X0) = (f1(o (o)), ..., fa(0 (X0))),

where ¢ denotes the empty word, and o is a word over
the alphabet X, and t is an assignment transition X :=

(f1X), ..., fan(®). And E(Xp) =0 is called the initial condi-
tion of loop invariant.

It is easy to prove that if E(X) =0 is a loop invariant of
the multi-path program in Fig. 1(b), then it is also a loop
invariant defined in the Hoare calculus of the while loop
in Fig. 1(a).

Definition 4 (Difference). The difference of an expression
E(x) over an assignment transition 7 is the expression
E(t(X)) — E(X), denoted by A;E(x).

For example, for the loop program in Fig. 2(b), Ar(% +
3r2—5) =3 +3(0+1)? = (s+6r+3)—(§+3r>—s5)=0.

3. Formal characterization of equality loop invariants

The following theorem gives a formal characterization
of equality loop invariants.

Theorem 1. E(x) = 0 is a loop invariant of a multi-path pro-
gram if and only if, E(Xg) = 0 and for each transition t; (1 <
i <m), Ay E(x) = 0is also a loop invariant.

Proof. We prove the necessary part first. Assume that
E(x) =0 is a loop invariant, then E(Xg) = 0 by the defini-
tion. And we prove that for each transition 7; (1 <i <m),
A¢E(X) =0 is also a loop invariant. For each word w
over the alphabet ¥ = {t1,...,Tn}, AgE(W(X)) = E(7; -
w(Xg)) — E(w(Xp)). Since E(x) =0 is a loop invariant, then
Ay E(w(X9)) =0—-0=0. So AE(X) =0 is also a loop in-
variant of the multi-path program.

Now we prove the sufficient part. For each word w
over the alphabet X = {tq,..., T}, when w = ¢, by as-
sumption E(Xg) =0, so E(w(xg)) = E(¢(Xp)) = 0. When
w = T7; - 0, assuming that E(o(xg)) =0, E(7i - 0(x0)) =
E(o(X0)) + A, E(0(Xg)). Since A E(X) =0 is a loop invari-
ant, so A, E(0(X9)) =0 and E(t;-0(X9)) =0+ 0=0. Thus
E(w(Xg)) = 0 for each word w over the alphabet X, so
E(x) =0 is a loop invariant of the multi-path program. O
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