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GOST R 34.11-2012 is the new Russian hash function standard. This paper presents
some cryptanalytic results on GOST R. Using the rebound attack technique, we achieve
collision attacks on the reduced round compression function. Result on up to 9.5 rounds is
proposed, the time complexity is 2!76 and the memory requirement is 2128 bytes. Based
on the 9.5-round collision result, a limited birthday distinguisher is presented. More over,
a k-collision on 512-bit version of GOST R is constructed which shows the weakness of the
structure used in GOST R.
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1. Introduction

Hash functions are taking important roles in cryptogra-
phy and have been used in many applications, e.g., digi-
tal signatures, authentications and message integrity. Since
the break of MD5 and SHA-1 [1,2], cryptographers have
been searching for secure and efficient hash functions. Stri-
bog [3] is proposed by Grebnev et al. It was selected as the
new Russian hash standard (GOST R 34.11-2012) in August
2012. Similar as the structure of Whirlpool [4], it also uses
an AES-like block cipher in its compression function.

Rebound attack is a freedom degrees utilized technique
which can be applied to find collisions in both permuta-
tion based and block cipher based hash constructions. This
technique was firstly proposed by Mendel et al. to achieve
collision attacks on reduced Whirlpool and Grestl [5]. It
aims to find a pair of values that follows a pre-determined
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truncated differential efficiently. The searching procedure
is divided into two phase: the inbound phase and the out-
bound phase. In inbound phase the attacker makes full use
of the available degrees of freedom and generates suffi-
ciently many paired values that satisfy the truncated dif-
ferential path of the inbound phase as starting points. The
subsequent outbound phase tests these starting points in
order to find paired values that satisfy the truncated dif-
ferential path of the outbound phase.

Giving better results on Whirlpool, Lamberger et al. im-
proved this technique in [6]. Available degrees of freedom
of the key schedule are used to extended the inbound
phase of the rebound attack by up to two rounds. The best
result of [6] is near-collision attack on 9.5 rounds of the
compression function with a complexity of 2176, And this
result is further turned into the first distinguishing attack
for the full 10 round compression function of Whirlpool.
As an independent work, Gilbert et al. bring in Super-Sbox
technique to rebound attack in [7] where two rounds of
AES-like permutations were viewed as a layer of Super-
Sbox. Besides, the rebound technique can also be applied
to analysis AES and AES-like block ciphers [8,9] as well as
ARX ciphers [10]. Recently, using techniques adapted from
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Fig. 1. The GOST R hash function.

Table 1

Summary of results for GOST R compression function. The complexity in
brackets refer to modified attacks using a precomputed table taking 2128
time/memory to set up.

Rounds Complexity time/memory Type Source

45 264216 collision Section 3.3
5.5 264 /264 collision Section 3.4
75 2128 /16 collision Section 3.5
9.5 2240 /2162176 /7128 collision Section 3.6

the rebound attack, Duc et al. constructed differential char-
acteristics on Keccak in [11].

In contrary to finding collisions for hash functions, Joux
proposed a method to construct multicollisions in [12]. He
argued that for iterated hash functions, to find a multi-
collisions is not even harder than finding ordinary colli-
sions. Gauravaram et al. improved this method and achieve
generic attack on Damgdrd-Merkle variants with linear-
XOR or additive checksums [13,14].

During the revision of this paper, we notice an inde-
pendent but similar work by AlTawy et al. They achieved
7.75, 8.75 and 9.75 round semi free-start near collision on
GOST R using rebound technique. For more details, we re-
fer the reader to [15].

1.1. Our contributions

As the similarity between GOST R and Whirlpool, the
rebound techniques used in [6] to analyze Whirlpool can
also applied to GOST R. However, GOST R replace of the
ShiftRows operation in AES-based designs with the matrix
transposition. We show that this difference brings more
weakness.

In this paper, we present the analysis on GOST R. More
precisely, by applying the rebound attack techniques sim-
ilar as in [6], we give collision attacks on 4.5, 5.5, 7.5
and 9.5 rounds GOST R compression function respectively.
Our collision attacks on GOST R compression function are
summarized in Table 1. Then we show that the result of
9.5 rounds can be further converted to a 10-round dis-
tinguisher. In addition, we construct multicollisions on full
512-bit version of GOST R employing technique proposed
in [13,14]. This result shows that the structure used in
GOST R is not an ideal one.

1.2. Outline of the paper

The paper is organized as follows: in Section 2, we
briefly describe the GOST R hash function. Then we il-
lustrate rebound attack in detail in Section 3; a limited
birthday distinguisher is given in Section 4. In Section 5,
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Fig. 2. Compression function of GOST R.

we construct multicollisions. Finally, in Section 6, we con-
clude this paper.

2. The GOST R hash function

GOST R is the Russian hash function standard [3]. It ac-
cepts message block size of 512 bits and produces a hash
value of 512 or 256 bits. An [-bits message is first padded
into a multiple of 512 bits. The bit ‘1’ is appended to the
end of the message, followed by 512 —1— (I mod 512) zero
bits. Let M = M; || M¢—1 || ... || M1 be a t-block message
(after padding) which is represented in big Endian form.
As illustrated in Fig. 1, the computation of H(M) can be
described as follow:

ho=IV, N=0, X=0 (1)

hj=gn(hj_1, Mj), N=NHB512, Y =Y@EM;
for0<j<t (2)

ht =gn(he—1,My), N =NH({ mod 512),

Y =XYHM (3)

hey1 = go(he, N) (4)

HM) = go(ht41, X) (5)

where IV is a predefined initial value and ‘B’ means addi-
tion operation in the ring Z,si2. Defined in (6), gn(h, m) is
the compress function of GOST R whose structural is illus-
trated in Fig. 2.

gn(h,m)=E(LoPoSth®N),m)®hdm (6)

As shown in Fig. 3, the block cipher E used in GOST R
is a variant of AES which update an 8 x 8 state! of 64
bytes and round key in 12 rounds. In one round, the state
is updated by the round transformation r; as follows:

ri = X[kjt1]JoLoPoS

1 The state is also 64 x 64 over the field GF(2).
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