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Concurrent signature is a novel paradigm, which can achieve fair exchange of signatures
between users. Since its appearance, the topic has been widely concerned, while the study
of concurrent signature in multi-user setting suffers from some criticism. Almost all known
multi-user concurrent signature schemes rely on the hardness assumptions that is insecure
against quantum analysis. Furthermore, most of multi-party concurrent signature (MCS)

schemes are lacking of formal security models. In the paper, in the random oracle model,

Keywords: we propose a construction of lattice-based MCS scheme and prove its security under the
Concurrent signature hardness of the small integer solution (SIS) problem. Since our proposed scheme is based
Multi-party on the lattice assumptions, which is believed to be quantum-resistant, the mathematical
Lattice properties make our scheme simpler and more flexible.
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1. Introduction

The notion of concurrent signature [1] is firstly pro-
posed by Chen et al., which provides a valid approach
for achieving fair exchange of signatures. In the scheme,
it usually includes two users and permits any untrusted
users to perform the exchange of signatures, the signa-
ture is produced with ambiguous manner so that other
outsiders cannot distinguish who is indeed signer until
a keystone is released by one of the users. After all the
keystones are released, the signature will be concurrently
bound to their signers and can be verified by anyone. Ow-
ing to the feature, concurrent signature schemes are useful
in some actual settings including contract signing.

Along with the work of Chen et al.,, some related re-
searches are proposed in recent years [2-12], the above
work mainly consists of two-user setting or multi-user set-
ting. Mu et al. [2] and Chow et al. [3] proposed two perfect
concurrent signature schemes. Unfortunately, Wang et al.
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[4] pointed out that both of them were insecure. Later,
Susilo et al. [5] gave a three-party concurrent signature
scheme that the signature was generated by one of the
parties or other two parties jointly, but their schemes only
satisfied weak ambiguity. Tonien et al. [6] first presented a
new concurrent signature scheme in the multi-user setting,
Tonien et al. also claimed that their schemes satisfied the
property of unforgeability, ambiguity and fairness. How-
ever, Shieh [7] indicated Tonien et al.’s schemes could not
indeed achieve concurrent signature and did not satisfy
unforgeability and ambiguity, Shieh also proposed a new
MCS scheme. Tan et al. [8] pointed out that Shieh et al.’s
schemes only supported weak unforgeability and ambigu-
ity. Recently, Xu et al. [9] proposed a new MCS scheme,
but their schemes lack reasonable security definition of the
MCS schemes. Liu et al. [10] proposed a MCS scheme with
enhanced security. Unfortunately, Mao et al. [11] pointed
out that their schemes were insecure because the gener-
ated signature could be forged by an inside adversary.

It is worth mentioning that the designs of previous con-
current signature schemes mainly rely on the hardness
of the discrete logarithm or factorization, these schemes
will be fragile once quantum era come into a reality, the
only alternative of these primitives is concurrent signature
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schemes based on lattice assumptions. Hence, designing an
efficient multi-party concurrent signature scheme which
can be resistant against quantum computers, will be an in-
teresting open question.

Our contribution: To tackle the previous challenges, we
try to reply to these open questions. More precisely, based
on the recent result by Tan et al, we further present
an efficient multi-party concurrent signature scheme from
lattices that overcomes the security flaws of the existing
schemes. Additionally, in the random oracle model, we
prove the security of the scheme under the hardness of
the small integer solution (SIS) problem.

Organization: In Section 2, we review the preliminaries
that are used throughout this paper. In Section 3, we pro-
pose the architecture for multi-party concurrent signature
scheme. In Section 4, a lattice-based multi-party concur-
rent signature scheme is described, and we analyze secu-
rity of our proposed scheme. Finally, we conclude our work
in Section 5.

2. Preliminaries
2.1. Notation

Throughout the paper, we use R and Z to denote the
real numbers and integers respectively. || v ||, means I,
norm of a vector v, vectors are in column form and lower-
case letters (e.g. x) is used to denote them. Matrices are
denoted by upper-case letters (e.g. A). For any integer k,
[k] is denoted the set {1,...,k}. If a function is negligi-
ble, we use negl(n) to denote the function. The statistical
distance between two distributions X, Y over a finite or
countable set D is A(X,Y) = % Y wep | X(@) —Y(w) |. Let
{Xn} and {Y,} be ensembles of random variables indexed
by the security parameter n. We say that X and Y are sta-
tistically close if A(Xpy, Yn) = negl(n).

2.2. Lattices

Given m linearly independent vectors B = {by, b>, ...,
b}, an m-dimensional lattice generated by B is defined as
A =L(B)=Bc={Y"; bici:ceZ™}, where A = L(B) is
a basis of B. Next, the integer lattices called g-ary lattices
is very important in the lattice-based schemes.

For m>n>1 and q > 2, given a matrix A € quxn,

we define the lattice A(J)-(A) ={eeZ™: Ae =0 mod q}
and A&'(A) ={e€Z™:Ae=u mod q}. Thus, A};(A) is ob-
viously a coset of Aj(A); namely, AY(A) =t + At(A),
where t is an arbitrary solution (over ZZ1) of the equation
At =u mod q.

2.3. Discrete Gaussians over lattices

Let L be a subset of Z™. For any vector c € R™ and any
positive parameter § € R > 0, let ps c(x) = exp(%{cuz)
be a Gaussian-shaped function on R™ with center ¢ and
parameter §. Next, for every x € L, we set p5.(L) =

Y vl Ps.c(x) be the sum of psc(x) over L with parame-

ters (8,¢) and Dy s c(x) = Z;SEE)L(; For simplicity, ps o and

Dy 5,0 are abbreviated as ps and Dy s, respectively.

Definition 1 (Discrete normal distribution). For any standard
deviation o > 0 and a vector v € Z™, define the function
as follows:

Ix—v]?

P?,v(x) = (znaz)_m/ze’(p(?

)

Next, let the quantity pJ'(Z) be the sum on pI'(z).
For any o > 0, the discrete normal distribution over
Z centered on vector v € Z™ is defined as DV, (x) =
Pye X)/pF(Z™). When v =0, let p? (x) be pJ (x).

Lemma 1. (See [13].) For any o > 0, where

(1) Pr{ly |> 100,y <= D] <2e'%.
(2) Prly <~ DT, 0 >3//2m] <27™,

The below lemma shows that it is interesting in the
event of rejection sampling algorithm.

Lemma 2. (See [13].) For any positive @ and v € Z™, if 0 =

(||l y || /logm), we have
Prly < D} : DJ'(y)/D} 5 (y) = 0(1)] = 1 — 27 (lgm
therefore, this means

2
Priy < D' : DI(y)/D7 , (y) < e!?/+1/Ga

—1_o—100

2.4. Hard problems for q-ary lattices

We describe definitions of the small integer solution
(SIS) problem, the security of our proposed scheme rests
on the hardness of the below problems that cannot be
solved in polynomial time with non-negligible advantage.
The related problem is defined as follows.

Definition 2 (SIS). Given (m.q,8) and A € Zg*™, its goal
is to calculate a non-zero vector x € Z™ such that Ax =
0 mod q with || x || < 8.

Ajtai [14] first described that the SIS problem was
hard. Later, Micciancio et al. [15] formalized its notion and
claimed that the SIS problem was seen as the worst-case
hard lattice problems.

3. Framework of multi-party concurrent signature
scheme

In a MCS scheme, we consider the following setting:
each party picks a keystone and independently generates
a keystone fix, the appearance of concurrent binding will
occur once all the keystones are released. Furthermore, we
utilize a new technique in the exchange of MCS such that
each user can generate a priori keystone fix by using a key-
stone fix.
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