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which belong to the class of nonlinear filters. The proposed cryptanalysis is based on a
cryptographic feature/weakness of the Boolean function employed as the nonlinear filter.
It is shown that the developed algorithm is significantly more efficient than the previously
reported ones against LILI-128 and can recover the internal state with time complexities

Keywords: of pre-processing and processing of the order of 247 and 23, respectively, the space
Cryptography complexity of 247, and a sample of dimension approximately equal to 246. The developed
Boolean functions cryptanalysis is also a practical confirmation on the significance of the so-called “non-
Stream ciphers normality” design criterion for Boolean functions.
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LILI-128 keystream generator

1. Introduction Description of LILI-128 can be found in [5], as well

as in [4,7], and for the purpose of this paper it can be
considered as follows. There are two subsystems in LILI-
128: clock control and data generation ones. The clock
control subsystem comprises of an LFSR, LFSR., of length
39 and a function, f., operating on the contents of the
stages 12 and 20 of LFSR., denoted by x12 and xz. The
function f. is defined as f.(x12,x20) = 2(X12) + X20 + 1.
The sum is over the integers, therefore the output of f
is c(t) € {1,2,3,4}). The data generation subsystem com-
prises of another LFSR, LFSRy, of length 89 and a 10 vari-
able Boolean function fy. The function fy is balanced with
algebraic degree 3, nonlinearity 480 and correlation im-
munity of order 3. The algebraic immunity of this func-
tion is 4. The 10 inputs to f; are taken from the po-
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Sciences and Arts, Kneza Mihaila 36, Belgrade, Serbia. the keystream, LFSR. is regularly clocked and the output
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The LILI-128 keystream generator has been one of the
submissions to the NESSIE project [5,11], and later on it
became one of the typical algorithms for testing developed
techniques for cryptanalysis. In this paper, we consider in-
ternal state recovery of LILI-128 with the following two
goals: (i) to point out an illustration of a novel approach
for cryptanalysis based on certain not yet considered fea-
tures of Boolean functions, and (ii) to report an algorithm
for internal state recovery of LILI-128 which is in a number
of scenarios more efficient than the previously reported
ones.
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output of the function f,, that is by 1,2, 3 or 4. Thus, on
average LFSR; is advanced 2.5 clocks.

In the submission [5], the authors claimed that the
complexity of any divide-and-conquer attack on LILI-128
is of at least 212 operations. However, after the publi-
cation of the cipher, several more efficient attacks were
successfully launched. Initially, two fast correlation attacks
against LILI-128 have been reported in [8] and [7] and
an improved one has been given in [9]. A time-memory
trade-off based approach has been reported in [10]. The
algebraic attacks have also been mounted against LILI-128,
and the most efficient ones originate from in [4] and [6].
The state of the art regarding the algebraic attacks against
LILI family has been reported in [12].

In this paper, we propose an attack on LILI-128 based
on certain weakness of the filter function used in the
keystream generation subsystem. The developed cryptanal-
ysis is an alternative approach in comparison with the pre-
viously reported ones and provides additional options and
suitability for certain attacking scenarios. The proposed ap-
proach follows the framework elements of time-memory-
data trade-off (TMD-TO) over the decimated keystream
[10] and the technique of BSW sampling [1], but it is sub-
stantially different from the both because it is based on
certain feature of LILI-128 Boolean function for establishing
an efficient enumeration of the special internal states and
integrating it into the decimation based TMD-TO resulting
in a significant gain.! The proposed algorithm is compared
with the previously reported ones and its advantages are
shown.

2. Theoretical framework for the cryptanalysis
2.1. A characteristic of the Boolean function

The ten-variable Boolean function f; has the following
algebraic normal form (ANF):
X2 + X3 + X4 + X5 4+ X6X7 + X1Xg + X2Xg + X1X9 + X3X9
+ X4X10 + X6X10 + X3X7X9 + X4X7X9 + X6X7X9 + X3XgX9g
+ X6X8X9 + X4X7X10 + X5X7X10 + X6X7X10 + X3X8X10
+ X4XgX10 + X2X9X10 + X3X9X10 + X4X9X10 + X5X9X10
+ X3X7X8X10 + X5X7X8X10 + X2X7X9X10 + X4X7X9X10
+ X6X7X9X10 + X1X8X9X10 + X3X8X9X10 + X4X8X9X10
+ X6X8X9X10 + X4X6X7X9 + X5X6X7X9 + X2X7X8X9
+ X4X7X8X9 + X4X6X7X9X10 + X5X6X7X9X10
+ X3X7X8X9X10 + X4X7X8X9X10 + X4X6X7X8X9
+ X5X6X7X8X9 + X4X6X7X8X9X10 + X5X6X7X8X9X10-

Our attack on LILI-128 is based on the observation that
the function fz is zero if x; = x) = x3 = X4 = X5 =
x¢ = 0, that is, f4(0,0,0,0,0,0, x7, X3, X9, X10) = 0, for all
X7, X8, X9, X10 € 2. Accordingly, the function fy(-) is the

1 Note that the efficient enumeration of the suitable special states is
the main issue regarding BSW sampling [1].

(k = 4)-normal Boolean function of n = 10 variables (for
more details on k-normal Boolean functions please refer
to [2] and [3], for example). The inputs x1, X2, X3, X4, X5, Xg
to the function f; are obtained by tapping the positions
0,1,3,7,12, 20 of LFSRy, respectively.

The above is a particular example of the possibility
that a Boolean function can be substantially modified (de-
graded) when a subset of its arguments take certain values.
In the considered case, when certain variables are set to
zero, the function is stuck at zero independently of all
other variables.

2.2. A preliminary analysis

Let S be the transition matrix of LFSR;. A sequence
{c(t)}?':_ol of outputs of LFSR, is referred to as a clocking se-
quence of length m. Suppose that X; = (Xo(t), ..., Xgs(t))
is the state of LFSRy at time t. Suppose Xg is the state of
LFSRy after it is clocked according to the output c(0). The
subsequent states of LFSR; and the clocking sequence sat-
isfy the following equations

X; =X;—15°D, fort=1,...,m—1. (1)

Let S;.” be the j-th column of the matrix S%, where
7 is any integer. From (1), X; = XoS% :XO(S(()ﬂ[),‘..,
S0 S = XoSSY. . XoSY™ . XoSgy), where

Br = Zf:1 c(i). At any time t, the inputs (x1,...,x10) to
the filter function f; are as follows:

x1=Xot), x=X1(), x3=X3(),
xa=X7(8), x5=Xp2(t), X6 = X20(t),
x7 = X30(t), Xg = X44(t), X9 = Xp5(t),
x10 = Xgo(t).

If Xo(t) = X1(t) = X3(t) = X7(t) = X12() = X20(t) =0,
then the output of the function fy is O irrespective of the
values of X3g(t), Xa4(t), Xes5(t) and Xgo(t).

On the other hand, note the following: when the index
t is multiple of 23% — 1, we have (see [10], for example):

[Xo(6), X1 (0), ..., Xgg(6)] = XoS'® 2"~ D),
t=i(2*-1),i=1,2,..., (2)

and accordingly the states X;, t =i(239 - 1), i=1,2,...,
are a function of Xp only (i.e. they depend only on the
initial state Xg of LFSRy).

Let Zy be the set of all states of LFSR; at certain time
instance such that:

Xo(t) = X1(t) = X3(t) = X7(t) = X12(t) = X20(t) =0,
t=i(2%-1),i=0,....m—1, (3)

and let a state belonging to Zy be considered as a real-
ization of a vector random variable x. The importance of
the set Zy lies in the fact that if x € Zy is a state of LFSRy
then the inputs x1, ..., Xg of the function fy are 0 at times
t=i2%—=1),i=0,...,m—1, and they specify a system
of 6m linear equations where unknowns are bits of the
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