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SM3 [12] is the Chinese cryptographic hash standard which was announced in 2010 and
designed by Wang et al. It is based on the Merkle–Damgård design and its compression
function can be seen as a block cipher used in Davies–Meyer mode. It uses message block
of length 512 bits and outputs hash value of length 256 bits.
This letter studies the security of SM3 hash function against preimage attack and pseudo-
collision attack by using the weakness of diffusion process and linear message expansion.
We propose preimage attacks on 29-step and 30-step SM3, and pseudo-preimage attacks
on 31-step and 32-step SM3 out of 64 steps. The complexities of these attacks are 2245

29-step operations, 2251.1 30-step operations, 2245 31-step operations and 2251.1 32-step
operations, respectively. These (pseudo-)preimage attacks are all from the 1-st step of
the reduced SM3. Furthermore, these (pseudo-)preimage attacks can be converted into
pseudo-collision attacks on SM3 reduced to 29 steps, 30 steps, 31 steps and 32 steps with
complexities of 2122, 2125.1, 2122 and 2125.1 respectively. As far as we know, the previously
best known preimage attacks on SM3 cover 28 steps (from the 1-st step) and 30 steps
(from the 7-th step).

© 2013 Elsevier B.V. All rights reserved.

1. Introduction

Cryptographic hash functions play an important role in
modern cryptography. From the cryptographic viewpoint,
a cryptographic hash function has to fulfill several secu-
rity properties such as classical ones: collision resistance,
preimage resistance and second preimage resistance. With
the breakthroughs in the collision attacks on a series of
standard hash functions such as MD5, SHA-0 and SHA-
1 [2,13,14], preimage attack has drawn a great amount of
attention from many researchers (see [1,4,6,7,9,10,15] for
example). Up to now, the meet-in-the-middle technique [1,
3] and many improved techniques such as initial structure,
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splice-and-cut, biclique and so on have been widely used
in the preimage attack. Recently, a differential view on the
meet-in-the-middle technique [6] was proved very useful
for the preimage attack on hash functions with linear mes-
sage expansion and weak diffusion properties.

SM3 [12] hash function is the Chinese cryptographic
hash standard which was designed by Wang et al. and
announced in 2010. The structure of SM3 resembles the
structure of SHA-256. However, it has a more complex
step function and stronger message dependency than SHA-
256. Few attacks were published on SM3 hash function.
The work in [16] presented preimage attacks on 28-step
(from the 1-st step) and 30-step (from the 7-th step) SM3
with complexities of 2249 and 2241.5 respectively. In [16]
it is stated that attacking steps from the 1-st step is diffi-
cult because the absorption property of the boolean func-
tions within the first 16 steps does not hold. According
to the linear message expansion and weakness in diffu-
sion of SM3, we can find proper linear spaces and con-
struct differential characteristics with high probabilities,
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Table 1
Summary of the attacks on SM3 compression function (CF) and hash func-
tion (HF).

Attack CF/HF Steps Time Source

P. A. HF 28 2241.5 [16]
P. A. HF 30a 2249 [16]
B. A. CF 32 214.4 [5]
B. A. CF 33 232.4 [5]
B. A. CF 34 253.1 [5]
B. A. CF 35 2117.1 [5]
C. A. HF 20 Practical [17]
P. C. A. HF 24 Practical [17]
P. A. HF 29 2245 Section 4
P. A. HF 30 2251.1 Section 4
P. P. A. HF 31 2245 Section 4
P. P. A. HF 32 2251.1 Section 4
P. C. A. HF 29 2122 Section 4
P. C. A. HF 30 2125.1 Section 4
P. C. A. HF 31 2122 Section 4
P. C. A. HF 32 2125.1 Section 4

a The attack starts from the 7-th step.
B. A. – Boomerang attack.
P. A. – Preimage attack.
C. A. – Collision attack.
P. P. A – Pseudo-preimage attack.
P. C. A. – Pseudo- or free-start collision attack.

then apply the differential meet-in-the-middle preimage
attacks on step-reduced SM3 hash function. The probabil-
ities of the differential characteristics are not influenced
by the properties of the boolean functions. Therefore, the
differential meet-in-the-middle preimage attacks on step-
reduced SM3 we proposed can be from the 1-st step. Re-
cently, a boomerang attack on SM3 reduced to 35 steps [5]
was published with a complexity of 2117.1. A collision at-
tack on 20-step SM3 and a pseudo-collision attack on 24-
step SM3 [17] were proposed with practical complexity.

In this letter, we focus on the security evaluation of
the preimage resistance and collision resistance of SM3
hash function. By applying the differential meet-in-the-
middle technique and biclique technique to the analysis
of SM3, we successfully present (pseudo-)preimage attacks
and pseudo-collision attacks on 29-step, 30-step, 31-step
and 32-step SM3 hash function. All of these attacks start
from the 1-st step of SM3. This result provides a better un-
derstanding concerning the message expansion and diffu-
sion properties of SM3 hash function. The previous results
and the summary of our results are given in Table 1.

The rest of this letter is organized as follows. Section 2
introduces the techniques used throughout the letter. Sec-
tion 3 gives a brief description of SM3 and some nota-
tions used in this letter. Section 4 presents preimage and
pseudo-collision attacks on step-reduced SM3. Section 5
concludes this letter.

2. Techniques for preimage attack and pseudo-collision
attack

In this section, we will introduce the related techniques
used throughout the letter.

2.1. The meet-in-the-middle preimage attack

The meet-in-the-middle preimage attack [3] is a type
of birthday attack and makes use of a space–time tradeoff.

Firstly, the function is divided into two subparts E f (for-
ward process) and Eb (backward process). Then two set of
values at the matching point are calculated by E f and Eb
respectively. The two computation procedures must be in-
dependent on each other so that the birthday attack rule
can be applied. Lastly, check if there exists a value in one
set that matches a value in the other set. The meet-in-
the-middle technique can be combined with many tech-
niques such as initial structure technique, splice-and-cut
technique, biclique technique, etc. to improve the preim-
age attack.

2.2. The differential meet-in-the-middle technique

We review the differential meet-in-the-middle preim-
age attack [6] which uses the truncated differential [8] in
the following. For a compression function CF = E(M, IV) ⊕
IV , where E : {0,1}k × {0,1}n → {0,1}n is a block cipher
with block length n and key length k (k > n), let T ∈ {0,1}n

be a truncation mask vector, and the equation A = T B de-
notes T ∧ (A ⊕ B) = 0. Furthermore, the hash value H is
given. Then the differential meet-in-the-middle preimage
attack can be constructed as follows.

• Split the block cipher E into two parts, i.e., E = E2 · E1,
and find the linear spaces D1, D2 which satisfy D1 ∩
D2 = {0}.

• For each δ1 ∈ D1, search for the difference �1, such
that the equation �1 =T E1(M, IV) ⊕ E1(M ⊕ δ1, IV)

holds with high probability for uniformly chosen mes-
sage M .

• For each δ2 ∈ D2, search for the difference �2, such
that the equation �2 =T E−1

2 (M, H ⊕ IV) ⊕ E−1
2 (M ⊕

δ2, H ⊕ IV) holds with high probability for uniformly
chosen message M .

• Search for the candidate preimage using Algorithm 1.

Assume p1 = Pr[�1 =T E1(M, IV) ⊕ E1(M ⊕ δ1, IV)] and
p2 = Pr[�2 =T E−1

2 (M, H ⊕ IV)⊕ E−1
2 (M ⊕δ2, H ⊕ IV)], then

a true preimage can be obtained with probability p1 · p2.
If D1 and D2 both have dimension d, for a random M , the
set M ⊕ D1 ⊕ D2 contains 22d = 2d ×2d different messages.
Using Algorithm 1, we can observe that a preimage can be
obtained with a complexity of (2n−dΓ + 2n−tΓre)/(p1 · p2),
where Γ is the cost of one compression function opera-
tion, Γre is the cost of retesting a candidate preimage and
t is the hamming weight of T . For the detailed description,
we refer to [6].

2.3. Converting pseudo-preimage attack into pseudo-collision
attack

The work in [11] proposed a technique to convert
preimage attack into pseudo-collision attack. Assume we
can get a t-bit partial target preimage M with matching
point in the last step with complexity 2k , then by finding
2(n−t)/2 different t-bit partial target preimages Ms, we can
get a pseudo-collision with the complexity of 2(n−t)/2 × 2k .
If the t-bit partial target preimages are constructed by the
meet-in-the-middle technique, then the complexity of the
pseudo-collision attack can be improved. For example, in
the case of t = 6 and |m1| = |m2| = 5 (> t/2), where |m1|



Download English Version:

https://daneshyari.com/en/article/428564

Download Persian Version:

https://daneshyari.com/article/428564

Daneshyari.com

https://daneshyari.com/en/article/428564
https://daneshyari.com/article/428564
https://daneshyari.com

