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Identity-based encryption (IBE) allows one party to send ciphered messages to another 
using an arbitrary identity string as an encryption key. Since IBE does not require prior 
generation and distribution of keys, it greatly simplifies key management in public-key 
cryptography. According to the Menezes–Okamoto–Vanstone (MOV) reduction theory, the 
IBE scheme based on bilinear map loses the high efficiency of elliptic curve because of 
the requirement of large security parameters. Therefore, it is important to build a provably 
secure IBE scheme without bilinear map. To this end, this paper proposes an improved IBE 
scheme that is different from the previous schemes because this new scheme does not 
use symmetric encryption algorithm. Furthermore, it can be proven to be secure against 
adaptively chosen identity and chosen plaintext attacks in the standard model. Elaborated 
security and performance analysis demonstrate that this new scheme outperforms the 
previous ones in terms of the time complexity for encryption and decryption.

© 2014 Elsevier Inc. All rights reserved.

1. Introduction

To simplify the certificate management in traditional public key infrastructure (PKI), Shamir [1] pioneered a novel public-
key encryption scheme, called identity-based encryption scheme that consists of four algorithms: Setup, Extract, Encrypt,
Decrypt. The Setup algorithm generates the system parameters and private parameter. The Extract algorithm uses the pri-
vate parameter to generate the private-key corresponding to a given identity. The Encrypt algorithm encrypts plaintext for a 
given identity. Finally, the Decrypt algorithm decrypts ciphertext using the private-key. This scheme can significantly reduce 
complexity, compared to the previous authentication schemes.

Years later, Boneh and Franklin [2] introduced the first identity-based encryption scheme using groups with efficiently 
computable bilinear maps. Although they used the random oracle (RO) heuristic to prove security under the bilinear Diffie–
Hellman assumption [3], a significant open question was whether the RO model could be removed. Furthermore, by virtue 
of bilinear maps, Boneh and Boyen [4,5] proposed two IBE schemes, which are proven to be secure in the standard model. 
However, the IBE scheme in [4] is efficient under a weaker security definition, namely selective identity and chosen plain-
text security (IND-sID-CPA security). The ciphertext of the IBE scheme from [5] is remarkably long, so it is also inefficient in 
practice. To overcome these disadvantages, Waters [6] used the bilinear maps to construct a new and efficient IBE scheme, 
which has a shorter ciphertext and is proved to be secure under the strongest security definition (in the standard model), 
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namely adaptively chosen identity and chosen plaintext security (IND-ID-CCA security) [7]. Following the work of Waters, 
Seo et al. [8,9] and Zhang et al. [10,11] proposed anonymous hierarchical IBE scheme with constant size ciphertext under 
the standard model.

Although all the aforementioned IBE schemes used the bilinear map, according to Menezes–Okamoto–Vanstone (MOV) 
reduction theory [2], the IBE scheme using the bilinear map often loses the high efficiency of elliptic curve. Specifically, 
these IBE schemes must rely on a supersingular elliptic curve. Therefore, it often requires a large security parameter (input 
size of the problem) and takes a huge cost to compute the bilinear map. Instead, the IBE scheme without bilinear map 
can rely on a non-supersingular elliptic curve. It often chooses the 160 bit security parameter. As a result, the IBE schemes 
without bilinear map have attracted much research attention all the time.

Based on the standard quadratic residuosity that modulo an RSA composite N in the RO model, Cocks [12] proposed an 
elegant IBE scheme without bilinear maps firstly. But this scheme is not efficient. For example, to encrypt a 128 bit plaintext 
using a 1024 bit modulus, it ends up with a ciphertext of the size 32,678 bytes. Following Cocks’s scheme, Boneh et al. [13]
constructed a space efficient IBE scheme in which the result of encrypting a 128 bit plaintext is a ciphertext of the size 
145 bytes. Because the last two schemes have long ciphertext and high computation complexity (for each bit of plaintext, 
a computation of Jacobi symbol is needed), Xu et al. [14,15] proposed two new IBE schemes without bilinear map and 
having strong provable security. Although these schemes have high efficiency, short ciphertext , and tight reduction, they 
use symmetric encryption that needs more computing and inconvenient key management, and they do not have strong 
probable security.

Recently, several new IBE schemes have been proposed without bilinear map, such as the schemes based on the extended 
Chebyshev polynomial over finite fields [16], based on ideal lattice [17], and based on quadratic residuosity assumption [18,
19]. But these schemes are all proven secure under the RO model. At the same time, several schemes that are proven secure 
under standard model have proposed, such as the schemes based on the quadratic residuosity assumption [13] and based 
on the tight security reduction [20].

This paper proposes an improved IBE scheme built upon the work of [14]. This new scheme has the strong provable 
security. Specifically, a secure hash function is used, and then the corresponding modification is given to complete the 
scheme. A detailed proof of security is given before the performance analysis of the new proposed scheme. The major 
contributions are summarized below:

(1) A one-way hash function is used in the Extract algorithm to replace the symmetric-encryption that needs more com-
puting and inconvenient key management. As a result, the proposed new scheme is more efficient.

(2) Under the strong security definition of adaptively chosen identity and chosen plaintext security (IND-ID-CCA security), 
the proposed IBE scheme based on a weak hard problem contains the provable security. Therefore, the performance of 
security proof of the new IBE scheme is enhanced significantly.

(3) We analyze the tightness of the reduction and obtain an exact security bound that coincides with the one in the proof 
of security.

The remainder of this paper is organized as follows: Section 2 presents the definition of security. In Section 3, we propose 
an improved IBE scheme with strong provable security in details. In Section 4, we discuss provably security of the proposed 
scheme. The analysis of security reduction and efficiency are presented in Section 5. Finally, Section 6 concludes this paper.

2. Preliminaries

This section describes the underlying primitives used throughout this paper. The underlying primitives include the bilin-
ear map, the computational Diffie–Hellman assumption, and the strongest security definition for IBE scheme currently.

2.1. Bilinear maps

Bilinear map was proposed by Boneh and Franklin [2] and was used to build some well-known and efficient IBE schemes.

Definition 1. Let G1 and G2 be two groups of the large prime order q. The bilinear map is a map ê :G1 ×G1 →G2 between 
these two groups, and the map must satisfy the following three properties:

(1) Bilinear: We say that a map ê :G1 ×G1 →G2 is bilinear if ê(aP, bQ) = ê(P , Q )ab for all P , Q ∈G1 and a, b ∈ Z.
(2) Non-degenerate: If P is a generator of G1 then ê(P , P ) is a generator of G2.
(3) Computable: There is an efficient algorithm to compute ê(P , Q ) for ∀P , Q ∈G1.

2.2. CDH assumption

Definition 2. The N is the set of natural numbers and the R+ is the set of positive real numbers. A function ε : N → R+ is 
said to be negligible if and only if for every polynomial P (n) there exits an n0 ∈ N such that for all n > n0, ε(n) ≤ 1/P (n).
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