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a b s t r a c t 

In cyber-physical convergence scenarios information flows seamlessly between the physical and the cy- 

ber worlds. Here, users’ mobile devices represent a natural bridge through which users process acquired 

information and perform actions. The sheer amount of data available in this context calls for novel, au- 

tonomous and lightweight data-filtering solutions, where only relevant information is finally presented 

to users. Moreover, in many real-world scenarios data is not categorised in predefined topics, but it 

is generally accompanied by semantic descriptions possibly describing users’ interests. In these com- 

plex conditions, user devices should autonomously become aware not only of the existence of data in 

the network, but also of their semantic descriptions and correlations between them. To tackle these is- 

sues, we present a set of algorithms for knowledge and data dissemination in opportunistic networks, 

based on simple and very effective models (called cognitive heuristics) coming from cognitive sciences. 

We show how to exploit them to disseminate both semantic data and the corresponding data items. 

We provide a thorough performance analysis, under various different conditions comparing our results 

against non-cognitive solutions. Simulation results demonstrate the superior performance of our solution 

towards a more effective semantic knowledge acquisition and representation, and a more tailored content 

acquisition. 

© 2015 Elsevier B.V. All rights reserved. 

1. Introduction 

The physical world is becoming more and more saturated by 

the presence of a vast number of mobile devices. These de- 

vices are able to sense data from the physical environment and 

autonomously elaborate and exchange information among them- 

selves. This behaviour is leading to a constant and increasing flow 

of information from the physical world to the cyber one and vice- 

versa. In this context, data coming from the physical world im- 

pacts on the decisions taken by devices acting in the cyber world, 

whereas the information spread in the cyber world can, in turn, in- 

fluence the actions taken in the physical world. This complex infor- 

mation scenario is known as the Cyber–Physical World (CPW) con- 

vergence scenario [1–6] . 

The users’ devices acting in this scenario play a key role, since 

they represent the “door” to the cyber world through which their 

human owners can access the massive amount of information 

available in the cyber world. Indeed, in the CPW convergence 
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scenario users’ personal devices can be regarded as the proxies of 

their users in the cyber world. They are most of the time together 

with their users in the physical world, and can thus, for example, 

gather context information about their behaviour and the physical 

places they visit. On the other hand, they are probably the most 

typical way through which users access information in the cyber 

world. Therefore, they can be usefully instructed to autonomously 

act in the cyber world (e.g., by proactively filtering or fetching 

information) on behalf of their users, by exploiting context infor- 

mation about their behaviour in the physical world. To this end, 

because the cyber world is typically full of data of all kinds that 

could possibly be accessed, users’ devices should automatically 

understand which data is important for their users at a given 

point in time, avoiding to overflow them with useless information. 

In this context, the opportunistic networking paradigm plays a 

relevant role by supporting direct communication between mobile 

devices. In an opportunistic network, direct, physical contacts be- 

tween nodes are opportunistically exploited to recognise and dis- 

seminate relevant information toward potentially interested nodes, 

without the need of centralised infrastructures or precomputed 

paths from source to destination [7–10] . Beyond the problem of 

data dissemination, it is worth to mention that the other main re- 

search issues in opportunistic networks focus on the development 
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of analytical models of data delivery performance [11–13] , routing 

approaches that consider nodes’ aggregation and privacy [14,15] , 

forwarding schemes for hybrid networks (opportunistic networks 

combined with the infrastructure [16] ), real world implementa- 

tions [17] , applications to Vehicular Networks [18,19] . Recently, op- 

portunistic networks have been proposed as one of the possible 

key components of future mobile networks (e.g., in the 5G do- 

main), as they are able to complement wireless infrastructures 

such as cellular and WiFi networks, by enabling direct dissemina- 

tion of data among users nearby, thus contributing to offload data 

from the cellular network [20,21] . 

Generally, in analysing data dissemination in opportunistic net- 

works it is assumed that the users’ interest is rather static and 

quite simple to describe [22] . In typical data dissemination ap- 

proaches, users are supposed to be interested in predefined con- 

tent categories (e.g., sports, movies, etc.) and therefore their de- 

vices collect all the contents related to those categories. An aspect 

that has not been often taken into consideration in the literature 

on opportunistic networks is that contents are also equipped with 

rich semantic descriptions (i.e. associated concepts and/or tags). 

This could be the case, for instance, of tagged photos on Flickr 

and Instagram, or messages annotated with “hashtags” in Twitter 

and Facebook. Often, users’ interests toward contents are driven by 

the content descriptions, which triggers interest in contents them- 

selves: data items 1 are accessed by users because their semantic 

description contains information that is relevant to the user at that 

moment. Therefore, our key idea in this paper is to optimise in an 

intertwined way the dissemination of both semantic data associ- 

ated to contents, and of contents themselves. Specifically, in the 

proposed approach semantic data is disseminated among users’ 

devices, based on the current interests of the users. By receiving 

semantic data, users’ devices also know what contents (associated 

to that semantic data) are available in the network, and fetch them, 

if appropriate. Therefore, in our approach users’ (dynamic) inter- 

ests drive the dissemination of semantic data, which drives the 

dissemination of content. As we explain in Section 3 , this mech- 

anism is quite similar to the way users access information in the 

physical world. 

Specifically, in this paper we apply concepts coming from the 

cognitive science field, and design a system whereby users’ de- 

vices autonomously become aware of the structure of the seman- 

tic information describing the available content in the environ- 

ment, and disseminate contents based on this knowledge. In par- 

ticular, we show how devices can exchange information in a way 

that resembles how conversations between humans enable spread- 

ing of ideas (i.e. semantic information), which generates interests 

for specific types of content, and ultimately determine content 

that people access. To this end, we consider that, acting on be- 

half of their users inside the cyber world, mobile devices are ex- 

posed to problems similar to the ones faced by the human brain 

when dealing with the information and content selection tasks. 

Cognitive scientists produced, during years, many functional mod- 

els and descriptions of these mental schemes. These functional 

models, called cognitive heuristics , differently from other biologi- 

cal models as artificial neural networks, do not aim at reproduc- 

ing the physiology of the brain’s processes, but model their func- 

tionality. By taking advantage of these descriptions, previous works 

[23–25] have shown how rules and procedures used by the human 

brain, when assessing the relevance of information (in face of time 

and resource restrictions), can be exploited to design adaptive, low 

resource-demanding, yet very effective, algorithms for data dis- 

semination in opportunistic networks but none – to the best of our 

knowledge – has explored how to apply these models to optimise 

1 In the paper we use the terms content and data item interchangeably. 

the joint dissemination of semantic information and associated 

contents. 

In order to take advantage of these models, we have to face 

the problem of how to represent semantic information in devices’ 

memory, how semantic information is retrieved and exchanged 

upon contacts between nodes in physical proximity, and how con- 

tent is finally selected for dissemination, based on the semantic 

data exchange that has been carried on. For each node, the internal 

memory representation of semantic concepts is inspired by the as- 

sociative network models (AN) [26,27] of human memory coming 

the from cognitive psychology field. In AN models, semantic con- 

cepts are represented by nodes that are interconnected by paths 

that vary in strength, reflecting the degree of association between 

each pair of concepts. In our proposal, each mobile node builds 

a local semantic representation of its own contents through a se- 

mantic directed weighted graph, where vertices represent the se- 

mantic concepts associated to data items, and the edges represent 

the semantic relationships between concepts, both learnt from the 

environment and derived from the node’s own contents. Moreover, 

since memory is a limited resource at each node, cognitive models 

of how the least relevant information can be dropped from mem- 

ory [28,29] are exploited. When nodes come in physical proximity 

(are in contact), exchange of semantic information happens as fol- 

lows. Communication takes place only between nodes having some 

common interest, i.e. only if there is an initial set of semantic con- 

cepts shared by both nodes. Concepts to be exchanged are selected 

by navigating each semantic network, according to an edge ranking 

algorithm derived from the fluency cognitive heuristic (FH) [30,31] . 

Finally, we show how mobile nodes, after having enriched their se- 

mantic graphs with new concepts taken from other encountered 

nodes, select which contents, locally available at one of the nodes, 

to exchange between them, giving precedence to contents whose 

semantic information maximally overlaps with semantic concepts 

just exchanged between nodes. In cognitive terms this refers to 

the tallying heuristic (TH) [32] , another cognitive decision strategy 

used by human brain. All these cognitive processes are described 

in more details in Section 3 . 

The rest of the paper is organised as follows. In Section 2 we 

present state-of-the-art data dissemination approaches for oppor- 

tunistic networks. In Section 3 we show at a high level how each 

cognitive model relates to our solution. In Section 4 we present 

the entire approach in full detail. In Section 5 a thorough perfor- 

mance analysis of our cognitive based system is provided and, fi- 

nally, Section 6 concludes the paper. 

2. Related data dissemination approaches 

The problem of data dissemination in opportunistic networks 

have been addressed by many works during years. The first at- 

tempt was in the context of the PodNet Project [33] . The au- 

thors proposed a solution where nodes cooperatively exchange 

data items in order to retrieve all those contents they are inter- 

ested in. Precisely, contents are organised in predetermined chan- 

nels of interest to which nodes are subscribed. In order to favour 

the data dissemination, upon encounter, nodes load in a pub- 

lic cache items they are not directly interested in. Items to be 

maintained in the public cache are chosen depending on different 

history-based strategies that consider the past received requests, 

interpreted by nodes as a popularity index of the channel of in- 

terest. These strategies could be effective when users mobility is 

homogeneous and contents can easily traverse the network. How- 

ever, this approach suffers in scenarios where nodes tend to group 

in communities and their movements are heterogeneous. 

Advances in data dissemination solutions leave the content- 

centric approach adopted in PodNet in favour of more user- 

centric solutions. Precisely, these solutions define more elaborate 
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