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a b s t r a c t

Understanding security failures of cryptographic protocols is the key to both patching
existing protocols and designing future schemes. In this work, we investigate two recent
proposals in the area of smart-card-based password authentication for security-critical
real-time data access applications in hierarchical wireless sensor networks (HWSN). Firstly,
we analyze an efficient and DoS-resistant user authentication scheme introduced by Fan
et al. in 2011. This protocol is the first attempt to address the problems of user authenti-
cation in HWSN and only involves lightweight cryptographic primitives, such as one-
way hash function and XOR operations, and thus it is claimed to be suitable for the
resource-constrained HWSN environments. However, it actually has several security loop-
holes being overlooked, and we show it is vulnerable to user anonymity violation attack,
smart card security breach attack, sensor node capture attack and privileged insider attack,
as well as its other practical pitfalls. Then, A.K. Das et al.’s protocol is scrutinized, and we
point out that it cannot achieve the claimed security goals: (1) It is prone to smart card
security breach attack; (2) it fails to withstand privileged insider attack; and (3) it suffers
from the defect of server master key disclosure. Our cryptanalysis results discourage any
practical use of these two schemes and reveal some subtleties and challenges in designing
this type of schemes. Furthermore, using the above two foremost schemes as case studies,
we take a first step towards investigating the underlying rationale of the identified security
failures, putting forward three basic principles which we believe will be valuable to proto-
col designers for advancing more robust two-factor authentication schemes for HWSN in
the future.

� 2014 Elsevier B.V. All rights reserved.

1. Introduction

With the rapid development of micro-electromechani-
cal systems and wireless network technologies, wireless
sensor networks (WSNs) have drawn increasing interest
from both academic and industrial areas due to its easy

deployment, ubiquitous nature and wide range of applica-
tions. Generally speaking, there are two architectures
available for WSNs: the distributed flat architecture and
the hierarchical architecture. Most large-scale WSNs prefer
to follow the latter, for it is more energy-efficient and has
more operational advantages than its flat counterpart [1].
In hierarchical wireless sensor networks (HWSN), there is
a hierarchy among the nodes based on their capabilities:
base station, cluster heads and sensor nodes. The HWSN
is divided into a number of clusters to enhance its
flexibility and to save energy consumption. Each cluster
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is administered by a cluster head. Sensor nodes communi-
cate with each other in the same cluster and finally com-
municate with the cluster head via one-hop or multi-hop
transmission(s). The base station is typically a gateway to
another network, a powerful data processing and storage
center, or also an access point for human interface. In this
study, we focus mainly on HWSN, and more details about
HWSN can be found in [2,3].

In many security-critical applications, such as real-time
traffic control, industrial process control, healthcare moni-
toring and military surveillance, external users are gener-
ally interested in accessing real-time information from
sensor nodes. To facilitate the external users to access the
real-time data directly from the desired sensor nodes inside
HWSN without involving the base station or gateway node
as and when demanded (as illustrated in Fig.1), it is of utter
importance to protect the users and systems’ security and
privacy from malicious adversaries because of the broad-
cast nature of wireless communications. Accordingly, user
authentication becomes an essential security mechanism
for the external user to be first authorized to the base
station (or the gateway node) as well as the sensor nodes
before granting his/her access to the real-time data. How-
ever, given the stringent constraints on memory capacity,
computation capability, bandwidth and energy consump-
tion of sensor nodes, it still remains quite a challenging
problem to design an efficient and secure remote user
authentication scheme for real-time data access directly
from the desired sensor nodes inside HWSN.

To address the above issues, in 2011, Fan et al. [4] pro-
posed the first smart-card-based password authentication
scheme for HWSN. This proposal involves only lightweight
operations, such as one-way hash function and exclusive-
OR operations, which is well-suited to the large-scale re-
source-limited sensor networks. The authors claimed that
their scheme is free from various related cryptographic at-
tacks, such as smart card security breach attack, offline
password guessing attack, replay attack and impersonation
attack. Although their scheme is efficient and has been

equipped with a formal security proof, we find it actually
cannot achieve the claimed security goals: (1) it cannot
preserve user anonymity and (2) it is vulnerable to smart
card security breach attack. The authors also overlook
dimensions on which their scheme fares poorly, such as
the feature of local password change, resistance to node
capture attack and insider-attack.

More recently, A.K. Das et al. [5] proposed a novel user
authentication scheme based on traditional password and
smart card to provide user access to real-time data by
authorizing her directly at node level for HWSN. As with
Fan et al.’s scheme [4], this protocol also only involves hash
and XOR operations, with no additional symmetric encryp-
tion or asymmetric computations, and thus it is very
efficient. This scheme also possesses many attractive fea-
tures, such as dynamic node addition, local password
change and session key establishment. Therefore, it exhib-
its great potential for practical applications. The authors
claimed that their scheme provides better security as com-
pared with the other related works, such as mutual
authentication between the user and the cluster heads,
resistance to privileged-insider attack, denial-of-service
attack, node capture attack and smart card security breach
attack. However, in this study, we demonstrate that it still
cannot achieve the claimed security goals: (1) It is vulner-
able to smart card security breach attack; (2) it fails to
withstand privileged-insider attack; and (3) it suffers from
the problem of server master key disclosure.

There have been a number of papers [6–13] dealing
with security vulnerabilities in smart-card-based pass-
word authentication (i.e., two-factor authentication [14])
schemes for WSNs. In these studies, the authors only focus
on presenting attacks on target protocols and proposing
‘enhanced schemes’, nevertheless, little (to the best of
our knowledge, actually no) attention is paid to the under-
lying rationales of the identified security failures, and to
the design principles of a sound proposal. Unsurprisingly,
the same mistakes are repeated over and over again. For
example, many schemes using non-tamper resistant smart
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Fig. 1. Direct data access in hierarchical wireless sensor networks (HWSN).
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