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As location-based services emerge, many people feel exposed to high privacy threats. Privacy protection
is a major challenge for such services and related applications. A simple approach is perturbation, which
adds an artificial noise to positions and returns an obfuscated measurement to the requester. Our main
finding is that, unless the noise is chosen properly, these methods do not withstand attacks based on sta-

tistical analysis. In this paper, we propose UNILO, an obfuscation operator which offers high assurances on
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obfuscation uniformity, even in case of imprecise location measurement. We also deal with service dif-
ferentiation by proposing three UniILO-based obfuscation algorithms that offer multiple contemporaneous
levels of privacy. Finally, we experimentally prove the superiority of the proposed algorithms compared
to the state-of-the-art solutions, both in terms of utility and resistance against inference attacks.

© 2015 Published by Elsevier B.V.

1. Introduction

Recent years have seen the widespread diffusion of cheap local-
ization technologies. The most known is GPS, but there are many
other examples, like cellular positioning and ultra-wide band
positioning. [1-3]. The emergence of such technologies has
brought to the development of location-based services (LBS) [4-6],
which rely on the knowledge of location of people or things. The
retrieval of people’s location raises several privacy concerns, as it
is personal, often sensitive, information. The indiscriminate disclo-
sure of such data could have highly negative effects, from unde-
sired location-based advertising to personal safety attempts.

A classic approach to the problem is to introduce strict access-
control policies in the system [7,8]. This approach has a main
drawback: if the entity does not need complete (or exact) informa-
tion, granting the access to it is a useless exposure of personal data.
The “permit-or-deny” outcome of access control is often too rigid.

Samarati and Sweeney [9,10] proposed the concept of k-anon-
ymity: a system offers a k-anonymity to a user if his identity is
undistinguishable from at least k — 1 other users. k-anonymity
concepts have been applied to location privacy [11-13] by obfus-
cating the user’s position in such a way to confuse it with the posi-
tions of other k — 1 users. Location k-anonymity offers high levels
of privacy, because it protects the user’s identity. However, since
k-anonymity does not permit the identification of the user, it is
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not applicable in services in which the user authenticates, e.g. pay-
able services or location-based social networks. In addition, they
require the presence of k — 1 users in the proximity, that could
be missing, and a central anonymizer, that could not be fully
trusted by the users.

A different and promising approach is data obfuscation [14,15].
The aim is not to reach anonymity, but rather to artificially reduce
the precision of location data before disclosing it. In this way, the
service can still be delivered, but an adversary cannot infer other
sensitive information. We focus on obfuscation through noise per-
turbation [16,17]. An underrated problem in the literature is how
to choose a suitable noise to effectively perturb data. We found
that, if noise is not chosen properly, perturbation will not resist
to attacks based on statistical inference. In particular, an obfusca-
tion operator must offer a spacial uniformity of probability. Such
a requirement is often postulated, rather than fulfilled, by state-
of-the-art perturbation methods.

We propose UNILO, a location obfuscation operator able to guar-
antee uniformity even in the presence of imprecise location mea-
surements. UNILO does not require a centralized and trusted
obfuscator. We deal with service differentiation by proposing and
comparing three UniILO-based obfuscation algorithms offering mul-
tiple contemporaneous levels of privacy. Finally, we experimen-
tally prove that UnILO outperforms state-of-the-art perturbation
algorithms both in terms of utility and resistance against inference
attacks. This paper extends our previous work [18] with multiple
levels of privacy and an in-depth analysis of the utility and the
resistance against inference attacks. All the simulations scripts of
the present paper can be downloaded from [19].
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The rest of the paper is organized as follows. Section 2 analyzes
some related works and the differences with UnILO techniques.
Section 3 introduces some basic concepts concerning the system
model and the terminology. Section 4 formally describes the
agnostic adversary model, the concept of uniformity, and a way
to quantify it. Section 5 presents the basic UNILO operator and
show its properties in terms of uniformity. Section 6 presents the
problem of offering multiple levels of privacy and three algorithms
to adapt UNILO in this sense. Section 7 evaluates UNILO algorithms
in terms of utility on an example location-based service. Section 8
evaluates UNILO algorithms in terms of resistance against inference
attacks. Finally, the paper is concluded in Section 9.

2. Related works

Approaches for location privacy can be roughly divided in iden-
tity protection and data protection. Identity protection avoids the re-
identification of anonymous users. Data protection avoids the dis-
closure of precise locations.

2.1. Identity-protection approaches

Gruteser and Grunwald [11] first applied k-anonymity approach
in location-based services. The proposed solution involves the
subdivision of the map in quadrants with different granularities.
The user does not release his precise position, but a quadrant of
the grid containing other k — 1 users, in such a way his identity
is confused with theirs. The k-anonymity approach is broadly used
in many research works [12,13,20-22]. However, these methods
require the presence of k — 1 users in the proximity, that could
be missing, and a central anonymizer, that could not be fully
trusted by the users. In addition, they do not permit the identifica-
tion of the user, so that they are not applicable in those cases in
which the user authenticates himself, e.g. payable services or loca-
tion-based social networks. Our approach aims at protecting the
position, rather than the identity, and it is suitable also for authen-
ticated users.

Xu and Caie [23] and Abul et al. [24] approach the problem
of trajectory k-anonymity, offering methods to protect user’s pri-
vacy in continuous tracking systems. Although it could be
extended in that sense, the present work focuses on single-posi-
tion queries, as they encompass a wide range of location-based
applications.

A problem complementary to anonymity is pseudonym unlinka-
bility in tracking systems, usually approached with the technique
of mix zones [25-27]. Mix zones are areas of the map where users
cannot be tracked and change their pseudonym. By carefully plac-
ing and dimensioning such mix zones it is possible to thwart the
adversary from linking two consecutive pseudonyms of the same
user.

2.2. Data-protection approaches

Location obfuscation aims at reducing the precision of location
data before disclosing it. This can be done by adding noise [14]
(noise-based obfuscation) as well as with other methods, for exam-
ple by replacing the exact position with a quadrant of a grid [15].
Research on this topic has focused mainly on what kind of service
can be delivered with imprecise positions [15,28-30]. The problem
of generating such imprecise positions in a proper way is often
underrated. In particular, the uniformity of the noise-based obfus-
cation is often postulated, rather than evaluated. As a result, the
proposed solutions turn out to be poorly resistant against inference
attacks. In this paper we focus entirely on noise-based obfuscation,
so from now on we will omit the “noise-based” specification as
implicit.

Ardagna et al. [14] proposed a set of obfuscation operators that
perturb the location: radius enlargement, radius restriction, center
shift. These operators transform a measurement area into an
obfuscated one. Our approach guarantees both more private and
more useful obfuscated areas. More private because UNILO noise
significantly increases the uniformity of the resultant privacy
areas. More useful because we always guarantee that the privacy
areas contain the user’s position. A service provider can thus rely
on more powerful assumptions and offer more quality of service.
In addition, in [14] the resistance against attacks relies on the fact
that the adversary is unaware of the privacy preference of the user.
This could be an optimistic assumption, which features a form of
“security by obscurity” that should be avoided [31].

Krumm [16] surveyed many different obfuscation methods and
applied them to real-life GPS traces. The objective was to prevent
an attacker from inferring users’ home positions. Krumm tried also
a noise-based method, which involved noise with a Gaussian mag-
nitude. He found that this method requires a high quantity of noise
(o0 =5km) in order to effectively prevent inference attacks. Our
approach offers higher levels of uniformity, and reduces the
amount of noise needed to resist to inference attacks.

Diirr et al. [17] proposed an obfuscation approach with multiple
levels of privacy. They build different “shares” which are random
vectors concatenated to the user’s position. They store the shares
in different servers to avoid a single point of trust. Each service
provider reconstructs the position by “fusing” one or more shares
from one or more servers. The privacy level is proportional to the
number of shares the service provider is allowed to access. The
authors generate the shares as random vectors having uniform
magnitude. Our obfuscation operators guarantee more resistance
against inference attacks.

Inspired by differential privacy [32], Andrés et al. [33] intro-
duced the concept of e-geo-indistinguishability. The idea is that
the user obtains more privacy in the surroundings of his true posi-
tion, and less farther. To achieve this, they perturb the true posi-
tion with a 2-dimensional extension of the Laplacian noise. Such
a noise is highly non-uniform. As a consequence, geo-indistin-
guishability offers far less resistance to inference attacks compared
to UNILO.

Other notable obfuscation-based approaches are [28-30]. All
these works postulate uniformity rather than providing for it. In
contrast, our approach offers guarantees on the obfuscation uni-
formity, even in presence of imprecise location measurements.

Another research track [34-38| applies private information
retrieval (PIR) techniques to protect user’s location. The objective
is to provide a location-based service without disclosing the user’s
location at all. While PIR approaches offer strong and provable
security, they are quite resource-demanding at the server side.
Actually, they require complex, computational intensive crypto-
graphic operations or the employment of trusted hardware archi-
tectures. In contrast obfuscation techniques only provide for
statistical guarantees in terms of privacy, but they are more afford-
able for the service provider.

3. System model

In our system, a user is someone whose location is measured by
a sensor. A service provider is an entity that receives the user’s loca-
tion in order to provide for a location-based service. The user applies
an obfuscation operator to location information prior to releasing it
to the service provider. The obfuscation operator purposefully
reduces the precision to guarantee a certain privacy level. Such a
precision is defined by the user and reflects his requirements in
terms of privacy. The more privacy the user requires, the less pre-
cision the obfuscation operator returns.
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