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a b s t r a c t 

Reliability of smart home energy management (SHEM) is enhanced due to the use of op- 

portunistic cognitive radio based communications for reliable transmission of peak period 

energy utility data. Cognitive radio networks are apt communication solutions capable of 

offering reliable opportunistic data transmissions through spectrum reuse. Reliable oppor- 

tunistic data transmissions ensure strategic decision making and to execute critical con- 

trol operations for sustainable energy utilizations. Accurate spectrum sensing and efficient 

spectrum sharing are vital to aspects of reliable peak energy consumption data transmis- 

sion. Cooperative spectrum sensing has been proposed as a more reliable method for gain- 

ing accurate spectrum availability detection. Trustworthiness of the local decisions of co- 

operating users is vital for the accuracy of the final spectrum availability decision. How- 

ever, measures which can assess the trustworthiness of cooperating users are given less 

attention. In this paper, we describe a novel multi-attribute trust based framework to fa- 

cilitate reliable spectrum sensing and priority based spectrum access allocation to enhance 

delay sensitive data transmissions. We have evaluated our solutions using extensive simu- 

lation experiments. Furthermore, we comparatively analyzed the reliability of the proposed 

user selection method for known spectrum sensing data falsification (SSDF) attack behav- 

iors to accurately identify the non-malicious users. As evidenced by the results proposed 

novel multi-attribute trust based transmission strategies offer greater reliability in ensur- 

ing timely availability of peak period energy utility data for SHEM. 

© 2015 Elsevier B.V. All rights reserved. 

1. Introduction 

Smart homes transparently unifies various home ap- 

pliances, smart sensors and wireless communication 
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technologies for efficient energy utilization management 

through smart grid. Smart home energy management 

(SHEM) aims to make sustainable energy flow manage- 

ment based on energy utility data. Peak period energy uti- 

lization is more significant in making sound decisions on 

energy consumption in a smart home as well for demand 

management in smart grid. In addition, peak period energy 

utility tracking can help to reduce additional costs and also 

to apply appropriate controls to manage the energy flows 

in smart homes. 
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Fig. 1. Cognitive radio based Smart Home Energy Management (SHEM) – smart home users remotely manage energy utilizations over cognitive radio 

communications. Reliability of the peak period energy utility data transmission is facilitated by opportunistically transmitting over available spectrum. 

Therefore, reliability of SHEM relies heavily on the accurate detection of available spectrum. 

Smart meters are the main energy consumption data 

relaying entity in smart grid [1] (see Fig. 1 ). It is ex- 

pected by 2015 there will be over 65 million smart 

meters installed int he United States and world wide de- 

ployment is increasing sharply [3] . Therefore, large num- 

ber of users utilizing limited dedicated wireless channels 

for utility data transmissions can cause serious spectrum 

congestion. To avoid delays and interruptions for energy 

utility data transmissions more spectrum allocations or ef- 

ficient spectrum utilization methods are necessary. A prag- 

matic solution is to use opportunistic data transmissions 

over cognitive radio communication networks. Smart me- 

ters can be designed to transmit meter data either on 

the original unlicensed channel or the additional licensed 

channel, in order to improve reliability and reduce delays 

[2] . 

Usefulness of cognitive radio communications can 

be emphasized based on two main requirements of 

SHEM. 

• SHEM need to utilize demand based energy consump- 

tion data during peak periods for effective and sus- 

tainable energy utility management. Therefore, timely 

availability of data is vital. Efficient spectrum re- 

utilizations can significantly contribute to timely data 

transmissions for SHEM applications [4] . 

• To ensure minimum interference levels among differ- 

ent frequencies being used in smart homes, it is more 

desirable to accommodate data transmissions over idle 

channels or spectrum holes when allocated channels 

are congested or unavailable due to significant fading or 

shadowing conditions [5–10] . Therefore, cognitive radio 

networks are apt communication solutions for SHEM. 

Opportunistic cognitive radio communications are nec- 

essary to ensure reliable peak period energy utilization 

data transmissions in smart homes. In cognitive radio net- 

works, absence of primary user (PU) provides opportuni- 

ties for the secondary users (SU) to transmit over the va- 

cant spectrum [11] . Inability to detect available spectrum 

will hinder the expected opportunistic delay-sensitive data 

transmissions for when there is congestion in dedicated 

channels [4] . 

Inaccurate spectrum availability detection can result 

due to unfavorable channel conditions (e.g. fading, shad- 

owing) as well as due to malicious attacks, such as spec- 

trum sensing data falsification attacks [12–14] and denial 

of service attacks [13] . The objectives of these attacks are 

(i) to declare channel as vacant when actually the PU is 

transmitting and (ii) to declare the channel as occupied 

when in fact the PU is not transmitting [13] . In denial of 

service attacks the SUs are not given sufficient time for 

spectrum sensing and to communicate the local spectrum 

sensing decisions among the other SUs. Among different 

sensing approaches, cooperative spectrum sensing strate- 

gies have been proposed to increase the accuracy of spec- 

trum sensing [15,16] . 

1.1. Limitations of existing solutions 

In the recent past cognitive radio communications have 

been proposed for smart grid [1,10,17–19] . The obvious 

advantages of opportunistic communications with less 

interferences with other operating frequencies of different 

components makes cognitive communications suitable 

for smart grid. Opportunistic data transmissions between 

the advanced metering infrastructure (or smart meters) 
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